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Abstract: Multi-receiver authentication codes allow one sender to construct an au-
thenticated message for a group of receivers such that each receiver can verify authenticity
of the received message. In this paper, we construct one multi-receiver authentication codes
from pseudo-symplectic geometry over finite fields. The parameters and the probabilities
of deceptions of this codes are also computed.
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§1 Introduction

Multi-receiver authentication codes (MRA-codes) was introcduced by Desmedt,
Frankel, and Yung (DFY) [ as an extension of Simmons’ model of uncondition-
ally secure authentication. In an MRA-codes, a sender wants to construct an
authenticated message for a group of receivers such that each receiver can verify
authenticity of the received message. There are three phases in an MRA-codes:

1. Key distribution. The KDC (key distribution centre) privately transmits
the key information to the sender and each receiver (the sender can also be the
KDC).

2. Broadcast. For a source state, the sender generates the authenticated mes-
sage using his/her key and broadcasts the authenticated message.
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3. Verification. Each user can verify the authenticity of the broadcast mes-
sage.

Denote by X; X --- X X, the direct product of sets X;,---, X,, and by p; the
projection mapping of X; X- - -xX, on X;. Thatis, p; : X1 X+ -XX, — X; defined by
Pi(Xt, X2, -+, Xn) = x;. Let g1 : X; — Y; and g2 : X3 — Y3 be two mappings, we
denote the direct product of g; and g by g) X g2, where g1 Xg2 : X; XX; — Y| XY>
is defined by (g1 X g2)(x1, x2) = (g1(x1), g2(x2)). The identity mapping on a set X
is denoted by 1x.

LetC = (S,M,E, f) and C; = (§, Mi, E;, fi),i = 1,2, ...,n, be authentication
codes. We call (C;C,,C,,:+,C,) a multi-receiver authentication code (MRA-
code) if there exist two mappings 7 : E = EyX---XE,and 7 : M — My X% -XMn
such that for any (s,¢€) € S X E and any 1 < i < n, the following identity holds

pi(nf(s,e)) = fl(ls X pit(s,e)).
Let 7; = pyr and m; = p;w. Then we have for each (s,e) € § X E
mif(s, e) = fi(1s X 1;)(s, €).

We adopt Kerckhoff’s principle that everything in the system except the actual
keys of the sender and receivers is public. This includes the probability distribu-
tion of the source states and the sender’s keys.

Attackers could be outsiders who do not have access to any key information,
or insiders who have some key information. We only need to consider the latter
group as it is at least as powerful as the former. We consider the systems that
protect against the coalition of groups of up to a maximum size of receivers, and
we study impersonation and substitution attacks.

Assume there are n receivers Ry, -+, Rp. Let L = {ij, -+, i} € {1,---,n},RL =
{Ri,,*+* Ry} and E, = Eg, X+ X Eg,. We consider the attack from R, on a
receiver R;, where i ¢ L.

Impersonation attack: Ry, after receiving their secret keys, send a message m
to R;. Ry is successful if m is accepted by R; as authentic. We denote by P,[i, L]
the success probability of R, in performing an impersonation attack on R;. This
can be expressed as

P,li, L] = max max P(m is accepted by R;le;)

eteEy me
where i ¢ L.

S ubstitution attack: Ry, after observing a message m that is transmitted by the
sender, replace m with another message m’. R, is successful if m’ is accepted by
R; as authentic. We denote by Ps[i, L] the success probability of R, in performing
a substitution attack on R; . We have

Ps[i, L] = max max max P(R; accepts m'Im, e1)
e 6E; meM m'tmeM

where i ¢ L.
§2 Pseudo-Symplectic Geometry
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Let F, be the finite field with ¢ elements, where g is a power of 2, n = 2v + 6
and 6=1,2. Let

V) K
K=(,3> n ) sl=(K 1), Sz=[ 0 1]
1 1

and S5 is an (2v + 6) X (2v + &) non-alternate symmetric matrix.
The pseudo-symplectic group of degree (2v + 6) over F, is defined to be the
set of matrices Ps2,45(Fg) = {TITSs'T = S} denoted by Pss,.5(F,).
Let Ff,z"*") be the (2v + 6) -dimensional row vector space over Fy. Psay.5(F;)
has an action on F&**? defined as follows
F@"*® % Psyy15(Fg) = F$*P

((x1, %2, . - -y X2p46), T) = (X1, X2, - . ., X2y45)T.
The vector space F,(,z""‘” together with this group action is called the pseudo-
symplectic space over the finite field F, of characteristic 2.

Let P be an m-dimensional subspace of F, ,(,2"'"”, then PS; P is cogredient to
one of the following three normal forms

0 I®
M(m, 2s, s)=( 9 0 ]
O(m-zs)

0 I9
s)
M(m,2s+1, 5)= I 0 1
O(M—Zs—l)
0 I®
9 0
M(m,25+2,5)= 01
1 1
0(m-2s—2)

for some s such that 0 < s < [m/2). We say that P is a subspace of type (m,2s +
7,5, €), where 7 =0,1 or 2 and € =0 or 1, if

(i) PS5 'P is cogredient to M(m, 2s + 7, 5), and

(ii) e2y+1 ¢ P or 3,4 € P according to € = O or € = 1, respectively.

Let P be an m-dimensional subspace of F, ,(,2”6). Denote by P* the set of
vectors which are orthogonal to every vector of P, i.e.,

Pt ={ye F&*9\yS5'x = 0 for all x € P}.

Obviously, P* is a (2v + 6 — m)-dimensional subspace of Fi"*®.
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More properties of pseudo-symplectic geometry over finite fields can be found
in [2].

In [3], Desmedt, Frankel and Yung gave two constructions for MRA-codes
based on polynomials and finite geometries, respectively. There are other con-
structions of multi-receiver authentication codes are given in [4~7]. The construc-
tion of authentication codes is of combinational design in its nature. We know that
the geometry of classical groups over finite fields, including symplectic geometry,
pseudo-symplectic geometry, unitary geometry and orthogonal geometry can pro-
vide a better combination of structure and can be easy to count. In this paper, we
construct one multi-receiver authentication codes from pseudo-symplectic geom-
etry over finite fields. The parameters and the probabilities of deceptions of this
codes are also computed. We realize the generalization of the results of the article
[8] from symplectic geometry to pseudo-symplectic geometry over finite Fields.

§3 Construction

Let F, be a finite field with g elements and ¢;(1 < i < 2v+2) be the row vector
in ]F;z"*z’ whose i—th coordinate is 1 and all other coordinates are 0. Assume that
2<n+1<r<v. U=/{e,e, &), ie., U is an n—dimensional subspace of
Fff"z) generated by ej, ez, -, ey, then Ut = (e1, -, €y, €ysns1, ', €2042). The
set of source states S ={s|s is a subspace of type (2r-n+1,2(r-n),r-n,1)and U C
5 € U*}; the set of transmitter’s encoding rules Er={er|er is a subspace of type
(2n,2n,n,0) and U C er}; the set of i —th receiver’s decoding rules Eg,={eg,ler, is
a subspace of type (n+1, 0, 0, 0) which is orthogonal to {e;, -+ +, €;_1, €41, - * * , €n)}s
1 € i < n; the set of messages M = {m|m is a subspace of type (2r+1,2r,r,1)and U C
m}.

1. Key Distribution. The KDC randomly chooses a subspace er € Er, then
privately sends er to the sender T. Then KDC randomly chooses a subspace
eg, € Ep, and eg, C er, then privately sends eg, to the i — th receiver, where
1<i<n.

2. Broadcast. For a source state s € S, the sender calculates m = 5 + er and
broadcast m.

3. Verification. Since the receiver R; holds the decoding rule eg,, R; accepts
m as authentic if eg, C m. R; can get s from s =m N U™,

Lemma 3.1 The above construction of multi-receiver authentication codes is
reasonable, that is
(1) ster=me M, forallse S and er € Er;

(2) foranym € M, s = mn U+ is the uniquely source state contained in m
and there is er € Er, suchthatm = s+ er.



Proof. (1) Forany s € S, er € Er, Because s is a subspace of type (2r —

U n
n,2(r-n),r-n,1)and U c s c U*}, we can assume that s = Q 2(r-n)
€2y+1 1
¢ o™ 0 0 0
] g R g o o 1™ g (U
an 2 Sl o 1™ o of|"TT\v ).
€2v+1 €2v+1 0 0 0 0

(VI (V) (V)-(2 7)-

Obviously, for any v € V and v # O,v ¢ s, therefore,

U
m=s+ér= V
- T = y
(0]
€2v4]
and 0 ™ o0 0 o0
t
“f "f ™ 0 0o 0 0
s, =l o o o rm o
Q Q 0 0 1™ o o
€2y+1 €2v4+1 0 0 0 0 O

From above, m is a subspace of type (2r + 1,2r,7,1)and U C m, ie.,,me M.

(2) Form € M, mis a subspace of type (2r + 1,2r,r,1) and U C m, so there
is a subspace V C m, satisfying

(Vi(V)-( )

U
Then we can assume that m = g and satisfying
€2v+1

i e 0 0 0
v v ™ 0 0 0o o
S2 = 0 O 0 m 0

0 Q 0 0 IMo 0
€2v+1 €2v+1 0 0 0 0 0
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U
Lets = [ Q ], for s is a subspace of type 2r—=n+1,2(r~n),r—n,1)and U C

€2v+1
sc Ut ie., s €S is asource state, Forany v € Vand v # 0,v ¢ s is obvious, i.e.,
U
V N U* = {0}. Therefore, mn U+ =[ 0 ]: s.Leter =( 3 ),thener isa
€2y+1

transmitter’s encoding rule and satisfying m = s + er.
If s’ is another source state contained in m, then U c s’ ¢ U*. Therefore,
s cmn Ut = s, while dims’=dims, so s’=s, i.e., s is the uniquely source state
contained in m.

From lemma 3.1, we know that such construction of multi-receiver authen-
tication codes is reasonable and there are n receivers in this system. Next we
compute the parameters of this codes.

Lemma 3.2 The parameters of this construction are
IS = NQ(r = n),2( = n),r =n,0;2v +2); |Er| = """, |Eg| =g

Proof. Since U C s c U*, s has the form as follows:
™ 0 0 0 00
s=[ 0 B 0 B, O 0],
0 0 0 0 10

where B,, B, is a subspace of type (2(r — n),2(r — n),r — n,0) in the pseudo-
symplectic space F,#"*2. So |S| = NQ(r - n),2(r — n),r - n,0;2v + 2).

Since er is a subspace of type (2n,2n, n, 0), er has the form as follows:

e_(ﬂ") 0 0 0 O o)
T\ 0 R, I™ Ry Rs R¢ )"
n v-n n v-n 1 1

For er is a subspace of type (2n, 2n,n,0), so R4 = 0 and Rg = 0, R;, Rs arbitrarily.
Therefore |Er] = gD,

For any eg, € Eg, eg, is a subspace of type (n + 1, 0,0, 0) which is orthogonal
to{ey, -, €i-1,€is1," ", €n), 1 i< n. Sowe can assume that

M 0 0 00 0O 0 0 0 O
eR,=[OI‘""’000 00000]
0 0 H 00 1 0 Hy Hy Hj
] n~{ ven 1 i-l-1 1 n-i v-n 1 1

Since ez, is a subspace of type (n + 1,0,0,0), so Hy = 0 and H}, = 0, H3, H,
arbitrarily. Therefore, |[Eg | = ¢"~"*!.

Lemma 3.3 (1) The number of er contained in m is g""—"*1);

(2) The number of the messages is |M| = ¢**-"*DNQ2(r - n),2(r — n),r -
n,1;2v + 2).

Proof. Let m be a message, from the definition of m, we may take m as



follows:

™ 0 0 0 0 0 0O

0 I™m 0 0 0 0 0O

m=| 0 0 0™ 0 0 00
0 0 0 0 I 0 00

0 0 0 O 0 010

n r-n v-r n r-n v—-r | 1

if er € m, then we can assume that
_ I 0 0 0 0 0 0 O
T\ 0 R, 0 I™" 0 0 R, 0"

n r-n v-r n r-n v-r 1 1

where R, and R, is arbitrarily. Therefore the number of e; which contained m is
qn(r-m»l);

(2) We know that a message contains only one source state and the number of
the transmitter’s encoding rules contained in a message is g""~"**!). Therefore we
have |M| = |S||Er|/q""-"+1} = g"C-INQ2(r = n), 2(r — n), r —n,0;2v + 2)

Assume there are n receivers Ry, -+, Rp. Let L = {iy,---, 4} € {1,---,n},R. =
{Riy,--, Ry} and Ep, = IE'R,1 X+ X Eg,. We consider the impersonation attack
and substitution attack from R on a receiver R;, where i ¢ L.

Without loss of generality, we can assume that R, = (R;, - *,R;}, EL =
Eg, X:- X Eg,, where 1 <1< n - 1. First, we will proof the following results:
Lemma 3.4 For any e, = (eg,,***,€r,) € Er, the number of ey containing ¢,
is q(v—n+l)(n-1).
Proof. For any e;, = (eg,,***,er,) € EL, we can assume that
10 0 0 0 0 0 0 O
e=l 0 I 0 0 0 0 0 O
0 0 R I® 0 0 R, O

! n-1 v-n { n~l v-n 1 1

Therefore, er containing e, has the form as follows:

o 0 o 0 0 0 0 O

o b o o 0 0 0 O
=l o 0 R I® 0 0 R, O

0 0 H, 0 I"™Y 0 H, 0

{ n-l  v-n ! n-l  v-n 1 1

where Hs, Hy arbitrarily. Therefore, the number of er containing e, is gD,
Lemma 3.5 For any m € M and e, eg, C m,
(1) the number of er contained in m and containing e, is g¢*-"+*1¢-0 ;
(2) the number of ey contained in m and containing e,, eg, is g®*~/-Dr-n+1),
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Proof. (1) From the definition of m, we may take m as follows:

M 0 0 0 0 O 0 0 0 0)
0 I#-b 0O 0 O 0 0 0 00
0 0 I™m 0 0 0 0 00O
m=| 0 0 0o o o 0 0 00O
0 0 0 0 0 [I=h 0 000
0 0 0 0 0 0 ™ 0 0 0
. 0 0 0O 0 O 0 0O 01 0)
{ n-1 r-n v-r | n-l r-n v-r 1 1
If e, C m, then e, has the form as follows:
0 0 0 0 0 0 0 O O O
ee=| 0 I 0 0 0 0 0 0 0 O
0 0 R 0™ 0 0 0 R O
) n-l r-n v-r | n-l r-m v-r 1 1
If er ¢ mand ey D er, then
m 0 0 0 O 0O 0 0 0 O
0o 1™ o0 o0 0 0O 0 0 0 O
er=| 0 0 0O 0 O 0O 0 0 0 o0},
0 0 R 0I™ 0 0 0 R O
0 0 H; 0 0 I“d 0 0 Hy O
! n-l r-n v-r [ n-t r-n v-r 1 1

where H3 and Hy arbitrarily. Therefore, the number of er which contained in m
and containing ey is g0~*+D(n-D,

(2) Similarly, by computation, we can proof that the number of er contained
in m and containing ey, eg, has the following the form:

™ o 0 00 0 0 0 0 0 0 O
0/ 0 00 0 0 0 0 0O 0 0
o o R o™ 0o 0 0 0 0 R O©
=0 o H' 0 0 P 0 0 0 0 H;/ 0"
0 0 H 00 0 1 0 0 0 H 0
0 0 H” 00 0 01 0 0 H 0
! n-l r-n  ver 1 i=l-1 1 n=i r-n v-r 1 1

where Hy', Hy and H3", Hy’ arbitrarily. Therefore, the number of e contained in
m and containing ey, eg, is g®~~r-n+D,

Lemma 3.6 Assume that m; and m, are two distinct messages which com-
monly contain a transmitter’s encoding rule er. s and s, contained in m; and m;
are two source states, respectively. Assume that so = 51 N 53, dim sp = &, then
n < k < 2r —n. For any e, eg, C my N my, the number of er contained in m; Nmy
and containing ey, eg, is g1,



Proof. Since m; = 51 + er,my = 5o + er and m; # my, then s; # s52. For any
s €8, U € s, obviously, n < k < 2r — n. Assume that s} is the complementary
subspace of sp in the s, then 5; = so+s; (i = 1,2). Fromm; = s;+er = so+5}+er,
we have my Nmy = sp + e7.

From the definition of the message, we may take m;,i = 1,2 as follows:

( 9 9 0O 0 0 0 0 0 0 0Y)
0o I"™h ¢ 0O O 0 0 0 00 n-1
0 0 P, 0 0 0 0 0 0 O] rn
m=| 0 0 0o 0 I o0 0O 0 00 !
0 0 0 0 0 I*h 9o 0 00 n-1
0 0 0O 0 O 0O I™m 0 0 0 r-n
\ 0 0 0 0 0 0 0 0 10 J 1
4 n-~{ r-n  v-r I n-1 r-n v-r 1 1
Let
( ® o o0 00 O 0 0 00Y) :
0 1™ o0 0 O 0 0 0 00 -l
0 0 P, 0 O 0 0 0O 00 r-n
mnm=| 0 0 0o oI o 0 0 00 1
0 0 0 0 0 b 9o 0 00 n-l
0 0 0 0 0 0O I» o0 00 ren
\ 0 0 0 0 O 0 0 0 1 0) 1
1 n-1 r-n  v-r [ n-l r-n v-r 1 1

From above we know that m;Nmy = so+er, then dim(m,Nmy) = k+2n—n = k+n,
therefore,

, Ps 0 0 0 O0) _ _ N
dzm( 00 0 1 0)—k+n @n+r-n=k-r
For any e;, eg, C m; N my, we can assume that
v o 0O 0 0 0 00 0 0 0 O 1
ee=|l 0 I 0 0 0 0 0 0 0 0 O O n-l ,
0 0 R 0I" 0 0 0 0 O R; O i
1 n-l r-n v-r | i-l-1 } n-i r-n v-r 1 1
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™ 0 0000 00O O 0 0) ¢
ex= 0 ™ 0 0 00 000 0 0 O nt,
0O 0 H, 000 1 00 0 H, 0/ 1

{ n~{ r-n v-r | i-l-1 1 n=-i r-n v-r

If er € m; N my and containing e, eg,, so er has the form as follows:

m o0 0 00 0 0 0 0 0 0 0) 1
0 I 0 0 0 0 0 O 0 0 0 Of
o o R 0©® 0 0 0 0 0 Ry Of
70 0 Hy 0 O I“ 0 0 0 0 Hj 0] i’
0 0 H 00 0 1 0 0 0 H, 0f 1
0 0 H” 0 0 0 01D 0 0 H 0) ni
] n-1 r-n v-r | i-l-1 1 n~{ r-n v-r 1 1

where every row of
H/ 0 0 Hj 0
HY 0 0 HY 0

is the linear combination of the base of

So it is easy to know that the number of ey € m; N m; and containing e;, eg, is
q(k-r)(n—l— l).

Theorem 3.7 In the constructed multi-receiver authentication codes, the largest
probabilities of success for impersonation attack and substitution attack from R,
on a receiver R; are

Pili,L] = !
q

. 1
ooy EslhLl= =
respectively, where i ¢ L.

Proof. Impersonation attack: Ry, after receiving their secret keys, send a
message m to R;. Ry is successful if m is accepted by R; as authentic. Therefore

mea&( |{er € Erler Ccmand er Dep,ep) |
m
eLeEL

P2l TercErler o el

q(n-l—-l Yr-n+1) _ 1

q(v-n+l)(n-l) - q(n—l)(v-r)+(r—n+l)'

Substitution attack: Ry, after observing a message m that is transmitted by

50



the sender, replace m with another message m’. Ry, is successful if m’ is accepted
by R; as authentic. Therefore
{mag; | {er € Erler C m,m’ and er D e, eR,} [}

m'e

Ps[i,L] = max max

ercEp meM | {er € Erler Cmand er D er} |

(k—r)(n-1-1) 1
= = o

= ndksrn g DED g

From above we see, substitution attack from R; on a receiver gets to the
maximum when/=r-1.
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