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Abstract In this paper two authentication codes with multiple arbiters are constructed
1o protect the communication system against the attacks from the opponent, transmitter,
receiver and dishonest arbiters. The first construction takes advantage of set theory to
give an authentication codes with two arbiters that resists collusion attacks from dishonest
arbiters and participators availably. The second construction makes full use of of Reed-
Solomon-code (RS-code) and (, n)-threshold scheme to give an authentication codes with
n arbiters that effectively prevents multiple arbiters from cheating.
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1 Introduction

The information superhighway is a hot topic today and an important task of au-
thentication is to determine the legality and the authentic transmitter of the mes-
sage in the communication. Authentication theory initially considered resisting
the opponent with honest transmitter and receiver, however, players in the com-
munication could also deceive each other in the complex society. G. J. Simmons!?
was the first to propose authentication codes with arbitration to solve the distrust
between the transmitter and the receiver.

Definition 1 Let S, Et, Er, M be four nonempty finite sets,and f : S X Er - M
and g : M x Eg — S U {reject} be two maps. The six tuple (S, Er, Eg, M, f, 8) is
called an authentication code with arbitration (A%-code), if

1) The maps f and g are surjective;
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2) For anym € M and e, € Er, if there exists an s € S satisfying f(s,e;) = m,
then such an s is uniquely determined by the given m and e;;

3) Pler,er) # 0 and f(s,e)) = m implies g(m,e;) = s, otherwise, g(m, e;) =
{reject}.

Notes: P(e,,e;) # O implies that any information s encoded by e; can be
authenticated by e,.

S,Er,Ep and M are called the set of source states, the set of transmitter’s
encoding rules, the set of receiver’s decoding rules and the set of messages, re-
spectively. The cardinals |S|, |ETl, |Erl and |M] are called the size parameters of
the code.

However, the premises of the codes are that the arbiter must be absolutely hon-
est. Y. Desmedt!®! and T. Johansson*!'% constructed authentication codes with a
single arbiter to resist the deception of the arbiter alone, but there was no effec-
tive way to counteract the attacks from the arbiter colluding with a participator,
and most of the calculation results were complex. So authentication codes with
multiple arbiters appeared.

E. F. Brickell and D. R. Stinson!! designed an authentication code with mul-
tiple arbiters base on the scheme in paper [2] and this construction could protect
the system from attacks of several dishonest arbiters, but so many authentica-
tion codes were used in this design that the efficiency of the authentication was
not good. Zhou Zhi and Hu Zhengming®! designed an authentication code with
mental poker protocol!® against dishonest arbiters and participators, while the
workload was relatively large in the key initialization phase and the system was
helpless when faced with attacks from dishonest arbiters colluding with the re-
ceiver.

We now study such authentication codes with multiple arbiters that will re-
sist not only attacks from single arbiter but also collusion attacks from dishonest
arbiters and participators, and this kind of authentication codes can meet the re-
quirements of users.

2 Construction of authentication code with two arbiters

Let S be a set of r elements, where r = g, and q is a non-negative integer. All
players in communication are: a transmitter T, a receiver R, an opponent O, two
arbiters A; and Aj.

Let Cz be a set of messages that Z will accept or send as authentic (Z can be
O,T,R,A orAz).

2.1 The model
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Three stages of constructions of authentication codes:

1. Key generation and distribution:

a. The key distribution center (KDC) selects g elements in S randomly, and
secretly sends them to the receiver as Cg.

b. The KDC chooses g elements randomly from Cr , and secretly sends them
to the transmitter as Cr.

c. The KDC selects a set Cg, of 927“1 elements from Cg\Cr randomly, and let
CrR\(CT UCR,) be Cpg,.

d. A set C) consists of stochastic g° — 927'4 — g elements from S \Cr, and a set
C; consists of g° — f%‘l — g elements selected from S\(Cr |J C)) randomly again
by the KDC.

e. Aset Cy |JCr, UCr in S is sent to A; secretly as Cy4,,and C2 U Cg, UCr
is sent to A as C,, secretly.

2. Message transmission:

The transmitter is allowed to send a message m that comes from Cr, and the
receiver accepts m if and only if m € Cg.

3. Arbitration:

When a dispute between the transmitter and receiver arises, A, and A, are

asked to settle the quarrel. The message is regarded as authentic if and only if
both of the arbiters claim it is authentic, i.e., the message m € Cq, [N Ca,.

2.2 Rationality

If m is a legitimate message from the transmitter, m € Cr. Since Cr C Cg, we
have m € Cg, i.e., m is accepted by the receiver by all means.

2.3 Parameters of the authentication code

The code has parameters:
ICrl=q, ICrl=q% ICal=IC4l=¢.
MO]‘COVGI‘, CA. n CAz = CT, CA, n CR = Cz' U CR,, CAz nCR = CT U CR,-

2.4 Probabilities of successful attacks

The system is subject to the following attacks (i = 1,2):
1. Attack Op (Impersonation by the opponent):
Without waiting to see any communication, the opponent sends a message to

the receiver. He wins if it is accepted as authentic.
{Crl

2

q 1
Po,=—=—==—.
T IR R
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2. Attack O (Substitution by the opponent):
The opponent observes a message that is transmitted and replaces this message

with another. The opponent is successful if this other message is accepted by the
receiver as authentic.

_ICrl-1 _q2—1 _ 1

TSI-1 T ¢t-17 g2+

3. Attack T (Impersonation by the transmitter):

The transmitter sends a message to the receiver and then denies having sent it.

The transmitter succeeds if this message is accepted by the receiver as authentic,
and if this message is not one of the messages that the transmitter could have

generated.

Po,

_ ICr\Crl _ ¢ -q - 1

IS\Crl 4¢*-q 4q*+q+1

4. Attack Ry (Impersonation by the receiver):

The receiver, without receiving any message from the transmitter, tries to con-
vince the arbiter that he did receive a message. The receiver succeeds if this

message could have been generated by the transmitter.
_ICrl_g 1

Pr

5. Attack R, (Substitution by the receiver):

The receiver receives a message from the transmitter, but claims to have re-
ceived another message. The receiver succeeds if this other message could have
been generated by the transmitter.

P = Cri-1 _g¢-1 1
RTICrI-1" -1 g+l

6. Attack A;, (Impersonation by single arbiter):

The arbiter A; sends a message to the receiver and succeeds if the message is
accepted by the receiver as authentic.

p, o ICrUCR _#-F g+l
N ICal 7 24*

7. Attack A;, (Substitution by single arbiter):

The arbiter A; observes a message that is transmitted and replaces this message
with another. The arbiter succeeds if the receiver accepts this other message as
authentic.

p _lCrUCRI-1_¢-Fi-1_  q+2
AT TIC- P-1 2@ +q+1)

8. Collusion Attack TA; :
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T and A;, collude to construct a message which is not valid under C7 and T
wins if it is accepted by the receiver.

CKCRNENCH_ T

P = = = .
TA; ICa \Crl P-q 29+2
9. Collusion Attack RoA; :

Without receiving any message from the transmitter, R and A; collude to con-
struct a message m then R claims that m is sent by the transmitter. They succeed

ifmeCr.
ICrl  _ 4 2

Ps—r = = = .
Rd TICRNCAl g+ 52 g+

10. Collusion Attack R, A; :

Having received a legitimate message m from the transmitter, R and A; collude
to construct another message m’ and R claims m’ is sent by the transmitter. They
succeed if m’ € Cr.

p__tCrl-1 _ g-1 _ 2
RiA [CRNC4l-1 q+g27-q_l q+2.

11. Collusion Attack TA A3 :

Both A, and A,, collude with T to construct a message which is not valid
under Cr and they win if the message is not accepted by all players in the com-
munication except for the receiver R.

p o lC\Cd _ g-q _ 1
TAk = [(Ca UCA\CTl ~ 24 -29 ~ 29+2°

The overall probability of deception, Pp!!, defined as the maximum of the

probabilities of success in all allowed attacks, is in this case taken over all eleven

types of attacks.

— 2
PD—RoAi— -qu

This construction provides an authentication code with two arbiters that will
efficiently protect the communication against not only the attacks from single par-
ticipator, but also the attacks from the collusion of arbiter and one player of the
communication. Furthermore, even if both arbiters are dishonest, they won’t make
sure of success when they help the transmitter cheat by reason of Pra,4, = Pra,.
It has an advantage of the scheme in paper [3].

3 Construction of authentication code with n arbiters

Any (n, k, d)-linear code has a property that d < n ~ k + 1, and the (n, k, d)-linear
code is Maximum Distance Separable Code ((n, k) MDS-code)!'1if d = n—k+1.
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The generator matrix G of MDS-code is a k x n matrix, where optional k£ columns
of matrix G are linearly independent.

A (k, n)-threshold scheme!!? has a property that some data D is divided into
n pieces Dy, Ds,..., D, in such a way that:

(1) Knowledge of any & or more D; pieces makes D easily computable;

(2) Knowledge of any k-1 or fewer D; pieces leaves D completely undeter-
mined (in the sense that all its possible values are equally likely).

Paper [7] tells us that (k, n)-threshold scheme can be proposed with (n, k)
Reed-Solomon-code (RS-code) which is an important kind of MDS-codes, there-
fore we design a new authentication code with the help of (k, n)-threshold scheme
next.

3.1 The model

All players in the communication are: a transmitter 7', a receiver R, an oppo-
nent O, n arbiters A;, Ay,....and A,.

The authentication code with n arbiters is constructed as follow:
1. Key initialization phase
a. The KDC selects any (n, k) RS-code over F,, whose generator matrix G is

a k X n matrix, where q is a power of a prime. As (n,k) RS-code is also (n, k)
MDS -code, optional k columns of matrix G are linearly independent. Rewrite

G = (‘GT’ G—29 ey 6;)!
where G; is a k-dimensional column vector over F,i = 1,2, ..., n.
b. The KDC selects a set Cr of r elements from F, and send it to the receiver
as the set of legitimate messages.

c. The set of k elements Cr is selected from Cr randomly (k < ) by the KDC,
then Cr is sent to the transmitter secretly.

d. The KDC chooses a k-dimensional row vector 7 = (uy, ua, ..., 4t) € Ff,k)
with u; # u; if i # j. The KDC calculates the equation:

v - (Vl! VZv evey V’l) - E[G_I1 G—Zv nery G—"]’
then v; and G; are transmitted to unique arbiter A; secretly,i = 1,2, ...,n.
2. Message transmission

If m is a legitimate message from the transmitter, m € Cr. Since Cr € Cg, m
is accepted by the receiver for m € Cg.

3. Arbitration

The transmitter and the receiver will appeal to arbiters in case of a dispute
between them. In case of a dispute, like the arbitration stage in paper [4], the keys
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of optional k arbiters A;,, A;,...., A;, are secretly selected to construct a system of
linear homogeneous equations over F:

v= (vi| y Vigy ooy vl}) = E[an G[p aeey l'k]'
In the process no arbiter can get the keys of other arbiters.
___Because optional k columns of matrix G are linearly independent, [G;,, Gj...,
G, ] is a nonsingular k X k matrix, there will be unique solution #=(u, ,u,...,.4s),
where (uy, u, ..., ux} = Cr. The message m is regarded as authentic if and only if
the message m € Cr.

3.2 Rationality

If m is a legitimate message from the transmitter, m € Cr. Since Cr € Cg, m
is accepted by the receiver by all means.

3.3 Probabilities of successful attacks

The system is subject to the following attacks(0 < j < k):

1. Attack O; :
The opponent intercepts j legitimate messages m,, m, ..., m; and substitutes a
different message m. He wins if m is accepted as authentic by the receiver.
p _ICRl=i _r-]
0, =T s T
Fol=Jj q-J
2. Attack T (Impersonation by the transmitter):
The transmitter sends a message to the receiver and then denies having sent it.

The transmitter succeeds if this message is accepted by the receiver as authentic,
and if this message is not one of the messages that the transmitter could have

generated.
ICR\Crl

[Fgl

r-k
PT = = T
3. Attack R; :
Having accepted j legitimate messages m, m, ..., m, the receiver constructs
a new message m and claims it is sent by the transmitter. He succeeds if m € Cr.
_(Crl=i k=)
P OACRlI=J r=j

Let Z;A be the attacks from collusion of Z and less than k arbiters, Z may be
O or R. ZoA is impersonation and Z;A (1 < j < k) is substitution,respectively. Let
T A be the attack from collusion of T and less than & dishonest arbiters. Then the
following collusion attacks are discussed:

4. Collusion Attack OA :
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The opponent intercepts j legitimate messages my, my, ...,m; and substitutes
a different message m with the help of the dishonest arbiters. He wins if m is
accepted as authentic by the receiver.
Paper [7] tells us that k-1 arbiters A;,, A,,,..., and A;,_, won’t get any informa-
tion of Cr and Cg with their secret keys, nor will less than k—1 arbiters. Therefore,
r-j

Pm=P01=—q_

~.

5. Collusion Attack R/A :

Having accepted j legitimate messages my, my, ..., mj, the receiver constructs
a new message m which the receiver claims it is sent by the transmitter with the
help of the dishonest arbiters. He succeeds if m € Cr.

The dishonest arbiters have little effect on this attack, too.
k—j

PRJ_A:PR"zr—j’

6. Collusion Attack TA:

The transmitter sends a message to the receiver colluding with the dishonest
arbiters and then denies having sent it. The transmitter succeeds if this message
is accepted by the receiver as authentic, and if this message is not one of the
messages that the transmitter could have generated.

It is the same as the two cases above, so

r—k
P—— = PT = —
TA
q

It does well in preventing less than 4 arbiters from cheating, what’s more,
less than k arbiters will not obtain any information while the keys they have are
valuable enough to authenticate the message correctly in case of a dispute. The
scheme is of both efficiency and safety.

4 Concluding remarks

In this paper, the first construction may have double dishonest arbiters, single
player is hard to attack the communication with the help of an arbiter, and even
though both arbiters assist the transmitter, it is still difficult for them to cheat
successfully. This also demonstrates the safety of the system. The second con-
struction takes full advantage of the generator matrix of the RS-code to obtain
a (k, n)-threshold scheme, and collusion between single participator and multi-
ple arbiters won’t do harm to the communication. It provides a way to construct
authentication codes with the help of other codes and it indeed works.
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However, the models in this paper are not perfect. The first construction has
a litter larger size, i.e., the request of safety is based on the size of the code; the
second one is not very convenient for arbitration.

All in all, authentication codes with multiple arbiters can be made in different
ways and it still takes constant effort to construct authentication models with better
properties and less costs.
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