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ABSTRACT

Information security is the most concerned issue in modern communication, with the continuous
development of new computing technologies, classical cryptography has been difficult to effectively
guarantee information security, quantum key distribution technology through the theory of quantum
mechanics to ensure the absolute security of key distribution. Therefore face recognition system
oriented optimization using quantum key distribution, this paper is based on the advantages of 0QKD
technology such as easy to implement, low overhead, high security, optimization for commercial
privacy queries in the system. On the basis of the quantum key distribution regional network of trust
relay, a new type of quantum key distribution experimental network structure based on switching
nodes which is more flexible, energy-saving and efficient is proposed. Finally, the method of this paper
is comprehensively verified through modeling simulation, and the simulation results show that the
average call loss is 3.67% when the quantum key generation rate is increased to 20Kbps, which is
significantly reduced. Moreover, the network call loss can be reduced to less than 11% when the
method of this paper is adopted in the same situation, and the network call loss is even smaller. It
shows that the call loss of the network will be greatly reduced when the key generation rate is
increased with a fixed amount of voice traffic.

Keywords: quantum key distribution network, switching node, OQKD, trust disruption, cryptographic
security

1. Introduction

Face recognition is an emerging biometric technology. This technology studies how to find out the part
that describes the face in the image data such as video or photo, and analyze the information contained
in the face, such as the identity, age, and emotion of the face owner and so on. Compared with mature
biometric technologies such as fingerprint recognition and iris recognition, face recognition
technology has the advantages of unique non-contact and non-compulsory, which can be better
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accepted by people [1-4]. The technology has a vast development prospect. In recent decades, with the
deepening of face recognition related research, various face recognition algorithms have been bred,
such as template-based methods, feature-invariant based methods, skin color and gray scale
histogram based methods, etc. The recent emergence of neural networks and deep learning models,
which achieve accuracy performance on open source databases that can challenge humans, has pushed
the research on face recognition to new heights [5-7]. Researchers have adapted the original models,
trained a large number of models with better performance, and put the models on the Internet for
others to download and study. The whole field of face recognition is in the process of high-speed
iteration, and the development momentum is very strong. This momentum has led to a proliferation
of commercial attempts and applications related to face recognition. Commercial companies have been
exploring the applicable scenarios of face recognition, and the demand for face recognition systems
has gradually increased [8-10].

With the rapid development of computer technology and communication technology, the Internet
plays an increasingly irreplaceable role in the normal life of human beings. People rely on the network
to obtain information from all over the world, and at the same time, they also share their information
with others through the network. In this process a large amount of data is transmitted over the
network, how to guarantee the security of these data is a crucial issue, in the past decades, the key
system based on the decomposition of large numbers has been used as an important means to ensure
data security [11-14]. The complexity of algorithms based on the decomposition of large numbers
ensures that they are difficult to crack in polynomial time, guaranteeing the security of this type of key
system. However, as the theory of quantum computer becomes more and more mature, its ultra-high
parallel computing capability will question whether the key system based on the decomposition of
large numbers can still guarantee the security. For this reason, finding a new type of key system to
ensure the secure transmission of information has become an urgent problem [15-17]. In this case,
quantum secure communication has become an important research direction for the new generation
of key system because of its absolute physical security. Quantum secure communication prepares
quanta with multiple states as the carrier of information, and transfers the key between the two parties
of communication through the sequence of quanta with different states Physically, a quantum is in the
superposition of multiple states, but the state of the quantum is uniquely determined when a definite
means of observation is used [18-19]. This physical property ensures that the quantum encryption is
not eavesdroppable and that the quantum is capable of efficient key transfer. With the maturity of
quantum secure communication, quantum key distribution networks have been tested for practical
applications [20-21].

In summary, face recognition has become an indispensable identity authentication method in
commercial scenarios, but the development of this technology brings convenience and is accompanied
by a number of security problems, therefore, it is of great practical significance to study how to utilize
quantum key distribution networks for commercial password modification of the face recognition
system to take into account the data security and identity recognition performance [22-24].

This paper proposes the optimization based on quantum key distribution network for face
recognition system for commercial password modification. In this paper, firstly, an in-depth research
on quantum key distribution technology is carried out, then for the protection of commercial password
privacy, this paper adopts OQKD technology for optimization based on the advantages of high security
of OQKD technology, so that it can query relevant data information under the premise of protecting
the privacy of both parties. On this basis, the quantum key distribution of trust relay is introduced to
construct a quantum key distribution network based on exchange nodes to realize the quantum key
distribution network. Finally, the simulation test of this paper's method is carried out by building a
quantum key distribution network platform, which verifies the effect of this paper's method and
provides a design reference for the quantum key distribution network in system cryptographic
security optimization.
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2. Quantum key distribution network for identification systems

2.1.  Quantum Key Distribution

Quantum key assignment was first proposed in 1984 and marked the creation of quantum
cryptography as a branch of research. Quantum key distribution is only a key step in achieving
unconditional secure encryption, and the entire encryption process must be completed in conjunction
with "one password at a time" encryption, but it is customary to use the term "quantum cryptography”
to refer to "quantum key distribution".

All QKD protocols can be divided into two parts: quantum communication and classical data
processing. In the quantum communication part, a quantum state is prepared and sent through a
quantum channel, which is measured and the corresponding data are obtained. For the consideration
of increasing the channel capacity as well as reducing the decoherence effect, optical fiber is usually
used as the quantum communication channel in practical applications. In the classical data processing
part, and through a securely authenticated (can be eavesdropped, but not tampered with) classical
data channel exchanges information such as pair base, checksum, error correction and secrecy
amplification, and from the measurement result extracts the common security key of both parties. The
protocol is by far the most intensively studied and widely used protocol, containing almost all the base
elements of the protocol idea.

In the BB84 protocol, Alice first generates two strings of random bits using a true random number
generator, denoted as:

X={X,..X,...} (D
a=1a,..a,..} (2)

where x, is the bitinformation to be sent to Bob, and a, is used to decide which set of bases to use
to prepare the signal state representing x,:e.g., a, =0, modulated by the right-angled base {|0),|1)},
a, =1, modulated by the diagonal base {|+)=(]0)+|1))/~/2,|-)=(0)—|1))/~/2}. {|0),|+)} for code
x,=0 and {|1),|-)} forcode x, =1.The non-clonability principle ensures that no one can perfectly

distinguish between non-orthogonal states (e.g., |0) and |+) ), and thus it is not possible to perform

an intercept-retransmit attack without introducing additional errors. A more rigorous analysis proves
that not only the intercept-retransmit attack, but also any operation that attempts to extract
information from the signaling state introduces an additional error to Bob's result, and by the
magnitude of the error (BER) Alice and Bob can estimate the maximum amount of information that
the eavesdropper has gained to determine whether the security key can be extracted. This idea is the
common principle of all QKD protocols.

The quantum states used for encoding do not necessarily have to be limited to two-dimensional
Hilbert space selection, and can be of higher or even infinite dimensions. Extending the BB84 protocol
to the general case, the process of quantum state preparation can be formulated as follows: Alice
generates a string of N-coded random numbers x = {x,,...x;,...} aswellas a string of M-coded random

numbers a={qa,,...q,,...}, randomly picks one out of the set of M quantum states according to the value
of a,, and then, according to the value of x,, prepares the quantum state |¢, ,x,)¢, , ( inthesetasa

signaling state to be sent to Bob. Each set of state collections should have the same average state
N-1

density operator, i.e, z:pm | . B, IO, Vme{0,..,M —1} , where p,  is the probability of
n=0

picking state |¢m,n>. In BB84, M = N = 2, all D, are taken as 1/2, and o is the unit matrix
| 0O [+ [ DA )+ [+[-X=I=1) .
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After receiving the signal state, Bob similarly generates a string of M-constant random numbers
b={b,..b,...} for selecting the measurement base, and then performs a POVM measurement on the
signal state to obtain the measurementresult y={y,,...y;,...}.

At the end of the quantum communication process, and perform the following data processing
operations:

1) Publish the base selection information a and b of both parties through the classical channel with
security authentication, and discard the results that will be inconsistent and invalid (not conforming
to the response specified in the protocol) for both parties' base selections.

2) From the remaining data, a portion of the results are published for parametric estimation to
estimate parameters such as BER, channel efficiency, etc.

3) According to the results of parametric estimation to estimate the eavesdropper may obtain the
upper bound of the amount of information, the two sides can decide to declare the communication is
invalid (the eavesdropper may have access to all the key information), or continue to carry out the
error correction and confidentiality of the amplification process to ultimately obtain a common string
of security pins.

2.2.  OQKD mechanism based on commercial password privacy protection

In face recognition system privacy protection, data mining, data distribution and data analysis are the
key concerns in cryptographic security, password modification and privacy applications.NPD quantum
protocol is based on the unintentional quantum key distribution establishes the unintentional key
between the user and the data service center. By entering a secret integer in the identification system
the user can query the related data service and protect the information in the privacy dataset. In this
paper, an OQKD-based quantum key distribution is proposed for commercial cryptography in
identification systems, which can query the relevant data information and perform the corresponding
password modification while protecting the privacy of both parties. The protocol has higher security
and better feasibility and can be better applied in commercial cryptography.

NPQ queries the user Alice to have a private integer x and the database Bob to have a private
integer set B ={x,,x,,....X,,....,x,} where x,x, €{0,1,..,N-1}(1<i<m) and assumes N =2". Alice
wants to query the element x in the private dataset that is closest to her x without revealing x
her private information. Moreover, NPQ satisfies the following privacy requirements:

Alice's privacy, Bob cannot learn private information about Alice's integer x.

Bob's privacy, Alice cannot query the database for private information other than the nearest
element ;.

The database Bob and the user Alice perform n inadvertent quantum key distribution (OQKD)
processes to establish #n key strings respectively, where the key at Bob is denoted as K|,K,,...,K,
and she knows all the bits of each K. The key at Alice is noted as K|, K,,...,K,, and she only knows
one bit K, (x) for each K;.Here K;(x) denotes the xth bit of the key string K, and it is worth
noting that here x is exactly the secret integer of the user Alice. The exact steps of the OQKD process
are as follows:

Step1 Bob randomly prepares a series of photons, each of which is in one of the four states {| 0),|1)}
and {|+),|-)}, and sends them one by one to Alice, where it is agreed that |0) and |1) are coded as
0,and |+) and |-) as 1.

Step2 Alice randomly selects one of the measurement bases {|0),/1)} and {|+),|—)} for each
photon received, and discloses the photons that have been successfully measured, ignoring the
information carried by the missing photons.

Step3 For each photon that Alice has successfully measured, Bob discloses one of the four pairs of
non-orthogonal quantum states 4, ,.

Step4 Alice uses her own measurements and Bob's public results to reverse-engineer the original
state of the outgoing photon, and thus get the key bit values. Here Alice has 1/4 probability to record
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each key bit value correctly. For example, Bob sends a photon |+> and discloses 4, ,, Alice receives
the photon and selects the {|0),/1)} base measurement to get the result |1I), at this time Alice can
correctly deduce that the original state is |+), and record the bit value “1”. Another example is that
Bob still sends a photon |+> and discloses 4, , but Alice receives the photon and selects the
{|0),] 1)} -base measurement to get a result of |0). At this time, Alice is unable to correctly deduce the
original state and records the bit value as “?”. By this method an inadvertently generated key string
ROK of length N +a—1 is established between Alice and Bob (parameter a will be described in
Step5), in which Bob is fully aware of all the bit values noted as ROK ; but Alice theoretically knows
only 1/4 of them, noted as ROK .

Step5 Classical post-processing of the unintended raw key string ROK: the ROK of length N +a -1
is denoted as R R ...R, accordingly, the unintended final key FOK is denoted as F,F|...F),

In order to control the number of known bits in Alice's unintended final key FOK, as a, Bob
calculates the security parameter 4 inadvance according to the following formula:

k=[log,[(N+a-1)/a]] (3)

+a-2" +a-2"

Alice and Bob generate their respective FOKs by the following method:

a+k—ImodN +a-1

F,= @ R, 0<a<N+a-2 4)
=

Step6 Honesty test, for the a bit she knows, Alice randomly chooses a—1 bits to test Bob's
honesty. That is, she asks Bob to disclose the bit values corresponding to these bits. If the values Bob
discloses are not exactly the same as the values recorded by Alice, then we consider Bob to be
dishonest. Once Bob is found to be deceptive, Alice will terminate this round of key establishment and
return directly to Stepl; otherwise Alice and Bob each discard these a-1 detected bits in FOK and
leave the remaining key bits unchanged (including no change in relative position), noted as FCOK, and
then continue to the next step.

Step7 Secret shift operation, Alice computes the value of shift factor s based on her secret integer
x and the known bit subscript y of the key FCOKA, non-sent to Bob:

s=y=x (5)

Step8 Based on the computed s values, Alice and 1Bob each II s shift their key FCOK. Where
x <0 represents right shift and s >0 represents left shift. After shifting, the key at Bob is noted as
K, and at Alice as K . In this way, Bob knows all the bits of key K,, while Alice knows only one bit
of K;,ie, K;(x).

2.3.  Quantum key distribution network based on switching nodes

2.3.1. Quantum Key Distribution Networks Based on Trusted Relaying. The quantum key
distribution network based on trust relay is currently the most feasible quantum key distribution
network, which utilizes the principle of one secret at a time to realize the key transfer between
multiple trustworthy relay nodes at a distance, based on the trustworthy relay quantum key
distribution network as shown in Figure 1. The distribution of quantum keys K1, K2 and K3 can be
performed between Alice and node 1, node 1 and node 2, and node 2 and Bob. Between Alice and Bob,
the interval is large so that direct quantum key distribution is not possible or the rate of quantum key
distribution is low. To realize the distribution of key between Alice and Bob take the following
approach:

1) Alice generates a set of random sequences, which is the key K to be distributed between Alice and
Bob, called the global key;

2) Alice encrypts the global key K using the quantum key K1 in a one-at-a-time fashion, i.e,
S, =K1®K;
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3) Alice sends S,, over the classical channel, to node 1

4) Node 1 decrypts S, using the quantum key K1 shared with Alice and obtains K, i.e,
K=KI®(K1®K)

5) Node 1 and node 2 repeat Alice's operation;

6) Bob receives the encrypted message S, from the classical channel and decrypts it using K3 to
obtain the global key K, i.e., K =K3®(K3® K), and a key distribution process based on the trusted
relay node is completed.

Global key K
K®KI1 K®K2 K®K3
Alice < > Node 1 < > Node 2 < > Bob
Quantum key K1 Quantum key K2 Quantum key K3

Fig. 1. Based on trusted relay quantum key distribution network

The quantum key distribution networking scheme based on trust relaying is very easy to implement,
while key distribution between two or more points separated by any distance can be accomplished
theoretically. However, in this type of network, all the nodes on the path that the global key distribution
passes through are informed of the global key K. Therefore, in order to ensure the security of the key,
itis necessary to require that all the intermediate nodes are trustworthy. If the intermediate nodes are
insecure, then the unconditional security of key distribution established by quantum mechanics will
be gone. In order to solve this problem, a compromise route, namely multipath secret sharing, has been
proposed. The multipath structure is shown in Fig. 2, where the key distribution between Alice and
Bob is done through two paths: through Alice, node 1, node 2, and Bob share the key Kl: through Alice,
node 3, node 4, and Bob share the key K4, and the final key shared between Alice and Bobis K1® K4.
Under this mechanism, any key between the key K4 and the K1 set of keys are not in danger of being
intercepted by the eavesdropper, and only when both sets of keys are stolen at the same time the
eavesdropper gets the complete key K1® K4. Thus by this way the security of key distribution is
increased probabilistically.

K1 K2® K1 K3® K1
Alice Node 1 Node 2 Bob K4® K1
K4 K5® K4 K6®K
Node 3 Node 4

Fig. 2. Multipath structure

2.3.2.  Quantum Key Distribution Network Construction Based on Switching Nodes. At present, the
key devices and point-to-point communication technology of quantum confidential communication
are gradually maturing, and the future quantum communication will inevitably develop in the
direction of networking and globalization, therefore, the networking technology is the key to realize
the wide-area coverage of the quantum communication network to be solved, and to this end, we
design the hardware prototype of reconfigurable and scalable quantum switching node based on the
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“space-division-wave-division” switching and complete the functional verification for the conversion
of the path of quantum key distribution. To this end, we design a reconfigurable and scalable quantum
switching node hardware prototype for quantum key distribution path conversion based on “space-
division-wave-division” switching and supporting four-port dual-wavelength, and complete its
functional verification. At the same time, we also design a low-cost multi-functional quantum node
structure supporting single-fiber bi-directional transmission, which saves a lot of fiber and wavelength
resources.

Aiming at the shortcomings of simple structure and lack of flexibility of the current switching node
for quantum switching network, a four-port dual-wavelength switching node prototype based on
“space division + wavelength division” switching has been designed by utilizing six optical switches,
and its basic structure includes a transmission function module, a control function module and a
network element management module. Its basic functions include: switching function, split-insertion
function, control function, and management function.

Alice end adopts narrow pulse weak coherent laser source to generate carrier signal, Bob adopts
single photon detector to receive single photon signal, and the quantum switching node is used to
dynamically connect the transceiver and transmitter which need to communicate. The receiver and
sender use phase modulation, and the phase modulation demodulation function is realized by the
double unequal arm interference loop structure, which can realize the quantum key distribution
between the sender and receiver together with the BB84 protocol. This system consists of three parts:
the optical circuit part, the circuit control part and the upper computer part. At the same time,
synchronous light, classical light and quantum signal are multiplexed into one optical fiber for
transmission through CWDM, and reach the demultiplexing after path selection through the quantum
switching node, and the synchronous signal light source and the quantum signal light source use the
same trigger.Alice and Bob complete the quantum key negotiation, and complete the encrypted
transmission and decryption of the system data. The structure of the quantum key distribution
network based on the switching node is shown in Fig. 3. This network is vertically divided into three
layers, with the quantum transmission layer at the bottom, the control layer in the middle, and the
application layer at the top. The quantum transmission layer, i.e., the quantum key distribution
network based on the exchange node is built with three users Alice, Bob, and Carot using only one
pulsed laser between each two users. Because there is no need to generate keys all the time in the
process of key distribution, Alice-Bob, Alice-Carot, and Bob -Carot can utilize the system idle time to
time-share the key distribution between them, and the formed keys exist in their respective key pools.
The whole process also includes transmission of quantum, synchronized and classical signals, and
routing control of exchange nodes.
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Fig. 3. The quantum key distribution network structure based on the exchange node
3. Quantum key distribution network simulation experiment

3.1. Simulation analysis based on trust relay network

In order to study and verify the feasibility of the key distribution network in this paper, a quantum key
distribution network simulation platform is built in this paper. The subsection will simulate and
analyze two different algorithms as a comparison. The simulation content is mainly divided into two
parts, firstly, the impact on call loss in the case of multipath transmission is simulated, and secondly,
the impact on network call loss in the case of single-path transmission is simulated, so as to verify the
feasibility of the algorithmic scheme of this paper.

3.1.1. Network call loss analysis. In the simulation process, the parameters that need to be set are
the call volume, key generation rate, speech coding rate, and the initial key volume of the key pool, and
in order to analyze the call loss of the network it is also necessary to count the number of calls and the
number of rejections in the network. The call loss of the trust relay QKD network is obtained by setting
the call volume to 0.12erl and the quantum key generation rate to 5Kbps, and the simulation results
are shown in Fig. 4. From this simulation result, it can be seen that the algorithm used in this paper
makes the network call loss basically remain between 12 and 18% after 20 minutes, and the average
network call loss is 15.2%.
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Fig. 4. Network call loss simulation results(5Kbps)

For further verification, the quantum key generation rate is increased to 20Kbps, and the resulting
call loss of the trusted relay QKD network is shown in Fig. 5. From this simulation result, it can be seen
that the call loss of the network is controlled between 0 and 6%, and the average call loss is 3.67%,
which is below 4%. It shows that in the case of fixed call volume, increasing the key generation rate
will greatly reduce the call loss of the network, which can well meet the system requirements, i.e., the
feasibility of this scheme is verified.

16

Network call loss
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Fig. 5. Network call loss simulation results(20Kbps)

3.1.2. Comparative analysis of network call loss. In this paper, simulations are conducted from a
single path to verify the impact of this paper's method on the network call loss. Multipath is considered
from the enhancement of the overall security of the network, however, from the theoretical analysis,
the design of multipath will inevitably increase the call loss of the network, and the requirement for
the key generation rate will certainly be higher. Therefore, in this paper, the call volume is set to 0.12erl,
the quantum key generation rate is set to 5Kbps, and the single-path routing algorithm based on
bandwidth utilization is used to compare with the method in this paper. The comparison of network
call loss of different methods is shown in Fig. 6, from the simulation results, it can be seen that the
network call loss can be reduced to less than 11% in the same situation when using the method of this
paper, the network call loss is smaller, which shows that the method proposed in this paper has high
requirements on the key generation rate, but it can effectively improve the security of the network.
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Fig. 6. The network call loss comparison of different methods
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3.2.  Quantum Key Distribution Network Performance Testing

Verify the effectiveness of the method of this paper, the pre-improved quantum key distribution node
stability test is compared with the method of this paper. The phase difference between the transmitter
and receiver are kept in phase, and the results of the pre-improved quantum key distribution node
stability test are shown in Figure 7. From the figure, it can be seen that the phase change period is
about 3 minutes, and the visibility of interference fringes can be calculated based on the maximum
and minimum values of the measured single photon counts, and the visibility of interference fringes
of this node is about 98%. After a long period of testing and observation, it is found that the visibility
of interference fringes of the fiber optic quantum key distribution node deteriorates significantly after
a period of normal operation. After careful study and comparison, it is found that due to the use of
flange connection for the optical devices in the quantum key distribution node, the long period of
operation may cause the node arm length difference to shift, and the visibility of interference fringes
decreases, which ultimately results in the increase of the quantum key bit error rate.

50000

45000

40000
@ 35000
30000
25000
20000
15000
10000
5000

Amplitud

0 1 1 .‘\-/ I 1 1 1 |\I/| ] 1
0 30 60 90 120 150 180 210 240 270 300 330 360 390
Time (s)

Fig. 7. The results of the test results of the former quantum key distribution node stability

The stability test results of the improved quantum key distribution node in this paper are shown in
Fig. 8. After the stability measurement of the improved quantum key distribution node using the
independently designed and developed single-photon detector monitoring program, it can be seen
that the stability period of the improved node is greatly improved, and the period of the phase change
is increased to about 10 minutes. Thus, the time interval of phase tracking compensation can be
appropriately increased in the process of quantum key distribution to improve the system quantum
key generation rate and reduce the quantum key BER at the same time. It shows that the improved
quantum key distribution node in this paper has better effects and can be practically applied to the
face recognition system.
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Fig. 8. Improved post-node stability test results
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4. Conclusion

This paper optimizes the password protection based on quantum key distribution for face recognition
system, and constructs a quantum key distribution network based on trust interruption and exchange
nodes.

In the simulation experiment, in the call volume set to 0.12erl, quantum key generation rate of
5Kbps, the algorithm adopted by this paper makes the network after 20 minutes of call loss basically
maintains between 12~18%, the average network call loss is 15.20%. While increasing the quantum
key generation rate to 20Kbps, the average call loss is 3.67%, and the network loss is reduced by
11.53%, which indicates that in the case of a fixed amount of traffic, increasing the key generation rate
will greatly reduce the call loss of the network, which can well meet the system requirements, and
verifies the feasibility of this scheme. In addition, the single-path routing algorithm based on
bandwidth utilization is compared with the method of this paper, and the network call loss can be
reduced to less than 11% when the method of this paper is used in the same situation, and the network
call loss is smaller, which further verifies the performance of the method of this paper.

The phase change period after the present optimization is about 3 minutes, and the visibility of the
interference fringes of the node is about 98%. At the same time, the fiber optic quantum key
distribution node after a period of normal operation, the visibility of interference fringes deteriorates
significantly, causing the node arm length difference to appear offset, and the quantum key BER
increases. The node stabilization period is greatly improved after the improvement in this paper, and
the phase change period is increased to about 10 minutes. The quantum key generation rate of the
system is improved while the quantum key BER is reduced. It shows that the quantum key distribution
node improved in this paper gets good results.
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