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ABSTRACT 
With the continuous development of the network environment, the traffic data in the network 
increasingly presents high-dimensional, huge and complex characteristics, and the network threat is 
also increasing, the network information security threat prediction and defense mechanism plays an 
irreplaceable position in network security. Based on the general process of network anomaly detection, 
combined with deep learning algorithms, the article proposes a network anomaly detection method 
based on data enhancement to improve the detection accuracy of network anomaly detection model. 
Self-attention mechanism is embedded in the neural network framework to accomplish the improved 
SA-GRU network information security threat prediction method. In the performance index comparison 
experiments of network security posture values predicted using different prediction models, the 
average absolute error of the training data of the results predicted by this paper's model is 0.00266, 
and the average absolute error of the test data is 0.00369, and the prediction accuracy of this paper's 
model prediction is significantly higher than that of other deep learning methods. This verifies the 
effectiveness of the method proposed in this paper. Finally, based on the experimental results, the 
network information security defense mechanism is proposed from the three levels of data encryption, 
the use of secret keys and intrusion detection. 

Keywords: deep learning, network information security, SA-GRU, threat prediction, network anomaly 
detection 
 

1. Introduction 

The rapid development of computer networks has not only facilitated the flow of information and the 
sharing of resources, but also effectively improved work efficiency and quality of life. However, with 
the rapid development of information and communication technology, computer networks are facing 
an increasing number of security challenges, from traditional viruses and Trojan horse attacks to 
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sophisticated phishing and ransomware, to highly sophisticated state-level cyber wars and 
commercial espionage, a great variety of security threats are constantly threatening the information 
security of individuals, enterprises and even the country [1-4]. Especially with the promotion of new 
technologies such as the Internet of Things and cloud computing, a large amount of sensitive data flows 
through the network, making the data security problem more complicated [5-6]. Therefore, improving 
the protection measures of computer network information security and building a secure network 
environment has become an important challenge for the society nowadays [7-9]. 

Deep learning, as a powerful machine learning technology, has achieved remarkable results in 
various fields. Deep learning is a machine learning technique based on simulating the neural network 
structure of the human brain, and its core idea is the deep structure of multilayer neural networks [10]. 
Using deep neural network models to classify, recognize, generate and other tasks for data in different 
fields can greatly improve the level of intelligence in various fields and bring more convenience to 
human life [11-13]. In the field of network security, deep learning is widely used in intrusion detection, 
security vulnerability mining and malicious code detection [14-16]. Using deep learning techniques, 
more accurate, efficient and intelligent network security defense strategies can be achieved [17]. It 
uses deep learning technology to analyze and predict the characteristics and patterns of network 
security threats, and monitors network traffic in real time to detect and stop attacks in time, thus 
realizing active defense of network security [18-20]. Therefore, network security threat prediction and 
defense strategies based on deep learning can effectively improve network security and reduce 
network security risks. 

This chapter first introduces the general process of network anomaly detection in terms of dataset 
acquisition, dataset preprocessing, model training, and performance evaluation. On the basis of 
introducing the proposed process of data enhancement based network anomaly detection method and 
its related algorithmic principles. The network posture prediction method based on SA-GRU is 
designed by combining the SA-GRU method architecture, Self-Attention structure and SA-GRU's 
method, and the implementation process and pseudo-code implementation of the related method are 
given. Finally, based on the CIC-IDS-2017 dataset and CIC-DDoS-2019 dataset, the model in this paper 
is experimentally verified by binary classification and multiple classification, and compared with other 
models to verify the effectiveness and advancement of the model. The models and algorithms 
proposed in this paper are experimentally compared with NARX, single-layer GRU, RNN, CNN, two-
layer GRU, and Att-LSTM models and algorithms, which proves that the models and algorithms in this 
paper are more effective in solving the problem of uncertainty in the prediction of cybersecurity 
posture in the complex network environment compared to other models and algorithms. 

2. Method 

2.1. Deep learning based network anomaly detection research 

2.1.1. Network Anomaly Detection Overview. Network Anomaly Detection (NAD), as a key 
technology to improve the security of network systems, is different from the previous passive defense 
strategy, NAD adopts an active defense strategy. Through real-time monitoring of network behavior, 
obtaining and analyzing the data generated by the network system, digging deep into the hidden 
correlation information between the network data features, and once the data related to abnormal 
behavior is detected, it is fed back to the network administrator, and corresponding strategies are 
adopted to cope with the network anomalous behavior and minimize the harm brought by the 
anomalous behavior [21]. Network anomaly detection generally has three processes, network 
anomaly detection process is shown in Figure 1. 
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Fig. 1. Network anomaly detection process 

2.1.2. Common models for deep learning: 

1) Convolutional Neural Networks. Convolutional Neural Networks (CNNs) can automatically extract 
high-dimensional, nonlinear features of a sample through an end-to-end network structure. Both 
Convolutional Neural Networks and Fully Connected Neural Networks are made up of neurons, which 
are fed through the network and ϐinally output the results, which are used to optimize the parameters 
in the network through a loss function. The difference between convolutional neural network and fully 
connected network is the difference in the layer structure of the network [22]. Convolutional neural 
network is mainly composed of input layer, convolutional layer, pooling layer, fully connected layer, 
classiϐication layer, output layer, depending on the different problems to be dealt with, the number of 
convolutional layers and activation function vary. 

(1) Convolutional layer. Convolutional layer is the core of convolutional neural network, most of the 
operations are carried out in the convolutional layer. The convolutional layer consists of a number of 
ϐilters that can be learned, the width and height of the ϐilters are small, and the depth of the ϐilters is 
consistent with the depth of the input data. The ϐilters slide along the depth and height of the input 
data to generate an inner product, which forms a new activation map, the output of the convolutional 
layer. 

The following formula is the convolution operation in a convolutional neural network: 

 ( ) ( 1) ( ) ( )

1

K
n n n n
j k kj kj

k

h h w b



    (1) 

where here   denotes the 2D convolution and ( )n
jh  denotes the output of the j th feature map in 

the n rd hidden layer. Also, ( 1)n
kh

  denotes the k th channel of the  1n  hidden, ( )n
kjw  denotes the 

weight of the k th channel in the j th filter of the n th layer, and ( )n
kjb  denotes the associated bias 

term. 

(2) Pooling Layers. Multiple convolutional layers create a large number of feature maps, and in order 
to reduce the dimensionality of these attributes, an extra layer is usually added to the convolutional 
layers. This is known as pooling layer. On the other hand, adding a pooling layer also increases the 
sensory ϐield of the convolutional kernel, making the model more focused with global features, taking 
out redundant information and keeping important features. 

The commonly used pooling methods are maximum pooling, average pooling, etc. Among them, the 
maximum pooling method is to take the maximum value of so neurons in a specific region  R  to 
represent the output of the whole region: 

 1 max ( )
ix
x R    (2) 
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In the average pooling method, the value taken is then the average of the region. 

(3) Activation function. In neural networks, the activation function is a nonlinear function that is 
applied to the output of each neuron to increase the nonlinear capability of the model. The activation 
function can be any nonlinear function. Commonly used activation functions include: 

① Sigmoid function 
Sigmoid function: sigmoid function is an S-shaped function that compresses the input between 0 

and 1. Sigmoid function is commonly used in binary classification tasks. However, due to the 
exponential operation in the computation, there is a problem of high computation and easy gradient 
vanishing. 

 
1

( )
1 x

x
e

 


 (3) 

② Tanh function 
The Tanh function is also a S  -form function that compresses the input to between -1 and 1, and 
outputs 1 when the x   value of the input is very large, and 0 when the value of the input is very 
small.The Tanh function is usually used in multivariate classification tasks. It also suffers from high 
computational effort and vanishing gradient. 

 tanh( )
x x

x x

e e
x

e e









 (4) 

③ReLU function 
The RcLU function is a very simple activation function that sets all negative input values to zero and 

retains only the positive values.The ReLU function is commonly used in Convolutional Neural 
Networks to speed up the training process and improve accuracy. 

 Re ( ) max(0, )lu x x  (5) 

④ Softmax function 
The Softmax function maps multiple inputs between 0 and 1 and they sum to 1. It is commonly used 

in multivariate classification tasks to convert the output of a neural network into a probability 
distribution. 

 max( )
i

j

x

i x

j

e
soft x

e

  (6) 

2) Recurrent Neural Networks: 

(1) RNN. Fully connected neural networks and convolutional neural networks can extract features, but 
it is difϐicult to extract the connection between features and features, and cannot meet the needs of 
some tasks that require contextual relationships. In traditional recurrent neural networks, x  is the 
input data, y  represents the true value, L  represents the loss function, o  is the predicted value, 
h   represents the hidden state, W  , U  , and V   represent the full-time matrix. At moment t  , the 
neuron hidden state th  is jointly determined by the current input value tx  and the neuron hidden 

state 1th   of the previous moment. In this way, the recurrent neural network realizes the ability to 
relate the above. 

  ( ) ( ) ( 1)t t t
hh Uxx Wh b     (7) 
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( )x  is generally the activation function and hb  is the bias value. ( )h t  is also used as the output 
of the network at this moment and also to enter the hidden state operation at the next moment. h  
The prediction value o is obtained by continuing the operation from the following equation. 

  ( ) ( )t t
oo Vh b   (8) 

where      is the activation function, usually choose softmax function. In order to make the best 
training results of the model, the loss function is used as the optimization objective function of the 
model, and the loss function can be selected such as cross entropy. 

(2) Long and short-term memory network. Long Short-Term Memory Network (LSTM) can solve the 
problem of long time dependency to some extent.LSTM consists of a cell state and three gating units 
(forgetting gate, input gate and output gate) [23]. The forgetting gate ϐilters the transmitted 
information of the previous moment, choosing to keep the important information and forgetting the 
useless information. The input gate selectively retains the input information of the current network 
and proposes invalid information. The output gate is a selective output of the current state. The 
formula is shown in (9). 
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 (9) 

where iW  , fW  , oW  , cW   denote the weight matrices of the input gates, the forgetting gates, the 

output gates and the cell states, respectively. ib , ib , ob , cb  denote the bias terms of each gating cell 
as well as the cellular cell, respectively.    denotes the sigmoid function.    denotes the 
multiplication of the corresponding elements of the two vectors involved in the operation. tanh  
denotes the hyperbolic tangent activation function. 

(3) GRU. GRU integrates the forgetting gate and the input gate into a single “update gate”, and no longer 
outputs tC , but passes th  backward as a memory state.GRU has only two gate units, the update gate 
and the reset gate, which makes the parameters of the network model more concise. 

The reset gate combines historical information with new information. The reset gate uses tanh  as 
the activation function. 

   1,t r t t rr W h x b    (10) 

where rW  is the weight matrix of the reset gate and rb  is its bias term. 

The update gate will synthesize the hidden state 1th   of the previous moment and the current input 
information. 

   1,t z t t zz W h x b    (11) 

   1tanh ,t h t t t hh W rh x b   (12) 

   11t t t t th z h z h     (13) 
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where zW  and hW  are the weight matrices and zb  and hb  are their bias terms. 

(4) BiGRU. Bi-GRU is a recurrent neural network structure. It consists of gated recurrent units (GRUs) 
in both directions that process the input sequence in the forward and backward direction respectively, 
thus enabling better capture of contextual information of the input sequence.Bi-GRU can be used for 
various tasks such as text categorization, sequence annotation, and machine translation. The basic 
framework of the recurrent neural network based intrusion detection system is shown in Fig. 2. By 
utilizing the ability to process time series features that recurrent networks have, the effective 
correlation information between features is extracted for analysis and prediction, which is used to 
construct the intrusion detection model. 
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Fig. 2. Schematic diagram of the basic framework of the intrusion detection system  

2.1.3. Methodological principles. First, the NSL-KDD dataset is viewed as a matrix X   with data 
features and labels, denoted by m  rows and n  columns, m nX R  , R  as the set of real numbers, 
m  as the number of network data streams, i.e., the number of samples, and n  as the dimensionality 
of the network data stream features: 
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 (14) 

where ix  is the i nd sample of the NSL-KDD dataset. 
Secondly, considering that the symbolic features in the dataset cannot be directly involved in the 

operation and have a certain impact on the model's merits rather than simply discarding them, the 
three symbolic features, protocol type, service and flag, need to be numericalized. Similarly, the 
features service and flag are mapped to values from 0 to 69 and 0 to 10, respectively. After 
numericalization of the network traffic feature matrix X  using the mapping method, a new feature 
matrix newX  is obtained and after dividing the dataset, the training set is ntrainX  and the test set is 

ntestX . 
Further, the number of minority class samples is increased using the data augmentation algorithm, 

where ip  is a minority class sample in the training set and newp  is the synthesized new sample. 

 , 1,2, ,di f
j

new i j fp p r p j s      (15) 

where ip  is the sample to be synthesized in the minority category, j
diffp  is the difference between 

ip   and its s   nearest neighbors, s   is an integer between 1 and neighborsk  , and jr   is a random 

number between 0 and 1. 
After the above process, the training set ntrainX   is obtained after augmentation for a few categories. 
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Further, different features in the NSL-KDD dataset are considered. The maximization method in the 
linear proportional transformation method is introduced to normalize the enhanced training set 

ntrainX   and test set ntestX  as shown in Equation (17): 

Each column of the training set is a feature, and in turn, the training set ntrainX   is denoted as: 

  1 2 3, , , ,ntrain nX c c c c    (16) 

 
,

,
max

i j
i j

c
c

c
   (17) 

where, ijc   is the j  rd sample value of the i  nd feature before normalization and maxc   is the 

maximum sample value of the i th feature. 
The normalized data set can be expressed as: 

  1 2 3, , , ,ntrain nX c c c c       (18) 

Similarly, the linear proportional transformation method is introduced to deal with test set ntestX , 

and the normalized test set is obtained as ntestX  . 

Finally, on the basis of data enhancement and data transformation and other operations on the 
training set and the test set, a combined neural network model combining the series-parallel approach 
is then established, so as to improve the accuracy of network anomaly detection. 

The normalized training set trainX , which can be denoted as ,1 ,2 ,3 ,, , , ,i i i i i nx x x x x     by rows, is 

used as the input of the convolutional neural network, and the training set trainX  firstly undergoes 

two convolutional layers with two concatenated convolutional kernels of iW  ( 0 1 fl  , fl  represent 

the number of filters) to compute a new feature l
iv  according to Eq. (19), and , , 1i j j dx    consists of 

, , 1 , 1, , ,i j i j i j dx x x    with the same length as the convolution kernel, and each convolutional kernel pair 

can be obtained after convolutional operation to obtain a feature map lV  as shown in Eq. (19). (20) 
is shown. 

  , , 1conv l i j j d l
l
iv f W x b     (19) 

 1 2 1, , ,l
d

ll l
nV v v v       (20) 

where  convf   is the ReLU function and tb  represents the bias of this convolution kernel. 

Thus, the new features generated by a filter in the i rd sample can be expressed as: 

 1 2, , , f
Tl

i i i iv v v v     (21) 

The feature map representation extracted after fl  filter is shown in equation (22): 

  1 2 1, , , n dV v v v     (22) 

The new sequences obtained after two convolutional layers are denoted as 1convV   and 2convV  

respectively and are concatenated to obtain sequence convV . The pooling layer is a pooling operation 

on sequence convV , and the vector lp  is obtained by performing pooling operation on the feature map 
lV   according to Eqn. (23), and further the pooled feature map is denoted as 

 max 1 2 1 2
, , ,pooling n d

P P P P    
     , where 1 2, , , fl

i i i iP P P P      is the vector of fl   feature maps that 

have been spliced together after pooling. 
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  maxl lp pooling V  (23) 

where  maxpooling   is the maximum pooling function for a one-dimensional input to the maximum 

pooling layer. 
Then a convolutional layer with a step size of 2 is connected in series to achieve data dimensionality 

reduction, and then a parallel convolutional layer is connected in series to perform pooling and 
dimensionality reduction operations in the same way, and so the spatial feature extraction of the 
network traffic sequence is completed. Further, the pooled feature map sequence max poolingP  is input 

to the LSTM network, and on time step t , the LSTM performs temporal feature extraction according 
to Eq. pair P . The pooled feature sequence max poolingP  is processed by the LSTM for network traffic 

data, which are vectors T  with both spatial and temporal characteristics, and unitsn  is the number of 

neurons  0 unitsu n   set by the LSTM layer: 

  21 21
, , ,

n d
t t t t   

 
 
    (24) 

 21, , ,
T

i
M

i iit t t t     (25) 

  1 2 ( 1)/2, , , n dT t t t  
     (26) 

where t  is the feature obtained by the u nd neuron after computation: it  is the new feature of all 

neurons after computation in the i th sample, and finally the spatio-temporal feature vector T  is 
obtained by stacking the newly generated features of all neurons. 

Then Batch Normalization layer is added to accelerate the convergence to prevent overfitting, and 
finally the probability of predicting category i  is  0 1i i    by the output of the three-layer fully 

connected neural network, which is calculated as follows. 

  dense dense densey f W T b   (27) 

 

1

, 1, 2, ,
i

i

v

i k
y

e
i k

e
  




 (28) 

where  densef   is the Sigmoid function, denseW  is the fully connected layer weights, denseb  is the bias, 

k   denotes the number of sample categories in the dataset which is also the number of species 
predicted by the model, y   is the output vector of the fully connected layer, and iy   is the i  th 
dimension of the fully connected output features. 

2.1.4. Method implementation. The steps to realize the proposed method are as follows: 
Step 1: The NSL-KDD dataset is set as the network data feature matrix X  and the symbolic features 

in it are transformed into numerical features using mapping method. The transformed training set and 
test set are obtained as ntrainX  and ntestX , respectively. 

Step 2: For the numerical training set ntrainX , the number of samples of the minority category U2R 
is much less than that of the majority category Normal, so the principle is used to mark all the minority 
category samples with the corresponding states, and a certain number of minority category samples 
are generated according to Eq. to obtain the enhanced training set trainX  . 
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Step 3: According to the principle shown in Eq. Normalization operation is performed on the 
enhanced training set trainX   and test set ntestX  to obtain the training set trainX   and test set ntestX   

processed by the great warp method, respectively. 
Step 4: The normalized training set trainX    and test set ntestX    are two-dimensional data for the 

input of the neural network, and the reshape function is introduced to transform each feature into a 
data with one channel, and the transformed training set and test set are trainX  and testX , respectively. 

Step 5: Considering that the network data has both temporal and spatial characteristics, the spatial 
and temporal features of the network data are extracted using a combination of CNN and LSTM, in 
which, for the spatial feature extraction part of the CNN, a parallel connection is used within the 
convolutional layers, and a series connection is used between the layers. 

Step 6: Input the data-transformed training set trainX  into the model constructed in step 5, optimize 
the model step by step by adjusting the hyperparameters and the network structure, and test the 
detection performance of the model on the test set testX . 

The proposed combined neural network anomaly detection method based on data enhancement, 
the flowchart of the implementation of the network anomaly detection method based on data 
enhancement is shown in Fig. 3. 
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Fig. 3. Flowchart of network anomaly detection method based on data augmentation 

2.2. Research on Network Information Security Threat Prediction Methods 

2.2.1. Design of SA-GRU based posture prediction methodology: 

1) Method Architecture Design. In recent years, cybersecurity attacks have become more and more 
diverse and random, which leads to the fact that cyber posture data are usually characterized by 
temporality and irregularity, bringing many new problems for cybersecurity posture prediction. 
Speciϐically, the temporal and irregular nature of posture data affects the accuracy and validity of 
network security posture prediction results. A network security posture prediction method based on 
SA-GRU is proposed. The method mainly consists of the SA-GRU method to characterize the posture 
data to learn and then realize the prediction. The proposed method in this chapter can better manage 
the relationship between the forgetting of past information and the degree of information retention at 
the current moment than the traditional GRU network. 

2) Self-Attention structure. Self-Attention is mainly used to learn the interconnections that exist 
between input data. Unlike traditional Attention, Self-Attention is not an Attention mechanism 
between input statements and output statements, but an Attention mechanism that occurs between 
input statements or between output statements [24]. That is, the associations between inputs (or 
outputs) and inputs (or outputs) are automatically captured by the Attention mechanism with itself. 
Here, Attention mechanism denotes for the machine to learn to have the same focus of attention as 
human beings, intuitively Attention mechanism is similar to human's attention allocation process, that 
is, assigning different attentional weights to different contents during the information processing 
process. 

The data ia   outputs the corresponding ib   results after Self-Attention learning, where the data 
inputs ia  and outputs ib  correspond to each other. Taking 1b  as an example, 1b  can be expressed 
as the information data after 1a   the data learns the feature information associated with other 

2, , na a  data, i.e., 1b  it can filter out the useful information that has a strong correlation with it in 
this learning and then retain it, removing the useless information. 

Here we take 1a   input Self-Attention calculation to get 1b   as an example to illustrate the 
calculation process, and the rest of 2, , na a   calculation method is the same as 1a  . The specific 
calculation process of Self-Attention is as follows: 

First, the initialized weight matrix is used to initialize the three vectors  q query  ,  k key   and 
 v value  as follows: 

 i q iq W a  (29) 

 i k ik W a  (30) 

 i v iv W a  (31) 

where, qW  , kW  , and vW   represent the three weight matrices of q  , k  , and v   respectively, and 
then, q  and each k  are subjected to similarity computation to obtain weight 1,ia , and then weight 

1,ˆ ia  is obtained by softmax computation with the following formula: 

  1
1,

iT
ia q k   (32) 

 
1,

1,
i

i

a
a

d
  (33) 

  1, 1,ˆ maxi ia soft a  (34) 
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where Eq. d  is the dimension of q  and k , where the calculation of 1,ia  needs to be divided by d  

in order to ensure stabilization of the gradient descent in the subsequent backpropagation. Finally the 
weights 1,ˆ ia  are then computed with each v  to obtain 1b . 

 
1

1,ˆ i
i

i

b a v  (35) 

3) Method design of SA-GRU. Using Self-Attention to effectively learn the characteristics of 
interconnection between data, we actively learn the association between the hidden state in the past 
moment and the current candidate set, so as to construct a new association matrix to highlight the 
important part of the candidate set that can express the current candidate information, remove the 
redundant part of the hidden state in the past that has nothing to do with the information in the 
candidate set, and ultimately supplement the information of the original candidate set, so as to realize 
the updating of the current hidden state information in the original GRU, and improve the defects of 
the update method of the current hidden state in the original GRU. Finally, the original candidate set 
information is supplemented to realize the updating of the current hidden state information, which 
improves the defects of the updating of the current hidden state in the original GRU, and proposes a 
network security posture prediction method based on SA-GRU to improve the posture prediction 
accuracy. 

where tR  represents the reset gate in the GRU, tX  represents the input of the current moment, 

1th   represents the hidden state of the past moment, th  represents the hidden state of the current 

moment, th  represents the candidate set in the GRU, 1th   represents the hidden information of the 

past moment after Self-Attention learning, RW   represents the weight of the reset gate, 
h

W  

represents the weight of the candidate set, and OW  represents the weight of the final output, SA- The 
specific implementation process of GRU is as follows: 

(1) Initialize the reset gate. The state of the reset gate is determined by the hidden state 1th   from 

the previous node and the input tX  from the current node: 

   1,t R t tR W h X    (36) 

(2) Construct the candidate set. The specific state th   on the current candidate set can be 
represented as: 

    1tanh ,t t t th
h W R h x    (37) 

(3) Construct Self-Attention input data. Splice 1th   and th  using the cat function to prepare for 
SelfAttention learning. 

  1,cat t th cat h h   (38) 

(4) Self-Attention learning. Use Self-Attention learning to learn the interrelationships between th  

and 1th   , and construct a new association matrix 1th    that contains the portion of information 

associated with 1th   and th , and the portion of key features in th  that represent the candidate set. 

  1t cath Self Attention h    (39) 

The specific calculation process of Self-Attention here refers to the calculation process of Self-
Attention, and it is worth noting that since only the supplementary information 1th   of candidate set 
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
th  needs to be constructed by Self-Attention in the method designed in this chapter, the value taken 

after Self-Attention learning is only taken as 1th  . 

(5) Calculate the current hidden state. This step corresponds to the computation of th  in GRU. In 
order to avoid the problem that the update gate in GRU cannot effectively control the forgetting of the 
past information and the degree of information retention in the current moment, this chapter directly 

sums the candidate set th  and 1th   to realize the update of the current hidden state th . At this time, 

1th   contains the key feature part of candidate set th  and the part of past hidden state information 

associated with the candidate set in 1th  . Therefore, Equation (40) can realize highlighting the key 

information in the candidate set and removing the redundant information part in the past hidden state. 
The specific formula is as follows: 

 
1t t th h h   (40) 

(6) Prediction result output. The final output of the forward propagation is as follows: 

 t o ty W h   (41) 

2.2.2. SA-GRU based posture prediction method implementation. The ϐlowchart of the SA-GRU based 
network security posture prediction method implementation is shown in Figure 4. The ϐlow of SA-
GRU-based network security posture prediction method is described as follows: 

1) The posture data obtained through network posture assessment is divided into prediction 
training set and prediction test set in a certain ratio. 

2) Input the prediction training set into the SA-GRU neural network to train the posture prediction 
model. 

3) Determine whether the training of the model is completed or not, if it is not completed then 
continue training, if it is completed then proceed to the next step. 

4) Input the prediction test set into the trained SA-GRU network-based security posture prediction 
model for prediction and output the corresponding predicted values. 
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Fig. 4. The ϐlow chart of the network safe state prediction based on SA-GRU 

3. Results and discussion 

3.1. Experiments related to model intrusion detection 

3.1.1. Dichotomized experimental detection performance. In this section of the experimental 
analysis, this section focuses on performing the binary classiϐication task on the CIC-IDS-2017 and CIC-
DDoS-2019 datasets to explore the distinction between normal and attack data in network trafϐic. 
Considering that the amount of normal and attack trafϐic data in the binary classiϐication task is 
comparable and there is no need to rely excessively on data enhancement techniques, this experiment 
decides not to use the improved ACGAN method for data enhancement. 

Instead, this section chooses to use the TIBS (Transformer-Inception-BiGRU-SA) feature extraction 
model to directly detect and classify the preprocessed dataset. In order to evaluate the performance 
of the TIBS model and the effectiveness of its components in depth, a series of ablation experiments 
are designed in this section to reveal the advantages and uniqueness of TIBS in binary classification 
tasks by comparing the TIBS model with the IBS, TIB, TIS, and TBS models. These ablation experiments 
not only validate the importance of each component in the model, but also demonstrate the superior 
performance of the model in handling network intrusion detection tasks. 

In addition, experimental comparisons of different learning rates are also conducted, aiming to find 
out the optimal learning rate setting to further enhance the detection efficiency and accuracy of the 
TIBS model. Through careful experimental analysis, this study demonstrates the potential application 
of the TIBS model in the field of network intrusion detection, proving its effectiveness and accuracy 
when dealing with balanced datasets. (The left figure is based on the CIC-IDS-2017 dataset and the 
right figure is based on the CIC-DDoS-2019 dataset.) The model training loss curve is shown in Figure 
5. From the analysis of the training loss curves, the model proposed in this study performs much better 
in terms of both the stability of model training and the convergence speed. These results not only prove 
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the efficiency of the model, but also highlight its reliability in handling complex network intrusion 
detection tasks. Compared with other ablation models, the model in this paper requires fewer 
iterations and converges faster. This feature not only reduces training time and improves efficiency, 
but also means that the model in this paper is able to tune and optimize its parameters faster to achieve 
the desired level of performance. 

 

Fig. 5. Model training loss curve 

Comparison of the results of the binary ablation experiments based on the CICIDS2017 and 
CICDDoS2019 datasets (%) As shown in Tables 1 and 2, the improved TIBS model, there is a substantial 
improvement in the performance indexes, in the dataset CIC-IDS-2017 the indexes can be reached to 
more than 99.7%, in the CIC-DDoS-2019 dataset indexes can reach more than 99.6%. 

Table 1. Compared with the results of the cicids2017 data set of dichotomy 

Model ACC P R F1-Score 

IBS 89.72 89.99 90.11 89.91 

TBS 91.28 91.25 91.26 91.78 

TIS 92.12 91.69 92.49 92.06 

TIB 90.72 91.43 91.07 91.08 

TIBS 99.64 99.64 99.44 99.44 

Table 2. Compared with the results of the CICDDoS2019 data set of dichotomy 

Model ACC P R F1-Score 

IBS 91.56 91.76 91.97 91.6 

TBS 91.93 92.28 92.57 92.15 

TIS 91.33 91.19 91.25 90.9 

TIB 84.54 84.82 84.92 84.42 

TIBS 99.52 99.63 99.94 99.73 

 
The confusion matrices based on the CICIDS2017 and CICDDoS2019 datasets are shown in Figures 

6 and 7. , as can be seen from the data in the figures, the detection rate for attack data is extremely 
high, providing unique and deep insights within the field of cybersecurity, especially in the evaluation 
of intrusion detection systems. The confusion matrices based on the CIC-IDS-2017 dataset reveal the 
accuracy and false alarm rate of the model in identifying various types of network intrusions, while 
Fig. 7 shows the performance of the model on the CIC-DDoS-2019 dataset. With these confusion 
matrices, researchers can visually assess the model's ability to recognize different types of attacks, 
thus providing a comprehensive analysis of the model's accuracy and reliability. 
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Fig. 6. Confusion matrix based on cicids2017 data set 

 

Fig. 7. The confusion matrix based on the cicddos2019 data set 

The CICIDS2017 dataset learning rates of 0.01 and 0.001 are shown in Figures 8 and 9.The 
CICDDoS2019 dataset learning rates of 0.01 and 0.001 are shown in Figures 10 and 11. These curves 
provide intuition about the impact of learning rate settings on model training effectiveness, revealing 
how the size of the learning rate affects model convergence speed and stability. The curve changes 
demonstrate how the model performance changes when the learning rate is gradually reduced, 
helping researchers to find the best learning rate setting to optimize the model training process and 
achieve faster convergence speed and higher model accuracy. These graphs and comparative 
experiments not only provide valuable data and insights for research in the field of intrusion detection, 
but also emphasize the importance of careful consideration of different parameter settings during 
model design and training to ensure that the research can move forward efficiently, and at the same 
time improve the validity and reliability of the intrusion detection models in practical applications. 
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Fig. 8. Cicids2017 data set learning rate is 0.01 

 

Fig. 9. Cicids2017 data set learning rate is 0.001 

 

Fig. 10. The cicddos2019 data set learning rate is 0.01 
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Fig. 11. The learning rate for cicddos2019 is 0.001 

As can be seen from the above graphs, the training of the two datasets is more stable and faster 
when the learning rate is 0.001, and all the indexes are higher than other learning rates. Therefore, the 
learning rate of TIBS model in this study is set to 0.001. The comparison of performance results (%) 
with different learning rates is shown in Table 3. 
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Table 3. Comparison of performance results of different learning rates 

Data set Learning rate ACC P R F1-Score 

CIC-IDS-2017 0.01 99.79 99.79 99.79 99.79 

 0.001 99.54 99.54 99.54 99.54 

CIC-DDoS-2019 0.01 99.39 99.39 99.39 99.39 

 0.001 99.61 99.61 99.61 99.61 

3.1.2. Multi-classiϐication experimental detection performance. In this section of the experimental 
analysis, this section focuses on performing a ten-class task on the dataset CIC-IDS-2017 and a seven-
classiϐication task on the CIC-DDoS-2019 dataset, exploring the distinction between normal and 
various types of attack data in network trafϐic. This section trains the TIBS model based on the training 
set enhanced with the improved ACGAN model introduced in Chapter 3, and performs the validation 
analysis of the experiments in this section using the test set without data enhancement.   

A series of ablation experiments are designed in this section to reveal the advantages and 
uniqueness of TIBS in multi-classification tasks by comparing it with models such as IBS, TIB, TIS, and 
TBS. These ablation experiments not only validate the importance of each component in the model, 
but also demonstrate the superior performance of the TIBS model in handling network intrusion 
detection tasks. 

In addition, experimental comparisons of different learning rates were conducted, aiming to find 
out the optimal learning rate setting to further enhance the detection efficiency and accuracy of the 
TIBS model. Through careful experimental analysis, this study demonstrates the potential application 
of the TIBS model in the field of network intrusion detection, proving its effectiveness and accuracy 
when dealing with extremely unbalanced datasets, (the left figure is based on the CIC-IDS-2017 
dataset, and the right figure is based on the CIC-DDoS-2019 dataset). The model training loss curve is 
shown in Figure 12. From the analysis of the training loss curves, the TIBS model proposed in this 
study demonstrates significant advantages over the other four ablation models examined. Specifically, 
the TIBS model shows better performance in terms of stability of model training and convergence 
speed. These results not only prove the efficiency of the TIBS model, but also highlight its reliability in 
dealing with complex network intrusion detection tasks.The stability of the training process exhibited 
by the TIBS model implies that the model is robust to the variability and noise in the training data. 
This stability is achieved through a well-designed model structure and optimization algorithm, which 
ensures a smooth decrease of the loss function throughout the training process, thus avoiding large 
fluctuations that may occur during the training process. Compared to other ablation models, the TIBS 
model converges faster and the model training is stable, a property that not only reduces training time 
and improves efficiency, but also means that the model is able to adjust and optimize its parameters 
faster to achieve the desired level of performance. 

  

Fig. 12. Model training loss curve 
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The comparison of the results (%) of the multiclassification ablation experiments based on the 
CICIDS2017 and CICDDoS2019 datasets are shown in Tables 4 and 5. As can be seen from the table, 
the improved model, there is a substantial improvement in various performance indicators, the 
accuracy can reach 94.9% in the dataset CIC-IDS-2017, and 96.94% in the CIC-DDoS-2019 dataset, 
which also incorporates the performance comparison with the SOTA model, in the CIC-IDS-2017 
dataset, the current best-performing model is the CNN-BiLSTM model, and in the CIC-DDoS-2019 
dataset, the current best performing model is the DDoSNet model. 

Table 4. Compared with the results of the cicids2017 data set polypartial ablation experiment 

Model ACC P R F1-Score 

DT 87.41 81.21 80.15 -- 

RNN 83.99 81.45 82.51 82.85 

BiLSTM -- 80.34 85.48 82.21 

RF-DAGMM 75.03 71.49 42.03 52.09 

Transformer-CNN 91.04 -- -- -- 

H E Fed(CNN) 92.79 -- -- -- 

BiGAN 81.78 76.45 76.9 76.11 

SGAN 89.27 87.6 71.99 -- 

CNN-BiLSTM -- 95.7 85.72 91.19 

Ours 94.9 92.31 77.97 83.62 

Table 5. Compared with the results of the CICDDoS2019 data set polypartial ablation experiment 

Model ACC P R F1-Score 

Convolutuinal AE[ 85.15 87.89 85.22 85.39 

ATFT 92.14 92.09 92.82 -- 

CNN-BiLSTM 94.18 94.67 91.51 93.37 

Can -- 91.14 79.51 78.88 

DDoSNet 99.37 99.37 99.37 99.37 

Ours 96.94 95.89 86.47 89.85 

 
The CICIDS2017 dataset learning rates of 0.01 and 0.001 are shown in Figures 13 and 14.The 

CICDDoS2019 dataset learning rates of 0.01 and 0.001 are shown in Figures 15 and 16. 

 

Fig. 13. Cicids2017 data set learning rate is 0.01 
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Fig. 14. Cicids2017 data set learning rate is 0.001 

 

Fig. 15. The cicddos2019 data set learning rate is 0.01 

 

Fig. 16. The learning rate for cicddos2019 is 0.001 

As can be seen from the above graphs, the training of the two datasets is more stable and faster 
when the learning rate is 0.001, and all the indexes are higher than other learning rates. Therefore, the 
learning rate of TIBS model in this study is set to 0.001. The comparison of performance results (%) 
with different learning rates is shown in Table 6. 
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Table 6. Comparison of performance results of different learning rates 

Data set Learning rate ACC P R F1-Score 

CIC-IDS-2017 0.01 61.28 28.69 24.64 23.09 

 0.001 95.2 92.78 78.35 82.83 

CIC-DDoS-2019 0.01 59.82 25.25 22.27 20.5 

 0.001 97.04 95.54 86.66 90.15 

 
To summarize the above experiments: for binary classification experiments, TIBS can effectively 

separate normal data traffic and attack data traffic, and effectively improve the performance of 
intrusion detection. For multi-classification experiments, the data distribution is not balanced in the 
dataset, the data enhancement of ACGAN model can be improved to effectively improve the detection 
rate of the model, which is more helpful for the identification of a few attack data. And the model 
proposed in this paper has a large improvement compared with other improved models released in 
recent years, which shows the advanced and innovative nature of the model. 

3.2. Experiments and discussions 

3.2.1. Experimental environment. Hardware environment of this experiment: the server is Dell 
PowerEdge R730, CPU is Inter(R) Core(TM) i5-8500, RAM is 8G, operating system is CentOS 7, 
database is mySQL 5, client PC is ThinkPad X260, CPU is Intel Core i5 6200U, RAM is 4G, hard disk is 
500G, and the operating system is Windows 10. The training and testing of the model was done in 
python 3.7 environment using Keras deep learning framework. The experimental environment 
parameters are shown in Table 7. 
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Table 7. Experimental environment parameters 

Environment Parameter 

Server Dell PowerEdge R730 

Client Side ThinkPad X260 

Operating System CentOS 7 

Database mySQL 5 

Processor Inter(R) Core(TM) i5-8500 

Memory 64 GB DDR3 1 333 MHz 

Model Depth Learning Training And Testing python3.7 

3.2.2. Experimental data. The experimental data in this section is selected from the Internet network 
security posture database released by an Internet emergency response center as the basis for the 
experiment. The scope of network security monitoring includes computers, websites, information 
security vulnerability sharing platforms, network devices and applications in the territory. The data 
model includes relevant records such as host data infected with network viruses, data of tampered 
websites, data of security vulnerabilities, and data of processed network security events. The data 
dimensions of this experiment include harmful programs, website security, security vulnerabilities, 
and security events, etc., and the attributes of data features measured by each data dimension are 
different, and the experimental data features are shown in Table 8. The data dimensions of this 
experiment include harmful programs, website security, security vulnerabilities, security events, etc., 
and the data feature attributes measured by each data dimension are not the same. Among them, the 
data characteristics measured by harmful programs include the number and increment of hosts 
infected with network viruses, the number and increment of hosts controlled by Trojan horses or 
zombie programs, the number and increment of hosts infected with ϐlyer worms in the country, the 
number and increment of domain names involved in the site of the release, the number and increment 
of foreign domain names involved in the site of the release, the number and increment of domain 
names with the top-level domain of the site of the release of the release of the release of the release of 
the release of . The number and increment of IP addresses involved in the deϐlowered site, the number 
and increment of foreign IP addresses involved in the deϐlowered site, and 15 other features. The data 
characteristics of website security measurement include the number and increment of tampered non-
government websites, the number and increment of tampered government websites, the number and 
increment of non-government websites with implanted backdoors, the number and increment of 
government websites with implanted backdoors, the number and increment of domain names 
involved in the counterfeit pages of websites, and 12 other characteristics. The data characteristics of 
security vulnerability measurement include the number and increment of vulnerabilities in security 
products, the number and increment of vulnerabilities in operating systems, the number and 
increment of vulnerabilities in Web applications, the number and increment of vulnerabilities in 
network devices, the number and increment of vulnerabilities in applications, the number and 
increment of vulnerabilities in databases, and other 13 characteristics. The data features of security 
event measurement include 35 features such as the number and increment of cybersecurity event 
occurrences such as web page imitation, denial-of-service attack, domain name anomaly, website 
backdoor, malicious code, malicious program, web page tampering, vulnerability, malicious probe 
scanning, spamming, mobile Internet malware, web page hanging, unauthorized access, mobile APP 
imitation, investigation and forensics, information leakage, and other cybersecurity event occurrences 
and increment. 

The experimental samples are the consecutive weekly observations from October 30, 2020 to 
October 18, 2024, after smoothing the original posture dataset and obtaining the data of consecutive 
time periods after noise processing, the training set selected in this paper is the data of the first 176 
weeks, the test set is the data of the last 32 weeks, and the prediction duration is one week. 
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Table 8. Experimental data characteristics 

Data dimension Data characteristics 

Harmful procedure 15 

Website security 12 

Safety loophole 13 

Safety event 35 

3.2.3. Parameter setting. The experimental data is taken as hesitancy threshold of 0.2 and the 
hesitancy, intuitionistic fuzzy afϐiliation and non-afϐiliation are calculated for the sample set of big data 
security features.The parameters of the LM-PSO optimization algorithm are chosen as the population 
size of 5, the number of evolutions of 20, the dimensionality of each particle of 3,  =10-6,  =10, and 

0 =0.001.The parameter settings are shown in Table 9. 

Table 9. Parameter setting 

Parameter name Parameter value 

GRU units 65 

Fully connect units 30 

Batch size 30 

Dropout 0.8 

Learning rate 0.001 

Time step 5 

3.2.4. Experiments and discussions. In this section, the cybersecurity big data feature dataset and 
the corresponding cybersecurity posture value sample dataset are used as inputs, and the 
cybersecurity posture value data predicted by this paper's method in the latter 32 weeks are compared 
with the results of the prediction using the NARX, single-layer GRU, RNN, CNN, two-layer GRU, and Att-
LSTM models, and the overall accuracy and test time of different prediction models are shown in Table 
10. From the comparison of the experimental results, it can be seen that the prediction accuracy of the 
method in this paper is 99.28%, which is signiϐicantly higher than other prediction models and 
methods. The prediction effect of the two-layer stacked GRU network is also better than that of the 
single-layer network, and the prediction accuracy of the GRU network incorporating two-layer timing 
features is 2.29% higher than that of the single-layer GRU network. Compared with Att-LSTM, CNN, 
and RNN studied in the past two years, the prediction accuracy of the model in this paper is improved 
by 1.23%, 1.87%, and 2.97%, respectively, and by 7.25% compared with the traditional NARX 
prediction models and methods. In addition, the experimental results also show that the model in this 
paper also needs more training time, but the prediction time of the model tested after it is trained is 
also faster than other deep learning networks such as Att-LSTM, CNN, and RNN. 
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Table 10. Accuracy and test time of network security situation prediction model 

Method Accuracy rate(%) Model training time(S) Test time(S) 

NARX 92.52% 3.35 0.61 

GRU(Single layer) 94.79% 3.5 0.56 

RNN 96.31% 7.74 1.44 

CNN 97.41% 9 1.8 

GRU(Double layer) 97.08% 6.19 0.88 

Att-LSTM 98.05% 10.36 1.53 

Ours 99.28% 12.99 1.09 

 
Comparison of performance indicators of network security posture values predicted using different 

prediction models is shown in Table 11. As can be seen from the comparison of the experimental 
results: in this experiment, the results of this paper's model prediction of the average absolute error 
of the training data is 0.00266, the average absolute error of the test data is 0.00369, and the absolute 
error is controlled within 0.003, the root mean square error of the training data is 0.01151, and the 
root mean square error of the test data is 0.00551, and it can be seen that the prediction accuracy of 
this paper's model prediction is is significantly higher than that of other Att-LSTM, CNN, RNN deep 
learning methods, and the prediction accuracy of the GRU network with the introduction of the 
attention mechanism is significantly better than that of the two-layer GRU network without the 
introduction of the attention mechanism. The average absolute error of the training data, the average 
absolute error of the test data, the root mean square error of the training data and the root mean 
square error of the test data of the two-layer GRU network without the introduction of the attention 
mechanism are 0.00481, 0.00253, 0.01665 and 0.01494, respectively, while the average absolute error 
of the training data, the average absolute error of the test data and the root mean square error of the 
training data of the one-layer GRU network are 0.01233, respectively. error are 0.01231, 0.02549 and 
0.02725, respectively, and the root mean square error of test data is 0.04508, which shows that the 
prediction accuracy of the two-layer stacked GRU network is better than that of the single-layer GRU 
network. Compared with other prediction methods, the traditional NARX prediction method is difficult 
to recognize the long-term dependence between time series, and its prediction results have the lowest 
accuracy. 

Table 11. Comparison of performance indexes of network security situation values predicted 

Method 
MAE RMSE 

Training(85%) Testing(15%) Training(85%) Testing(15%) 

NARX 0.02041 0.04778 0.03869 0.09219 

GRU(Single layer) 0.01231 0.02549 0.02725 0.04508 

RNN 0.00715 0.01256 0.0249 0.04161 

CNN 0.00525 0.00272 0.01342 0.01588 

GRU(Double layer) 0.00481 0.00253 0.01665 0.01494 

Att-LSTM 0.00509 0.00243 0.01248 0.0057 

Ours 0.00266 0.00369 0.01151 0.00551 

 
The comparison of the results of the predicted values of cyber security posture for different 

prediction models is shown in Figure 17. The figure shows the comparison between the results of the 
prediction using NARX, single-layer GRU, RNN, CNN, two-layer GRU, Att-LSTM models and the 
predicted values of the knots predicted by the models in this paper. It can be seen that the 
cybersecurity posture prediction model based on the basic text model can accurately predict the 
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cybersecurity posture, the predicted value has the highest fit with the actual value, and the predicted 
trend and the actual trend highly overlap. 

 

Fig. 17. Comparison of network security situation prediction results 

3.3. Network information security defense mechanism design 

3.3.1. Data encryption. Although the development of wireless networks and its unique capacity and 
ϐlexibility for people's work and life to provide great convenience, but people are still highly concerned 
about information security issues. In the wireless transmission network connection, sensor node work, 
subsequent data transmission of three aspects there will be various types of problems, so sound and 
perfect information security defense mechanism is to ensure that the user uses the wireless sensor 
network of the privacy of the key way. The so-called data encryption is information encryption 
technology, that is, encrypted processing of information transmission of all kinds of information, to 
ensure the reliability of information transmission, accuracy and secrecy. However, it should be pointed 
out that because the sensor itself covers low energy, its carrying capacity is relatively weak, and it is 
necessary to choose a scientiϐic and reasonable encryption algorithm. Under the premise of fully 
considering the actual situation, optimizing the encryption algorithm can reduce the pressure of the 
sensor node to a certain extent, so the encryption algorithm is usually selected to implement 
encryption processing of data. In addition, data encryption technology often appears in the campus 
network, the reason for this is mostly related to the complexity of the campus wireless network path, 
sensor nodes, unknown environment, etc., undoubtedly is the best area for hackers and viruses to 
invade, so in the campus wireless sensor network, data encryption security measures can be taken to 
maximize the security of the campus network. 

3.3.2. Utilizing keys. A secret key is also known as a secret key, and since it is called a “secret”, it 
cannot be known by most people in an area that utilizes a wireless network. A key is an important way 
of unlocking data and transmitting ϐiles, and it is also known as a password. Currently in various ϐields 
of work and people's real life, due to the importance of the transmitted data, data users at both ends 
of the transmission will use key technology to ensure the accuracy and privacy of the data. Among 
them, the key technology is to protect the network information security, according to the different 
levels of importance of the data, the key technology is also different. The use of the same key to decrypt 
data ϐiles can be called symmetric key, this type of key for the data of both ends of the user's clear 
existence, simple, convenient and fast private. In addition to the secret key type, there are also public 
keys with private keys, and users with public keys cannot decrypt data ϐiles in private keys. The above 
key technology has strong conϐidentiality and security properties, maximizing the phenomenon of 
interception, misappropriation or theft in ϐile transmission. However, this kind of key technology 
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requires very high algorithms, especially in the process of running a high occupancy rate of resources, 
if the transmitted ϐile is not very secret, usually in real life will not use this key technology. 

3.3.3. Intrusion detection. Usually, when information security incidents occur due to force majeure 
factors, the problem can often be solved through human maintenance and management. However, 
some of the information security problems are related to data misappropriation or human-induced 
information leakage. For the above situation, the need to do wireless sensor network intrusion 
detection work, in order to prevent data encroachment and information leakage. General intrusion 
detection in the inspection path can be divided into the following two categories, one of the distributed 
intrusion detection, the most notable feature of the inspection method that is relatively independent, 
that is, the inspection method detector in addition to set up in a host or the mother network, but by 
setting up detectors in the parallel sub-network and a number of hosts to intertwine the formation of 
the presence of the array. Each detector has its own jurisdiction, in its own jurisdiction can be accurate 
and rapid implementation of intrusion detection, not managed by other detectors. The above intrusion 
detection can effectively improve the rate of detection in the region, each jurisdiction through 
information interaction to achieve interoperability. Everything has its advantages and disadvantages, 
the intrusion detection technology drawbacks due to the jurisdiction of independent, interactive 
information due to human damage and can not play a due role, each jurisdiction has to spend more 
energy to detect the same suspected invasion or similar danger, invariably reduces the efϐiciency of the 
investigation. In addition to the above inspection methods, hierarchical inspection is also an invasion 
of inspection methods, each level has its own important task, in the form of task interaction and the 
upper and lower levels to get in touch, so this invasion of inspection methods can also be referred to 
as tree-type inspection. The inspection method, the bottom detector is responsible for the collection 
of data, and then pass the data information to the upper level or higher levels, to maximize the 
simpliϐication of the inspection form, improve inspection efϐiciency. 

4. Conclusion 

Network information security threat prediction and defense mechanism as a key technology to 
improve network security capability has received extensive attention from researchers. Through 
experimental research, this paper draws the following conclusions: 

In the binary classification ablation experiments, it is found that the model in this paper has a 
substantial improvement in various performance indicators, and the indicators reach more than 99.7% 
and 99.6% on the datasets CIC-IDS-2017 and CIC-DDoS-2019, respectively. After experimental testing 
of the overall accuracy and test time of different prediction models, the method in this paper is 
significantly higher than other prediction models and methods, with a prediction accuracy of 99.28%. 
Compared with Att-LSTM, CNN, and RNN, the prediction accuracy of this paper's model is improved 
by 1.23%, 1.87%, and 2.97%, respectively, thus verifying the effectiveness of this paper's model. 

In summary, the design of network information security threat prediction and defense mechanism 
proposed in this paper improves the real-time and accuracy of network security threat prediction, and 
provides new methods and means for network security prediction in big data environment. 
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