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ABSTRACT

Currently, digital libraries face challenges in piracy and illegal distribution, data and privacy security,
digital content identification and traceability. In this paper, we design a blockchain-based copyright
protection system for digital libraries to provide true and reliable digital copyright information for
libraries and users, and to ensure the security of data information stored in the digital copyright
registration system. Firstly, we classify blockchain and analyze in detail the three core technical
principles of consensus mechanism, cryptography principle, and hash algorithm. Then design the
copyright registration protection system that contains the functions of unique authentication of digital
work copyright, IPFS distributed storage, and privacy data encryption. The designed algorithm is
tested for performance and the service performance of this paper's scheme is analyzed in real
applications, and it is found that the throughput performance of this paper's algorithm when the
number of nodes ranges from 4 to 20 is on average 36.19% more than that of the PBFT consensus
algorithm, and 55.92% more than that of the RBFT consensus algorithm. When there are 5000 digital
resource feature vectors in the system database, the time required for similarity retrieval is only
0.523s, which meets the requirements of the system's non-functional needs for similarity retrieval
runtime, and realizes a good balance between the operational efficiency of digital libraries and security.
The research has practical reference significance for the application of blockchain technology in the
field of digital copyright protection.

Keywords: digital copyright, blockchain, cryptography principle, hash algorithm, data security

1. Introduction

Against the background of the growing maturity of digital technology and the strong demand for social
resources, digital libraries and the development of large-scale digital utilization of books have
encountered institutional bottlenecks. The copyright law system constructed on the basis of printing
technology is difficult to apply to the new digital way of accessing and utilizing works, and the
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traditional copyright authorization system has already hindered the development of digital libraries
and the realization of the value of copyright, and the existing interest pattern of digital libraries and
copyright holders has been broken [1-3]. There is an urgent need to introduce relevant technologies
and methods to build a harmonious digital copyright ecosystem, help the construction of
informationization, and do a good job of balancing the interests of libraries and copyright holders [4-
5].

Library digital copyright management work mainly covers two aspects. The first is to carry out the
use management of digital copyright, that is, to deal with the relationship between copyright
production and consumption, libraries should clearly define the specific areas of digital copyright use
and related licensing matters, and improve the integrated digital copyright use mechanism [6-8].
Secondly, it is to carry out the rights and interests management of digital copyrights, that is, to deal
with the relationship between copyright revenue and supervision, the library should clearly define the
conditions of use of digital copyrights, the scope of attribution, and supervise the improper use of
digital copyrights in an all-round way and without any dead angle [9-11]. However, with the
continuous development and maturity of blockchain technology, its application on digital library
copyright protection has become more and more widespread [12]. Blockchain technology, as a
distributed database system based on the principle of cryptography, has the characteristics of
tampering, traceability, and trustworthiness, and is considered to be one of the most influential
disruptive technologies after the Internet [13-16]. The application of blockchain technology in the
whole chain management of digital copyright in libraries is conducive to improving the service
economy and legal fairness of digital resources, and safeguarding the economic gains of copyright
holders [17-18]. In addition, for the current digital library copyright protection method in which
different users own the same content copyright at the same time, the blockchain technology system
can make use of its decentralized and tamper-proof features to build a decentralized digital library
copyright protection platform, so as to solve the problem of privilege management between users and
users [19-22]. It can be seen that the integration of the use of blockchain technology in the digital
copyright management work of the library is conducive to the realization of copyright protection,
reduces the high cost and complexity of copyright management, makes the digital copyright
transaction more diversified, and is conducive to the innovation of copyright management mode [23-
26].

With the continuous development of digital libraries, they face the problem of copyright protection,
which not only affects the development of digital libraries, but also has a negative impact on social
culture, in view of this, a large number of scholars have carried out research on the protection of digital
copyright in libraries based on blockchain technology. Literature [27] analyzes the obstacles
encountered by the traditional digital copyright management system in managing library-related
resources, and shows that the unique advantages of blockchain technology can improve the security,
accessibility and preservation of the copyright of digital resources in libraries, which provides a
perfect solution to the proposed problem. Literature [28] explores the potential of blockchain
technology in library management, which possesses transparent and tamper-proof features that can
effectively optimize operations in areas such as digital rights management and enhance data security
in the library ecosystem. Literature [29] shows that the data security of digital library systems is
closely related to copyright information, and the application of blockchain technology will be
beneficial in solving the data security and privacy security challenges that exist in the digitalization of
libraries and provide accessibility for authenticated users. Literature [30] used blockchain technology
to construct a digital copyright management model for university libraries, which effectively protects
the legitimate rights and interests of copyright holders through the whole process of digital copyright
creation monitoring and timely updating of information. Literature [31] pointed out that the digital
ledger supported by blockchain technology can effectively track the intellectual property rights and
ownership of relevant digital resources, and provide native protection to prevent data tampering,
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which plays an important role in digital library copyright management. Literature [32] designed a
digital copyright transaction system based on blockchain technology, which, by virtue of the
decentralization, security, and traceability features of the technology, guarantees the reliability of the
whole chain of digital copyright transactions in digital libraries and safeguards the rights and interests
of digital copyright subjects. Literature [33] introduces the application value embodied in the
application of blockchain and semantic web to library management, which effectively improves the
management efficiency of intellectual property and digital rights, and also analyzes the numerous
upcoming restrictions and challenges. Literature [34] believes that intellectual property is a key
component of today's social and economic development, and the proposal of blockchain technology
deepens the protection of library-related intellectual property information, which has a positive
impact on the development of related industries. Although blockchain technology can effectively solve
the current problems in copyright protection of digital libraries, it is still necessary to further optimize
and improve blockchain technology in order to ensure that good results can be achieved after
blockchain technology is applied to digital libraries.

In this paper, based on blockchain and smart contract, IPFS is used to realize the digital library
copyright protection system of work copyright storage. Firstly, feature extraction and similarity
detection are carried out on digital works to give the unique authentication of digital work copyright.
Then the AES algorithm is used to encrypt the voluminous data, and the SM2 algorithm is used to
manage the AES key, combining the advantages of both to solve the balance between efficiency and
security. The designed algorithm is compared with PBFT and RBFT algorithms to explore the security
of the data and analyze its request error rate and copyright similarity retrieval time in practical
applications.

2. Digital libraries based on blockchain technology
2.1. Digital Copyright and Blockchain Technology

2.1.1. Digital Rights Characteristics of Libraries. Library digital copyright refers to the personal and
property rights granted by the copyright law to the copyright owner and copyright-related right
holders for digital works. The difference between digital copyright and traditional copyright is that its
creation and editing, storage mainly rely on technologies such as computers, the Internet, big data and
blockchain, and the dissemination methods are diverse and are not limited to traditional paper media
[35]. Compared with traditional copyright, digital copyright has the following characteristics:

First of all, the content of digital copyright is unique and diverse. It is a new form of copyright
produced by the development of computer, Internet and new technology of information dissemination,
such as user-generated content, multimedia data, etc., which is very different from the traditional
printed or visual art works, and brings great difficulties to the right holders' control of copyright.

Secondly, digital copyright can be used multiple times and flexibly. A fundamental requirement of
the intellectual property system is that license agreements are fairly and effectively exchanged
between multiple contracting parties.

Third, digital copyrights are highly technical and easier to transmit and use. Digital technology
allows for accurate counting of the number of uses and value of copyrights, making it easier for parties
to enter into licenses.

In addition, digital copyright is also characterized by searchability and linking, which makes it easy
for users to find and use copyrights, facilitates the deposit of evidence by right holders, and allows
people to exercise fuller rights and interests in digital products than in non-digital products.

2.1.2. Blockchain technology features. Blockchain technology is a distributed ledger technology that
records and verifies transactions and data through a decentralized approach. It consists of one or more
blocks, each containing a series of transactions and related data. These blocks are linked together in
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chronological order to form a tamper-proof, transparent chain of data. Blockchain technology mainly
consists of several key features including distributed and decentralized, traceability, transparency,
tamperability and anonymity, and smart contracts.

Blockchain technology is distributed and decentralized, blockchain technology is built based on a
distributed network, there is no centralized control body, all participants work together to maintain
the ledger and share information and rights. The data and control of the blockchain are dispersed
across multiple nodes of the network rather than centralized in a single centralized body, which makes
the blockchain more reliable and resistant to attack [36].

Blockchain technology then uses timestamps and traceability features to ensure the traceability of
copyright information. Each block contains a time cutoff that records when the block was created.
Copyright enforcement and protection requires a clear point in time and evidence, and the sequence
and timestamps of the blockchain allow the creation and modification history of copyright information
to be pinpointed. This provides evidence for copyright owners to use to prove that they owned the
copyright at a specific point in time.

A smart contract is an automated contract executed on the blockchain. Smart contracts allow rules
and conditions to be set to automatically execute and validate transactions when set requirements are
met, reducing the need for intermediaries and increasing the efficiency and security of transactions.
The authorization and licensing of digital copyrights in libraries requires clear contracts and
agreements. When the copyright owner authorizes the copyright to others, the smart contract
automatically executes the authorization contract and ensures the legality and compliance of the
copyright usage.

2.1.3. Digital Copyright Protection for Libraries Applying Blockchain Technology:

1) Copyright registration and proof. Blockchain technology can be used for copyright registration and
proof to ensure the authenticity and immutability of copyrights by storing copyright information on
the blockchain. Each copyright information is recorded in the immutable distributed ledger of the
blockchain, providing reliable evidence for proving the existence and ownership of the copyright.

2) Copyright transaction and license management. Blockchain technology can be used for copyright
transaction and authorization management to automate the copyright transaction and authorization
process through smart contracts. The copyright owner can authorize the copyright to other people,
and when the pre-set conditions of the smart contract are met, the authorization contract will be
automatically executed, and the legality and compliance of the copyright use will be ensured.

3) Tracking and Punishment of Infringement. The tracking function of blockchain technology can
ensure that copyright owners can accurately understand the occurrence and dissemination of
infringement. By recording information about copyright usage and transactions, blockchain
technology can establish a clear chain of information linking infringements to their sources and
distribution paths. In this way, copyright owners will be able to trace back the specific details of the
infringing behavior, providing strong evidence for the pursuit of infringement liability.

The application of blockchain technology can also provide copyright owners with an effective means
of legal recourse. By recording information on copyright use and transactions, blockchain technology
can ensure that copyright owners have reliable evidence for suing infringers and defending their rights
and interests. The application of this technology provides a more efficient and reliable means for
copyright protection, making it difficult for infringers to escape legal sanctions.

4) Decentralized copyright protection platform. Blockchain technology can support the establishment
of a decentralized copyright protection platform, which can realize decentralized management and
supervision of copyright protection through the distributed characteristics of blockchain. Such a
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platform can provide a more fair and transparent copyright protection environment and reduce the
involvement of intermediaries and potential misbehavior.

5) Blockchain-based digital watermarking technology. Blockchain technology can be combined with
digital watermarking technology to achieve more secure and traceable digital copyright protection. By
associating digital watermarking information with copyright information and recording it on the
blockchain, piracy and tampering of digital content can be effectively prevented.

2.2. Principles of Blockchain Core Technology

2.2.1. Blockchain Fundamentals. Blockchain technology has several unique advantages, the most
important of which are decentralization and autonomy. It consists of one block arranged in the order
of occurrence and is a log record of the entire state change. It achieves data exchange by establishing
an open and transparent algorithm based on a consensus mechanism, which ensures that the data
exchange between nodes is secure and has autonomy and anonymity. The data structure of the block
is shown in Figure 1.
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Block N+1 o Block N-1
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HashA HashB HashA HashB

Fig. 1. Blockchain data structure diagram
2.2.2. Blockchain classification:

1) Public Blockchain. A public blockchain is a technology that can be shared by users around the world,
allowing users to send transactions and validate them effectively, as well as participate in a cognitive
consensus process to determine which blocks can be added to the blockchain and specify the current
state.

2) Coalition Blockchain. The consensus process of coalition blockchain is not carried out by all nodes
to participate, but some nodes are selected to participate in the consensus process. It is only for a
specific group or a limited number of third-party organizations, and selects some nodes to carry out
consensus and bookkeeping, and finally these selected nodes decide to generate each block. Other
access nodes can only perform transactions and cannot participate in consensus bookkeeping.

3) Completely private blockchain. Completely private, signifies the separation of write and read
permissions, thus better protecting data security and reliability. This technology can be used in a
variety of areas such as database management, auditing, and corporations, but in many cases it does
not require public auditability or public readability.

2.2.3. Blockchain core technology:
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1) Consensus mechanism. The consensus mechanism of blockchain technology is an algorithmic
mechanism that allows multiple participating nodes to obtain the same conclusion under
predetermined rules using communication interactions.

Currently, Bitcoin and Ether are two of the most successful projects in the blockchain community,
and they both use the POW consensus mechanism to ensure consistency among distributed nodes.
Nodes compete for bookkeeping rights by computing hash puzzles. In general, the probability of a node
successfully solving a puzzle is proportional to the computational resources it has.

The bookkeeping right in the POS proof algorithm is awarded to the node with the highest stakes.
In other words, the arithmetic power in POW becomes the coin age of that node. Compared to POW,
the POS algorithm saves arithmetic resources and improves the efficiency of consensus. However, in
this case, it may lead to monopolization of bookkeeping rights by a few nodes.

The DPOS proxy proof-of-interest algorithm is used by the users of the coin-holding nodes to vote
for a certain number of node representatives to maintain the blockchain network. The selected node
witnesses get rewarded according to a certain percentage. If a node representative fails to generate a
bookkeeping block within the corresponding time limit, the bookkeeping rights will be given to the
next witness candidate to regenerate the block. This algorithm has lower arithmetic resource
consumption, faster consensus, and lower network operation and maintenance costs.

Practical Byzantine Fault Tolerance (PBFT) is a state-machine replication algorithm that ensures
that the system still achieves distributed consensus when at most (n-1)/3 nodes in the network fail or
operate maliciously, assuming that n is the number of nodes participating in the consensus.

The consensus process of the PBFT algorithm uses a three-stage protocol with the following steps:

(1) First is the client sends a request message to the master node

(2)When the master node receives the request messages and confirms that they are correct, it saves
them and generates a pre-prepared message based on these request messages and broadcasts it to the
other nodes.

(3)Each consensus node receives the pre-prepared message day verifies successfully, it saves it and
generates a prepared message and broadcasts it to other nodes.

(4)Each node receives the ready message and verifies it successfully, saves it and generates a commit
message to broadcast to other nodes.

(5) Each node receives (2n+1)/3 commit messages and verifies that they are correct, and then
performs the operation in the request operation message from the client.

2) Principles of Cryptography. Cryptographic encryption techniques are divided into two categories:
symmetric encryption, and asymmetric encryption. Among them, symmetric encryption uses the same
key for encryption and decryption. While asymmetric encryption uses a different key for encryption
and decryption, it has two keys: public key, private key. Asymmetric encryption is also called public
key cryptography, which demonstrates the application of different keys for encryption and decryption
[37]. The process of asymmetric encryption and decryption for message transmission is shown in
Figure 2.

Use of different keys
(key pairs) in public
key cryptography

A

Public key Private key

A v
Plain text [—» Encryption —» Ciphertext —» Decryption —» Decryption
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Fig. 2. Asymmetric encryption and decryption process diagram

The process is as follows:

(1) The receiver of the message prepares the public and private keys.

(2)The private key is kept by the receiver and the public key is released to the sender.

(3)The sender of the message can encrypt the message using the public key of the receiver.

(4)The receiver of the message decrypts the message using its own private key.

The algorithm execution process of digital signature is shown in Fig. 3. It is an electronic signature
generated based on PKI system, which is based on the application of digital digest technology and
asymmetric key encryption technology, and contains the electronic document and sender's identity
information, which is able to recognize whether the sender's identity information has been tampered
with or not.

Message, digital

Sender [—signature insecure® Receiver [«
T channel T
Digital Messages, Verification
signature digital signatures result
Message | |
Signature Validation
» Private key Public key

Fig. 3. Algorithm execution process of digital signature

3) Hashing Algorithm. The hash algorithm maps a data message to a shorter fixed-length value called
a hash or message digest. It is a one-way encryption system that enables irreversible mapping from
plaintext to ciphertext. Hashing algorithms are capable of generating a hash value corresponding to
the input value quickly and within a limited time and resources. Even if the hashing algorithm and the
input and output values are known, it is difficult to accurately deduce their input values within a
limited time and resources [38].

4) Merkle Tree. Merkle Tree is a data structure that represents the hash values of data in the form of a
tree, which is very similar to a binary tree. The values on its leaf nodes are usually hashes of data blocks.
The use of Merkle Tree in blockchain enables proof of assets or proof of liabilities.

2.3.  Design of blockchain-based copyright protection system for digital libraries

2.3.1. Design of copyright registration programs for digital works. Upload the IPFS system through
a smart contract and return the hash value to be saved in the Fabric blockchain. The specific process
is shown in Figure 4.

1) The user enters the system through the Web client, uploads the digital work and enters the
copyright information of the digital work, and clicks upload to proceed to the next step.

2) The copyright protection system automatically performs feature extraction on the uploaded
digital work and compares the similarity with the digital work whose copyright has been registered in
the copyright protection system to ensure that the work is not infringed.

3) Digital works that pass the automatic similarity detection function of the copyright protection
system are uploaded to the IPFS system by invoking a smart contract to generate a hash value.

4) After the work is successfully uploaded, the smart contract is invoked to generate a new block to
store the copyright information of the work, and the work is stored in the IPFS system.



3382 P. XU

Upload digital artwork and
copyright information

v

Feature extraction of
digital image works

v

Similarity detection

Whether it passes
e similarity tes

A

Upload digital image
works to IPFS storage Output error message

v Hash value

Create a new block to store
copyright information

End <

Fig. 4. IPFS storage process

2.3.2.  Unique authentication of the copyright of a digital work. When users register the copyright of
new digital works, the copyright protection system needs to judge and identify the digital works with
high similarity in a dynamic way, so as to prevent the occurrence of the phenomenon of repeated
registration of the copyright of the same work. The object of copyright protection is digital libraries,
mainly for digital works, which need to fully consider the uniqueness of digital libraries when the
system automatically performs feature extraction and similarity detection. The following digital
cultural works of libraries are analyzed by algorithmic features such as color and similarity algorithm
of multi-feature fusion, so as to identify the uniqueness of the copyright of digital works uploaded to
the copyright protection system and the originality of the works.

1) CLD Algorithm. The full name of CLD is Color Layout Descriptor, and there is an extraction process
thatincludes four stages: image segmentation, representative color selection, DCT transformation, and
Zigzag scanning.

(1) In the image segmentation stage, the input image (in RGB color space) is segmented into 64
blocks.

The size of each block is M/8 x N/8, where M and N denote as the width and height of the input
image;

(2) In the representative color selection process, YCbCr, which is recommended by the MPEG-7
standard, is used for the CLD color space. First, after the image segmentation is finished, the MPEG-7
standard recommends using the average pixel color value of the region block as the representative
color because it is simple to select and the description accuracy is generally sufficient.After obtaining
the representative color image, the image is further converted from RGB color space to YCbCr color
space;

(3) In the DCT transformation stage, the luminance (Y) and the blue and red chromaticity (Cb and
Cr) are transformed by an 8x8 DCT transformation, which results in three sets of DCT matrices
containing 64 coefficients, and the DCT transformations are performed using the following equations:
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(4) Zigzag scanning of the three matrices containing 64 DCT coefficients obtained in the previous
step is performed in the order shown in the figure, the purpose of such scanning is to group the low-
frequency coefficients of the 8x8 matrix, the basic process is shown below:

D= \/Z w, (DY, = DY,)" + \/Z w, (DCb, = DCB))* + \/z w,(DCr. — DCF, )? 3)

After completing the above CLD feature extraction, CLD feature matching is performed, which is
accomplished by calculating the distance between two CLD features, if two CLD feature values {DY,
DCb, DCr} and {DY', DCb', DCr'} are given, the distance between the features is calculated as:

Where Yi, Cbi and Cri denote the ith coefficient of Y, Cb, Cr color components, W, ,W,. and W,
represent the weighted value of the ith set of coefficients, respectively, and the weighted value should

be reduced according to the Zigzag scanning order because the low-frequency part contains more
information.

2) Phash algorithm. Perceptual hash algorithm, abbreviated as pHash, is a kind of hash algorithm,
which is mainly similar to the detection work of pictures. The specific steps are as follows:

(1) Reduction of size. In order to simplify the calculation of the DCT, pHash starts with a small picture
(it is recommended that the picture is larger than 8x8, 32x32);

(2) Simplify color. As with aHash, the picture needs to be converted to a grayscale image to further
simplify the computation.

(3) Calculate the DCT. The DCT is to decompose the image into frequency aggregates and trapezoidal
shapes. The full name of the DCT transform is Discrete Cosine Transform, which is mainly used for the
compression of the data or image, and is able to convert signals from the null domain to the frequency
domain, with a good performance of de-correlation.

The positive transform equation of one-dimensional discrete cosine transform is:

Flu) = c(u)z f(z)co{(’ +?\/5 )7 } (4)
% u=0
c(u) = (5)

\/z uz0
N

where, f(i) is the original signal, F(u) is the DCT transformed coefficients, N is the number of
points of the original signal c¢(u) can be considered as a compensation coefficient that allows the DCT
transform matrix to be orthogonal.
The orthogonal transform formula for the 2D discrete cosine transform is:
N-1N-1 . .
F(u,v)= c(u)c(v)ZZf(i, j)cos {W ug} cos [W v}

i=0 j=0

(6)
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c(u) = (7)

(4) Shrinking the DCT. The DCT results in a matrix of size 32 x 32, but only the 8 x 8 matrix in the
upper left corner, which presents the lowest frequency in the picture, should be retained;

(5) Calculate the mean value. Calculate the mean value of the DCT;

(6) Further reduce the DCT. according to the 8 x 8 DCT matrix for comparison, greater than or equal
to the average value of the DCT is set to “1”, less than the average value of the DCT is set to “0”. If the
overall structure of the image remains unchanged, the hash result value remains unchanged;

(7) Construct the hash value. Combination of 64 bits to generate the hash value, the order is arbitrary,
but before and after to maintain consistency.

(8) Compare fingerprints; compute the fingerprints of the two images and calculate the Hamming
distance.

3) SIFT algorithm. SIFT, Scale Invariant Feature Transformation, is an image local feature extraction
algorithm, which extracts features by searching for the precise location and main direction of the
extreme points (feature points, keypoints) in different scale spaces, and constructing keypoint
descriptors. The specific steps are as follows:

(1) Scale-space extreme value detection. The DoG scale space is constructed and the “scale” can be
understood as the degree of image blurring. The image is convolved using Gaussian kernels with
different sigma values to scale the image.

L(x,y,0) = G(x, y,0)* I(x, ) )
__ & +yy ]
O e( 20%) (%)

where G(x,y,0) is the Gaussian kernel function, L(x,y,o) is the scaled image under the
corresponding o -valued scale processing, and /(x,y) is the original image.

(2) Key point search and localization. The extreme points found in the discrete space are not
necessarily the real extreme points, we use hash value interpolation to transform the hash space into
a continuous space to get more accurate extreme points. The low-contrast keypoints and unstable edge
response points are also removed;

(3) Key point direction assignment. For the direction gradient of the key point, the gradient
magnitude and direction are calculated by the formula:

G(x) = L(x+Ly)~L(x~1) (10)
G(»)=L(x,y+D)~L(x,y~1) (1)
G(x,7) =y/G(x)* +G(y)* (12)
6’:tan'li (13)

G

X

(4) Feature point description. Take 8*8 pixels around the feature point for gradient direction
statistics and Gaussian weighting. Every 4*4 window generates 8 directions so that 2*2*8 vectors are
generated as the mathematical description of the feature point.The flow of SIFT algorithm is shown in
Fig. 5.
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Fig. 5. SIFT algorithm flowchart

2.3.3. IPFS distributed storage. IPFS (Interplanetary File System), a peer-to-peer hypermedia
distribution protocol for content addressability, can also be understood as a website that supports
distributed storage.

The IPFS protocol makes innovations mainly in two aspects: data storage and file transfer. When
saving a file in the IPFS system, the system breaks the file into a number of fragments of the same size.
Then each fragment is hashed to get a hash value, and then the hash value of all the fragments and
related data are integrated and hashed to get a final hash value. This hash value is transferred to the
IPFS system. The fragments of the uploaded file may be stored in any computer with the same file
system. This computer neither knows what the contents of these fragments are nor for whom the file
is stored. As long as there is no hash value corresponding to the file, no individual or organization can
view the contents of the stored file, and there is no need to worry about the uploaded file or data being
utilized by someone without permission, which ensures data security.

2.3.4. Privacy data encryption. This paper encrypts the private user data involved.

The key generation process of SM2 algorithm: Assuming that the setup parameters are a, b, p, an
elliptic curve EP(a, b) is selected; a base point G(X, y) is selected on the elliptic curve EP(a, b); the base
point G(x, y) is multiplied by the private key d, and the public key Q=dQ is obtained through
computation to get the key pair (k1, k2);

AES key encryption process: private data is encrypted by AES algorithm, the key of AES algorithm is
encrypted using SM2 encryption algorithm to generate the ciphertext of the key, the sender chooses a
random number r(r<n), embeds the AES key in a point M(m1, m2) on the elliptic curve Ep(a, b),
calculates Cl=rG, C2=M+rk2, and transmits data to the receiver information C1, C2;

AES key decryption process: when the receiver receives the data message C, Cz, according to the
formula calculated M, M = C2-K1Cl = M + rK-KrG = M + rK, G-K1rG = M; decoding M can get the key of
the AES algorithm, the AES algorithm will be decrypted to get the corresponding encrypted
information of the original text.

3. Algorithm performance comparison and application analysis
3.1. Algorithm Performance Analysis

3.1.1. Push-up testing. In order to verify the performance of the blockchain copyright protection
algorithm designed in this paper, the simulated experiment is designed for completing the election
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process of the group nudging algorithm, and letting the nudging nodes use the batch consensus to
complete the batch bookkeeping node election consensus and block data production consensus.

In the experiment, the chain network is divided into four organizations, each organization has four
nodes, and the total number of nodes is 16. The performance index of all nodes needs to be initialized
at the beginning of the test, and then the values of each node are evaluated by the end of the first round
of push bookkeeping, and the list of performance indexes of the nodes in the group is recorded. In
order to simulate the environment, different groups of nodes with serial numbers 3, 11, and 16 were
made to have a high probability of various low performance evaluation phenomena such as network
timeout, block out speed delay, and so on through intentional control of the network environment,
which will ultimately lead to the reduction of their performance index evaluation within the
organization. The number of preferred bookkeeping records the number of times the pushed node is
elected as the first bookkeeping node in each round of bookkeeping process, and the statistics of node
pushed and preferred bookkeeping times in the simulation environment are shown in Table 1.

The experimental process can be seen that the algorithm in this paper can ensure that the chain
network nodes participating in the push-up bookkeeping process can obtain the reliability of fair
participation in the system based on the performance of the voting also allows nodes with consistently
high performance to obtain a higher number of bookkeeping participation. The higher performance
group 1 node 1, group 2 node 1, group 3 node 2, and group 4 node 2 are all useful for the highest
number of bookkeeping participation, totaling 49% of the total number of bookkeeping participations,
and the corresponding lower performance group 1 node 3, group 3 node 3, and group 4 node 4 receive
fewer bookkeeping participations, but with a certain degree of assurance, receiving 7% of the total
number of bookkeeping participations.
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Table 1. Each node participates in the promotion and the preferred number of records

Serial Groupi | Numberi Performance Candidates/ti Lift Preferred record
number ng ng index mes times/times number/times
1 1 22 500 317 77
2 2 13 500 134 38
3 ! 3 4 500 13 4
4 4 6 500 45 12
5 1 19 500 216 54
6 2 6 500 97 25
7 2 3 3 500 85 22
8 4 7 500 119 27
9 1 9 500 106 28
10 2 25 500 258 68
11 3 3 5 500 56 15
12 4 9 500 97 24
13 1 10 500 176 46
14 2 12 500 88 49
15 * 3 500 85 21
16 4 500 59 16

Figure 6 shows the comparison of the number of times nodes in each group get pushed. High-
performance metrics nodes have a higher likelihood of being elected as a nudge node in the group. The
number of times a node is elected as an envisioned node directly affects the number of times a node
receives a bookkeeping node.

350

300

200

150

Lifting frequency

100

50

Fig. 6. The nodes were compared with the number of promotions
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Fig. 7 shows the number of times each node gets preferred bookkeeping. In Fig. 7 it can be found
that group 1 node 1, group 2 node 1, group 3 node 2 and group 4 node 2 have 58.78%, 42.19%, 50.37%
and 37.12% percentage of preferred number of bookkeeping times in each group respectively.
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Fig. 7. Each node gets the preferred number of entries

3.1.2. Performance testing. The performance test is set up to include the PBFT consensus algorithm,
RBFT consensus algorithm simulation experimental data flow, and compared with the algorithm
designed in this paper in terms of the network performance indicators, the performance indicators
are divided into two categories, one for the space resources in the network to occupy the bandwidth,
and the other for the data throughput of the network.

Define B as the required network bandwidth using the unit of Mbps, define the total number of
nodes in the chain network as n, using the unit of one, define the size of block data as Size, using the
unit of Mb/s, because the size of the block data used in the practice in the blockchain network is 1.1MB,
so in the simulation experiments also set the Size to 1.1MB. The experiment compares the bandwidth
usage of the three consensus algorithms under different number of nodes, as shown in the results in
Figure 8.

[t can be seen that the bandwidth usage of this paper's algorithm under different number of nodes
is lower than the baseline model, and the bandwidth usage when the number of nodes is 20 is more
than 200 Mbps less than that of RBFT, which occupies less space resources in the blockchain network
and outperforms the PBFT and RBFT algorithms.
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Fig. 8. Bandwidth occupancy contrast diagram

The throughput of an alliance chain network system is obtained by counting the total number of
transactions that can be processed by the network in a unit of time. After obtaining the throughput of
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the network system, it is only necessary to compare the size of the throughput values of different
consensus mechanisms under the same network topology, so as to understand the difference in the
ability of different consensus mechanisms in concurrent task processing. According to the flow of
transaction data processing in the chain system, TPS is used to represent the number of transactions
that can be successfully booked on the chain by the bookkeeping nodes to complete consensus per
second as the throughput of the system.

The comparison of the algorithm transaction throughput obtained according to the simulation
experiment is shown in Figure 9. The throughput performance of this paper's algorithm is 36.19%
more than the PBFT consensus algorithm on average when the number of nodes is from 4 to 20, and
55.92% more than the RBFT consensus algorithm on average. Therefore it can be concluded that the
throughput performance of this paper's algorithm is better than PBFT algorithm and RBFT algorithm.
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Fig. 9. Throughput contrast diagram

3.1.3. Data security analysis. In real application scenarios, not all members of the network are
trustworthy, i.e., there are malicious/semi-malicious vehicles (malicious/semi-malicious workers,
malicious/semi-malicious miners) as well as compromised RSUs. The performance of the proposed
method is compared with vanilla FL and FL chain by setting different proportions of malicious users
and testing on MNIST dataset. Figure 10 shows the variation of model accuracy under different
methods. The model accuracy of vanilla FL is very low when there are a certain number of malicious
members in the network, and the model accuracy is not improved during the training process
afterwards. At the very beginning, its model accuracy fluctuates at 20.38%, while after the 50th round
of training, the overall accuracy of the model falls and stays around 11.42%. Comparing the FL chain
and the method in this paper, both of them have some resistance to malicious members due to the
introduction of blockchain technology. Specifically, FL chain achieves 79.36% accuracy after enough
training, while DBL has a final accuracy of 86.19% and reaches a maximum accuracy of 89.23% in
round 90. Compared to the baseline method vanilla FL, the method in this paper can to some extent
resist the influence of wrong parameter uploads on the global model caused by various reasons, such
as itself as well as the outside world, to ensure the robustness of the system, and is able to prevent
low-quality nodes from influencing the learning results.
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Assuming that the proportion of malicious users is {0%, 10%, 20%, 30%, 40%}, the malicious users
will launch poisoning attacks to interfere with the training of the model. The variation of the model's
accuracy with the communication rounds is shown in Fig. 11, where (a)(b) shows the accuracy
statistics at 10% and 20% and 30% and 40% of the malicious user proportion, respectively.

[t can be seen from the figure that the average accuracy of the final model is maintained around
87.25%. This is because the blockchain network consisting of RSUs acting as validation nodes can
determine how good or bad the model updates uploaded by each vehicle are based on local data, and
the miner vehicles can filter out the malicious models before aggregating them. The experimental
results show that the proposed DBL method is resistant to poisoning attacks.
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Fig. 11. The proportion of malicious users is 0%,10%,20%

Specifically, as the number of malicious users increases, the ability of the model to resist malicious
user attacks becomes worse and worse, and the final accuracy of the model becomes lower and lower,
and the specific accuracy changes are shown in Table 2. With different proportions of the number of
malicious devices, the method in this paper can achieve about 88.43% model accuracy.
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Table 2. Accuracy comparison under different proportions of malicious nodes

The proportion of malicious Accuracy of the first Maximum The communication rotation of the
user equipment 100 rounds accuracy maximum precision
0.00% 95.37% 95.96% 94
10.00% 90.62% 93.71% 88
20.00% 87.38% 88.47% 86
30.00% 81.68% 84.27% 87
40.00% 79.45% 79.75% 89

3.2.  Application Analysis of Copyright Protection in Digital Libraries

Analyze the security, stability and scalability of this paper’'s solution in a real-world application of
copyright protection in libraries.The Jmeter testing tool can be well implemented to test the
performance of the system, including presenting the results of the performance metrics as above. This
section tests the performance by varying the system load as well as the number of
concurrencies.Jmeter version is 5.4.3.

3.2.1. Library WEB service performance testing. In the performance test under the WEB module,
according to the actual situation users in the system mainly to browse the digital resources list of the
home page of the digital library, so to get the list of works as an example to carry out performance
testing. Jmeter set the number of threads to 4000, a total of 10 tests, set the HTTP request path to get
the list of works interface path and add the aggregation report. The test results show that in every
4000 request data, the error rate of each request is 0, the average response time is 29ms, and the
system throughput is 490/s, which meets the user requirements.

3.2.2. Copyright similarity search performance test. In the performance test of copyright similarity
retrieval, the feature vector similarity retrieval function of digital resources is selected, and the
computation time of vector similarity search for a single video, the test results are shown in Fig. 12. In
the line graph between the number of feature vectors and the similarity retrieval time, the horizontal
coordinate is the number of video copyright feature vectors stored in the system, and the vertical
coordinate is the computation time to be carried out for the similarity search of a single video.

The efficiency of copyright similarity retrieval is extremely important in the case of a huge amount
of copyrights stored in the work copyright protection system, and as the number of work feature
vectors stored in the system grows, the longer the similarity retrieval of a new work feature vector
takes. From the figure, it can be seen that when there are 5000 digital resource feature vectors in the
system database, the time required for similarity retrieval is only 0.523s, which meets the
requirements of the system's non-functional needs for similarity retrieval runtime.
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3.2.3. Average userresponse time. In this subsection, the average response time metric will be tested
to show the relationship between the number of users on the system at the same time and the response
time of the system by viewing the results of the metric test under different load conditions. Figure 13
shows the user-response time line graph. The horizontal coordinate of the graph is the number of
online users of the system, and the vertical coordinate is the average response. It can be seen that as
the number of simultaneous users of the system increases from 10 to 100, the average response time
of the system is longer, and when the number of simultaneous users of the system is 100, the average
response time of the system is 76.4ms, which meets the daily performance requirements.

80

10 20 30 40 50 60 70 &0 90 100
The number of online users in the library

Fig. 13. User-response time line diagram
4. Conclusion

In this paper, a digital library copyright protection system is designed based on blockchain technology
and data security, which realizes the functions of copyright confirmation, infringement monitoring,
digital authentication and privacy protection. The performance of the algorithms is compared and the
service performance of this paper's scheme is analyzed in practical applications. It is found that the
bandwidth usage of this paper's algorithm is lower than that of the baseline model under different
node numbers, and the bandwidth usage is more than 200Mbps less than that of RBFT when the node
number is 20, and the space resources occupied in the blockchain network are lower, and the
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performance is better than that of PBFT and RBFT algorithms. In every 4000 request data, the error
rate of each request is 0, the average response time is 29ms, and the system throughput is 490/s, which
meets the user's usage requirements. Comprehensive analysis of the results of the dimensions, it can
be considered that the scheme designed in this paper can solve the problems of copyright infringement
and lack of data security in the digital copyright industry.
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