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ABSTRACT

This paper presents a hardware encryption system based on FPGA (Field-Programmable Gate Array)
implementing the elliptic curve cryptography algorithm. Using FPGA as the core control unit, [oT
(Internet of Things) data transmission terminals are connected to FPGA-specific external interfaces
via USB/SPI interfaces. Data collected into the FPGA undergoes encryption and decryption using the
FPGA's internal hardware resources. The encrypted data is then converted into TCP/IP protocol
packets and transmitted to a cloud server through the FPGA's internal Ethernet interface circuit
module. A detailed analysis and design of the hardware implementation of the elliptic curve
encryption algorithm are provided. Simulation validation of the point multiplication algorithm was
conducted on a computer platform with a quad-core 3.2GHz processor and 8GB of memory, using the
Xilinx 5vIx20tff323 chip. The simulation results indicate that the maximum execution frequency
reached 372.686 MHz, with a single point multiplication operation completed in 3328 #5. This
significantly enhances the processing speed of the algorithm, bearing significant theoretical value
and practical implications for advancing the security of the [oT ecosystem.

Keywords: Elliptic Curve; FPGA; 1oT; Security of the [oT ecosystem

1. Introduction

As the Internet of Things (IoT) technology is witnessing a boom, the privacy and security issues of
[oT devices are of increasing concern. Since these devices have limited resources to spend too much
on cryptographic computation, there is an urgent need for secure, efficient cryptographic processors
with small resource consumption to meet the security requirements of resource-constrained IoT
devices [1-4]. Among the several cryptographic algorithms currently in common use, Elliptic Curve
Cryptography (ECC) algorithm provides a higher level of security with a smaller key size and is
widely used in many resource-constrained devices.

Elliptic curve cryptography algorithm is an asymmetric public key cryptography algorithm which
is based on the elliptic curve discrete logarithm puzzle [5]. Compared with the RSA algorithm based
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on the large integer factorization puzzle, the ECC algorithm has a number of advantages, including
shorter key length, higher security, faster computing speed, and less storage space required [6-7]. In
recent years, with the continuous improvement of supercomputing capability, the traditional, elliptic
curve cryptography schemes that utilize CPUs with limited resources to implement the support of
short bits have an increasingly high probability of being successfully cracked, and the security aspect
of the information has been greatly threatened [8-11]. In order to guarantee the security of
information, the elliptic curve cipher scheme supporting longer bits will inevitably lead to the
slowdown of encryption and decryption operations, which can not meet the needs of today's
network with high real-time requirements and large data throughput [12-15]. Field-programmable
gate arrays (FPGAs) have the advantage of concurrent and streaming multitasking, and can obtain
computational speeds several times higher than that of CPUs through the design of highly parallel
computational architectures [16-17]. Existing FPGA-based elliptic curve cryptography schemes
require long clock cycles to take serial operations during implementation, resulting in a large amount
of time to complete an ECC dot product [18-19]. For application scenarios with small logic resources
but high requirements for algorithmic security, this design implementation cannot be well adapted
for use [20-21]. Therefore, how to implement efficient ECC encryption algorithms in FPGAs and
consume lower logic resources has become an urgent problem to be solved.

Loi, K. C. et al. designed a unified ECC coprocessor based on DSP48E slices of Xilinx FPGAs, which
efficiently evaluates a wide range of elliptic curve pointwise multiplication (ECPM) performances
and combines with an extensible finite-domain arithmetic block to further improve the
competitiveness of the proposed ECC coprocessor in terms of timing performance and hardware
resource utilization [22]. Mehrabi, M. A. et al. present a low power, low area FPGA implementation of
ED25519 and CURVE25519 scalar multiplication for IoT applications, designing a high base
interleaved mode multiplication algorithm to reduce the complexity of the hardware implementation,
which improves the efficiency of the modulo operations while reducing the dependence on the large
integer multipliers of the FPGA DSP module [23]. Kashif, M. et al. developed an elliptic curve
cryptoprocessor with high hardware utilization and low power consumption, which is capable of
implementing scalar multiplication on standard NIST curves over Galois binary domains using
polynomial bases, which is convenient for resource constrained low area and low power embedded
system applications [24]. Venkataraman, K. et al. security and computational cost aspects, explored
the improvement scheme of elliptic curve digital signature on FPGA, proposed Keccak-f1600
algorithm, which effectively reduces the computational effort of the improved ECDSA algorithm and
solves the problem of signature forgery by utilizing the concept of hidden generating point, which
brings the [oT devices with higher security and smaller computational resource consumption [25].
Hossain, M. R. et al. proposed a hardware architecture that can implement prime domain modulo
operations on FPGAs, and experiments have shown that the proposed architecture achieves better
performance in terms of throughput rate as well as resource utilization, and is able to significantly
improve the efficiency of the ECC processor [26]. Islam, M. M. et al. investigated the implementation
of a high-speed, low-area, side-channel attack-resistant ECC processor in the prime domain on
FPGAs by introducing a digital signature scheme, EdDSA, and a hardware architecture that supports
256-bit dot product, which enables the proposed ECC processor to achieve fast scalar multiplication
operations with high security at a low hardware utilization [27]. Wang, D. et al. established an
efficient low-latency elliptic curve cryptographic architecture based on the NIST- p 256 prime
number domain by incorporating the fast partial Montgomery reductive algorithm into the
modulo-square unit of the architecture and letting it run in parallel with the modulo-multiplication
operation, which greatly improves the speed of the dot-multiplication operation in the ECC processor
[28].

Given the backdrop above, and leveraging the parallel execution characteristics of FPGA
(Field-Programmable Gate Array), there is a pressing need to research and design a hardware
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encryption transmission system based on FPGA for elliptic curve cryptographic algorithms. Such
research holds significant theoretical value and practical implications for advancing the security of
the [oT ecosystem.

2. System Analysis and Design Approach

[oT (Internet of Things) systems typically comprise sensing units, network transmission units,
platform management units, and higher-level application units. Data security is often compromised
in the network transmission unit, either through theft or damage. By analyzing the structure of the
IoT system in conjunction with the characteristics of data encryption algorithms, innovative research
can be conducted on some of the key technologies within the encryption algorithm implementation
process, introducing a unique architectural approach. Utilizing FPGA programming, the system
design can be realized.

With the FPGA serving as the central control unit, SPI, UART, and other interfaces are designed in
the Verilog language based on the /0 requirements of the [oT terminal devices. This completes the
design of the interface modules, making them easily upgradable, modifiable, and highly flexible. Data
from the IoT sensing unit's transmission terminal is connected to the FPGA's dedicated external
interface through USB/SPI interfaces. Once data is collected inside the FPGA, the elliptic curve
encryption and decryption module, also designed in the Verilog hardware description language,
handles the data encryption and decryption processes. The encryption module, decryption module,
key expansion module, and interface module are integrated according to encryption rules and
solidified into the FPGA chip, culminating in the hardware design of the encryption system. By
utilizing the FPGA's embedded processor core, relevant IP core resources, and integrating with the
4COS-II operating system, an embedded programmable on-chip system is constructed. The TCP/IP
protocol is ported onto the #COS-II platform, transforming encrypted data into TCP/IP protocol
data packets. These packets are then sent to the FPGA's internal Ethernet interface circuit module
and subsequently transmitted to the cloud server. The overall architecture is illustrated in Figure 1.
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Fig. 1. Architecture of Elliptic Curve Cryptography Algorithm Hardware Encryption Transmission System Based on
FPGA
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3. Binary Finite Field Elliptic Curve Encryption Algorithm

The elliptic curve equation evolved from Weierstrass elliptic functions. The aforementioned elliptic
curve is continuous and cannot be used directly for encryption. To make it applicable, the curve must
be converted into discrete points, defining these points on a finite field K. The elliptic curve
equation on field K isrepresented as:

Y +axy+ay=x +a,x +a,x+a, (1)

Where coefficients a,,a,,a;,a,,and a, are all elements of field K. The finite field X mainly
includes two scenarios: the characteristic of the field being equal to 2 or 3, and the characteristic of
the field being different from 2 or 3.

If the characteristic of field K is neither 2 nor 3, then through a compatible transformation,
equation (1) can be converted to the curve equation as follows:

Y =x+ax+b (2)

If the characteristic of field K equals 2, two situations need to be considered depending on
whether @, isnotequaltoOor &, isequalto0.Through compatible transformations, equation (1)
can be respectively transformed into curve equations (3) and (4) as below:

Y +xy=x"+ax’ +b (3)
Y +ey=x+ax’+b (4)

If the characteristic of field K equals 3, two situations also need to be considered. By compatibly
transforming equation (1), one can obtain the non-super singular curve equation (5) and the super
singular curve equation analogous to equation (2).

Y =x+ax’ +b (5)

From the Perspective of Hardware Implementation: Binary Finite Field Elliptic Curve
Cryptography

Considering the ease of hardware implementation, the binary field is the most suitable approach,
as the computation process only involves binary shifts and bitwise modulo-2 addition. Consequently,
equation (3) was chosen as the elliptic curve encryption equation for this system. For users A and B
engaged in network data communication, the encryption and decryption process using the elliptic
curve algorithm is as follows:

1) User B, based on the binary finite field F" melliptic curve equation £E(a,b) ,
y*+xy=x"+ax’ +b selects appropriate parameters a and b within the binary finite field F£".
Furthermore, a point on the elliptic curve is chosen as the base point G. For security reasons, the
coordinates of point G should be sufficiently large.

2) User B then randomly selects a large number & as a private key and generates the public key
P, =kG

3) User Bsends E(a,b), the public key PB, and G to User A.

4) Upon receiving the public information, User A encodes the plaintext to point M on £(a,b),
generates a random integer r, and then calculates C,=M +rP; and C,=rG to complete the
encryption. Subsequently, the encrypted text C1 and C2 are sent to User B.

5) Upon receiving C, and C,, User B retrieves the encoded effective data information M from
User A by performing the operation C, -kC,.

Throughout the encryption and decryption processes, the hardware implementation of the elliptic
curve algorithm can be divided into two parts: the Finite Field Operation Module and the Elliptic
Curve Operation Control Module. The Finite Field Operation Module primarily encompasses finite
field multiplication, finite field addition, finite field squaring, and finite field modular inversion. The
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Operation Control Module includes point addition, point doubling, and point multiplication.
4. Algorithm Design for Binary Finite Field Operation Module

The finite field operation module primarily consists of finite field multiplication, addition, squaring,
and modular inversion. In binary finite fields, the addition operation is executed bit by bit without
the need for carry forwarding. As a result, to obtain the sum, one only needs to perform a bitwise
XOR operation on the two operand binary sequences. In hardware implementation, this operation
requires only XOR gates, eliminating the need for adders. Multiple XOR gates can execute in parallel,
enhancing the overall execution efficiency.

4.1. Binary Finite Field Multiplication

Finite field multiplication is a crucial unit in the entire design process. An efficient multiplication
algorithm is imperative for enhancing the processing speed of elliptic curve encryption and
decryption. The entire multiplication procedure primarily consists of two parts: multiplication and
modular reduction. When implementing with hardware circuit design, it's considered that the
elements of binary finite field

2 F" are represented by polynomials. Let the reduction polynomial be represented as:
f(x)=x"+r(x), where deg(r)<m-1, and r(x) is the remainder polynomial. In the finite field
FE", elements are represented by binary polynomials up to a degree of m-1. A conventional
approach to designing a multiplier involves directly multiplying two operands of width m. The

product is then modulated by the reduction polynomial f(x). This method requires a register of

width 2m to store intermediate results, resulting in a relatively lower algorithmic efficiency and an
excessive consumption of hardware resources. To improve the algorithm's execution efficiency, the
multiplication operation is transformed into shift-add operations. This shift-add implementation for
field multiplication is established based on the formula (6):

a(x)b(x)=a, x""b(x)+..axb(x)+..+axb(x)+ab(x) (6)

While iterating over i in the range i€[0,m) to calculate x'b(x) mod f(x), if @ =1, the
result is added to the accumulator. The left shift operation for b(x) is achieved through b(x)_ X
mod f(x). As the shift takes place, if the highest order bit b, is 1, the remainder polynomial
r(x) is appended to b(x), The specific algorithm is as follows:

Input: Binary polynomials a(x), b(x) of degree less than m.

Output: ¢(x)=a(x).b(x) mod f(x)

Step 1:If a, =1, then c=b; otherwise, c=0.

Step 2: Define a variable
i from 1 to m-1, and repeatedly execute the following operations:

b=bxmod f(x).If a,=1,then c=c+b.
Step 3: Return c.

This method is also highly suitable for hardware implementation. A single shift of the vector can be
accomplished within one clock cycle, without requiring any logic units.

4.2. Binary Finite Field Squaring

Binary finite field squaring is actually a special case of finite field multiplication, where a (x) = b(x) .
Since —1=1 in the binary domain, for all ain £, we have @ =-a. After squaring in the binary field,
many intermediate terms with identical coefficients and powers of x cancel each other out, leaving
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only terms with even powers of x. Hence, squaring a polynomial within the binary finite field is a
linear operation and is faster than the multiplication of any two distinct polynomials.

For: a(x)=a, x

m—1

i
+...ax +...a, x+a,,
2 2m-2 2i 2
Then: a(x)" =a, x" " +...ax" +...a, x" +aq,.

Based on the above characteristics, the squaring operation in a binary finite field can adopt the
"alternate zero insertion" method. This involves inserting a zero every other bit, starting from the
least significant bit, in the binary representation of a(x)_ This process doubles the width of ¢, to
2m—2 bits. The expanded result is then taken modulo the reduction polynomial f(x) to produce
the final outcome. This insertion method takes full advantage of the computational property a4 =-a
within the binary finite field. It quickly derives the result, denoted c(x), and is more efficient than
the binary finite field multiplication algorithm presented in section 4.1. However, it requires a
storage unit with twice the width of) a(x) to store the intermediate results.

By examining the modular arithmetic properties of finite field polynomials, we can deduce that the
modulus of the polynomial equals the sum of the modulus of its subterms. Based on the five fast

reduction polynomials f(x) recommended by NIST in FIPS 186-2 and considering system features,
we choose the maximum data width to be 233 bits. To reduce storage space, the trinomial
f (x)=x233+x74+1 is selected as the reduction polynomial. After iteratively calculating

¢;(x).x'mod f'(x), we observe that as i ranges from 0 to m-1, the effective data items after

reduction exhibit a diagonal relationship. By further analysis, the algorithm can be optimized. The
final algorithm is as follows

Selection of Reduction Trinomial: f (x)=x+x"+1

Input: DIN[232:0]with a data width of 233.

Output: DOUT[232:0] with a data width of 233, where DOUT = DIN’ mod f (x),
1) For i ranging from 0 to 74, incremented by 2, execute

DOUT[i] _ DIN[i]DlN[196+i>>1)] :

2) For i ranging from 1 to 74, incremented by 2, execute
DOUTi]=DIN[117+(i-1) >>1];

3) For i ranging from 74 to 146, incremented by 2, execute
. :lDIN[196+(i—74)]

)

DOUT]i] = DINB
4) For i ranging from 75 to 232, incremented by 2, execute
DOUTI(i]= DIN[154+ (i —75) >> 1]D1N[196+i>>1] ;

. i
5) For i ranging from 148 to 232, i =i+ 2, incremented by 2, execute DOUTT[i]= DIN {E]

6) Output DOUT[232:0].

Given the inherent parallelism of FPGA, steps 1 to 5 of the above algorithm can be executed in
parallel through dataflow descriptive statements. They can be completed within a single clock cycle,
and the resource consumption is at most m XOR gates. This results in minimal delay and significantly
enhances execution efficiency.

4.3. Binary Finite Field Modular Inversion

In elliptic curve encryption algorithms, division operations are involved. Such operations can be
transformed and implemented through multiplicative inverses. For the binary polynomial a(x) eF",
if g(x) is the multiplicative inverse of a(x) in F)", then a(x)g(x)=1 mod f(x) The inverse of
a(x) can be directly expressed as a’ (x) The extended Euclidean algorithm for polynomials can
efficiently compute the multiplicative inverse. The specific algorithm is as follows:
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Input: A non-zero binary polynomial a(x) with a degree of at most —1m—1.
Output: a(x)fl mod f'(x);

1)Set u=a, v=f,

2) Initialize g =1 g,=0;

3) While #1lu =1, repeat the following:

(1) j=deg(u)-deg(v);

(2)If <0/<0 then u<->v, g <->g,,j=-j;

(3) u=u+x'v;

(4) g =g +xjg2}

4) Return 1 g, which is the computed inverse.

5. Elliptic Curve Arithmetic Control Module Algorithm Design

Elliptic curve-based encryption systems primarily depend on the arithmetic operations of points on
the elliptic curve. The main operations include: point addition, point doubling, and point
multiplication.

5.1.  Elliptic Curve Point Addition and Doubling Operations

Based on the previously selected binary finite field F" melliptic curve equation

E(a,b):y* +xy=x"+ax’ +b, appropriate parameters a and b are chosen within the binary finite field
F". For point addition, consider two points P =(x,,»,) GE(Fzm) and Q=(x,.y,) eE(Fz’”), where
P#+Q . The sum P+Q is denoted as K(x;,y;)e E(Fzm) . The coordinates of K(x;,;) are

Yty
calculated as follows: x, =A*+A+x +x,+a andy; =A(x +x)+x,+, where, 4= ((xl +x2;'
1 2

For the point doubling operation, which is essentially when P =0, for a point P(x,,y,) € E(Fz'”),
where P#-P , the result of 2P=(xj,y;)e€ E(Fzm) is calculated as: x,=A’+A+a and

X +y
y, =X, +Ax, +x; Where, 4 =M_
X
While the definition of point doubling is different from point addition, they are fundamentally the
same at their core, and they both utilize the same hardware resources and computation time.
Moreover, these two operations will not appear simultaneously during the group operation process.
Therefore, combining their functionalities can lead to efficient hardware resource sharing and

time-division multiplexing.

5.2.  Elliptic Curve Point Multiplication Operation

For a point P(x,y) EE(FZ'"), the multiplication of point P with an integer & is denoted as 4P,
which is equivalent to adding point P k& times, termed as point multiplication. The elliptic curve
point multiplication operation is based on finite field operations, point addition, and point doubling.
Implementing point multiplication in hardware can significantly enhance the efficiency of the
encryption processing system, requiring an effective combination of efficient algorithms and
hardware structures. Currently, there are three main algorithms for point multiplication operation.
The first algorithm is the traditional left-to-right binary method, where k is bitwise shifted, and
point addition or point doubling is performed on P based on the value of each bit. Fora & with a bit
width of m, this algorithm approximately requires m/2 point additions and m point doubling
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operations, making it inefficient and storage-intensive, hence rarely used.
The second algorithm is the Non-Adjacent Form (NAF) algorithm. The main idea behind this

algorithm is as follows: for P =(x,y)e E(Fzm), them—P = (x,x+ y), making subtraction as efficient
as addition for elliptic curve points. This allows the use of signed digit representation & = Z:) k2,

where k& belongs to kE{Oil}, with k" #0. This forms the Non-Adjacent Form (NAF) of a

positive integer k, with no two consecutive digits being non-zero. The digits of NAF(k) can be
obtained by continuously dividing k& by 2, allowing for remainders of 0 or +1+1. If k£ is odd, the

(k-r)
2

0. Finally, the binary representation of & is replaced with NAF(k) to improve the left-to-right binary
point multiplication algorithm. The NAF algorithm can reduce the expected runtime to /3m/3 point
additions and m point doubling operations but increases the consumption of hardware resources for
redundant encoding circuits.

The third algorithm is based on the Montgomery method, utilizing the LD projection coordinates
to implement point multiplication operation on non-supersingular elliptic curves
y*+xy=x"+ax’ +b in the binary field. An advantage of this algorithm is that it doesn’t require
additional memory and operates the same way in each iteration of the main loop, enhancing
resistance to timing analysis and power analysis attacks. After comparison, this method is selected
for the system to implement point multiplication operation. The specific implementation of
Montgomery point multiplication is as follows:

Input: k=(k,....k,k,),, where k,_,=1P= (x,y) € E(Fzm )’k <n,
Output: AP.

1) Compute (P2P), X, =x,Z, =1, X, =x*+b,Z, =x’;

2) For i fromt-2 to 0, repeat the following steps:

() If k, =1.then

Tr=27,2 :(XIZZ +XZZI)2 X, =xZ,+ X, X,TZ,
T=X,X,=X,+bZ},Z,=T"Z,

(2) Otherwise:

r=2,,7, :(XIZZ +X221)2 X, =xZ,+ X, X,ZT

T=X,X =X+bZ!,Z, =TZ}

remainder r belongs to 7 € {—1,1} , ensuring the quotient is even, making the next NAF digit

1

X, =—=
3) X Z,

4) y, = (x+§11)[()(1 #x2))(X, +32,)+ (¥ +3)(2,2,) | (:2,2,) "+ y

5) Return (x3,y3).

During the implementation, considering the slow speed of a fully serial structure multiplier and
the large hardware overhead of a fully parallel structure, a hybrid serial-parallel structure is adopted
within the FPGA, taking into account its internal resources. This approach performs N iterative
operations of addition, left shift, and reduction in each clock cycle. This method not only achieves a
manifold increase in speed compared to a serial structure but also addresses the hardware overhead
issue.

6. Hardware Implementation and Simulation Verification

Through the design and analysis process of the elliptic curve encryption algorithm, it can be seen
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that the entire process mainly involves point addition and point multiplication operations. Among
them, point multiplication operation is at the highest level in the entire encryption and decryption
operation hierarchy, and resource consumption and efficiency of the entire elliptic curve encryption
and decryption are very important. On a computer platform with a quadcore 3.2GHz processor and
16GB of memory, the XC5vIx30t-2ff665 programmable FPGA chip of the Virtex 5 series from Serex is
selected as the main controller based on the scale of the algorithm. In the ISE Design Suite 14.7
integrated open environment, a top-down modular design method is adopted and Verilog language is
used to implement the elliptic curve encryption and decryption point multiplication algorithm
design, Asshown in Figure 2:
4 e , fovm |y meme:

esizn
View: @) {8 Inplementation (O M Simulation

| Location D: \ECC\ECC
{ Working directory Bt VECC\EC
| | Hierarchy
| & § Ecc
= E1 xcSvix30t-2ff665
# [¥]dt ARS_PointMult TOP (ARS_PointMult_T|
E ecc_decode_2bit (ARS_ecc_2bit.v)

Description:

Project Settings

[¥) ecc_encode 2bit (ARS_ecc_2bit) Property Name Value A
4 3 E flat decoder_tb (ARS_reed solv) Top-Level Source Tvpe HDL
i [¥] gf math_tb (ARS_reed_sol.v)
= i1 [v] reed_sol_tb (ARS_reed_sol.v) Evaluation Development Board None Specified v
# [V] soft_ecc_ram_16bit (ARS_soft_ecc_ram_1 | Product Cateqory All v
¥ soft_ecc_ram_32bit (ARS_soft ecc_ram 3 | Family Virtex5
i [v] soft_ecc_ram_64bit (ARS_soft ecc_ram € | Device XCSVLX30T
& soft_ecc_ram_8bit (ARS_soft_ecc_ram_8t | package FF665
. [ﬂ syndrome_tb (ARS_reed_sol.v) | | Speed -2
P | #) Ho Processes Rumning
- Svnthesis Tool XST (VHDL/Verilog)
{, | No single design module is selected. Simulator Modelsim-SE Verilog
{|@ § Design Utilities Preferred Lanquage Verilog v
e Property Specification in Project File Store all values

Fig. 2. The Project Settings

The ViewRTL Schematic result after Synthesize is show in Figure 3:

ARS PointMult TOP
K | {_PM_VALID

—4
ARS_PointMult TOP

Fig. 3. The ViewRTL Schematic result after Synthesize

The analysis report on resource utilization is shown in Table 1:
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Table 1. Statistical Table of Resource Occupation

Selected Device: xc5vIx30t-2ff665

Number of Slice Registers 45 outof 19,200 1%
Number of Slice LUTs 50 outof 19,200 1%
Number used as logic 50 outof 19,200 1%
Number of LUT Flip Flop pairs used 66
Number with an unused Flip Flop 21 out of 66 31%
Number with an unused LUT 16 out of 66 24%
Number of fully used LUT-FF pairs 29 out of 66 43%
Number of unique control sets 12
Number of slice register sites lost to control set restrictions 31 outof 19,200 1%

Combined with the third-party emulator Modelsim to complete the point multiplication operation
function for simulation verification, two groups 233 coordinates and k values were selected:

First Set:

DINx =233'h17232BA853ATET314AF129F22FF 4149563 4419C26 BF 50 AAC9D6 EEFAD6126 ;

DINy =233'h1DB537DECE819B7FT70F555467C427ASCD9BF18AEBOBS6EOC11056 FAE6 A3 ;

K =233"'h8000000000000000000000000000069 D5 BB915BCD46 EFBIADSF173 ABDE ;

The resulting coordinates after obtaining point multiplication are:

DOUTx :233'h17232BA853 ATET31AF129F22FF 4149563 4419C26 BF 50 AAC9D6EEFAD6126;

DOUTy :233'hA961C769D267CAEDFETCA84830333 DAE3FES48806 ESCACSCTEB9578785 ;

The first simulation results are shown in the Figure 4:

» W DouTy[232:0] | ¢

1% pm_vaLD
1 cix
1% RST N

Fig. 4. The first simulation results

SecondSet:

DINx =233"h17232BA853ATET31AF129F22FF 4149563 4419C26 BF 50 AAC9D6EEFAD6126 ;
DINy =233'hA961C769D267CA4EDFETCA84830333DAE3FE848806 ESCACSCTEB9578785 ;

K =233"h 5232B4353A7TE3DF2 AF129F4DA4314958 FA2419DE26BF 50 A4 ACEEFADE?S ;

The resulting coordinates after obtaining point multiplication are:

DOUTx: 233'h 60763B0C91DAC37F10E57C1E889B3B6DTDD25E5A6A3E9072160C52460F ;
DOUTy :233'h 2FB152CDB980F 34747 A03BA4A3BAETD37A95BB4B73130B18F82747B127 ;

The second simulation results are shown in the Figure 5:
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B DouU[232:0]
B pouty[232:0]
1§ Pv_vaLD

1 cx

Fig. 5. The second simulation results

The simulation experiment results show that the maximum execution frequency is 372.686Mhz,
and the time to complete a point multiplication operation is 3328 &5, Greatly improved algorithm
implementation efficiency.

7. Conclusion

Combining the programmable and parallel running characteristics of FPGA, a hardware encryption
system based on FPGA elliptic curve cryptography algorithm is studied and designed, and innovative
research is conducted on some key technologies in the implementation steps of the encryption
algorithm. (1) During the entire encry- ption and decryption process, the algorithm is divided into
two parts: a finite field op- eration module and an operation control module. (2) Using binary
sequences of two operands for bitwise XOR operations to implement addition operations on binary
finite fields, multiple XOR gates are used for parallel execution to improve execution efficiency. (3)
Transforming binary finite field multiplication operations into shift addition operations, achieved
through iterative accumulation combined with left shift operations, improves algorithm execution
efficiency. (4) The binary finite field square operation adopts an improved algorithm based on the
interval zero interpolation algorithm, and selects the maximum data width of 233 bits according to
the system characteristics. The trinomial f(x) =x+x™+1 is selected as the reduction
polynomial. Parallel execution of data flow description statements in FPGA improves algorithm
execution efficiency. (5) Convert division operations into multiplication inverse operations, using the
extended Euclidean algorithm of polynomials for implementation. (6) Using the Montgomery
algorithm, point multiplication is achieved using LD projection coordinates.

In the process of implementing point multiplication in FPGA hardware, a hybrid implementation
scheme of serial and parallel is adopted to complete N iterations of accumulation, left shift, and
reduction operations within a single clock cycle, which can greatly improve the computational speed
and reduce hardware overhead. Through comprehensive simulation verification in ISE Design Suite
14.7+Modelsim, the results show that the algorithm system has high execution efficiency and
moderate resource consumption. It can provide a basis for encrypted transmission of [oT data.
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