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ABSTRACT

In wireless sensor networks in industrial control systems, wireless communication security is
challenged due to the broadcast nature of the wireless channel, where information is more easily
eavesdropped by illegal nodes on the network. The article establishes a secure communication system
based on ZigBee wireless communication technology applied to wireless sensor networks in industrial
control systems. In order to improve the secure communication performance of wireless sensor
networks, this paper combines the Merkle tree with the pTesla protocol to establish a key management
scheme for wireless communication. Then from the node trust degree, the node two-way
authentication mechanism for data transmission is constructed by combining the digital signature
algorithm. For the effectiveness of the secure communication mechanism of wireless sensor networks,
this paper carries out data analysis through performance testing. The key management scheme takes
about 17.37 ps and 3.24 ps to add and revoke a key, respectively, and the local optimal value of user
time consumption is 7.26 s when the connectivity frequency is 12 min and the revocation threshold is
60. The average value of the node bidirectional authentication mechanism can reach 96.17% for the
accuracy of identifying the malicious nodes in the wireless sensor network, and the bit error rate is
lower than 0.5 % for the communication transmission with the mesh topology. The bit error rate is
less than 0.1%. The introduction of Merkle tree and digital signature algorithms into the construction
of secure communication mechanisms in wireless sensor networks can significantly improve the data
transmission security performance of industrial control systems.
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1. Introduction

At the end of the 1990s, with the modern sensor equipment upgrades, the generation of a variety of
wireless communication technologies and microelectromechanical systems technology, and other
emerging technologies, which are interconnected and integrated with each other, the sensors are
becoming more and more intelligent and smaller, along with the development of network technology,
and then to the direction of networking [1-3]. A large number of miniature sensors are interconnected
through the network to form a self-organizing network system - wireless sensor network, this kind of
network can be in the collection of all the data information to be sensed within the network coverage
area, and then through intelligent algorithms will be collected to process the data obtained, and finally
the processed data will be saved in the network database, the user Finally, the processed data is stored
in the network database, and users can access the database information to obtain the required
information [4-7].

Industrial control automation technology is widely used in factory production lines, to increase
production output, improve product quality and reduce energy consumption to provide important
technical support, it is based on the principle of automatic control as the basic theoretical framework,
combined with instrumentation technology, computer technology, etc., to realize real-time monitoring,
real-time operation, real-time management of the whole process of production [8-11]. It mainly
includes three major parts of industrial automation software, hardware and system [12].

The communication technology, coverage scale, and application areas used in wireless networks are
different, so there exist a variety of classification methods [13]. According to the form of network
organization, they can be classified as structured networks and self-organized networks [14].
Structured networks have a fixed communication infrastructure, are responsible for the access and
authentication of wireless terminals, and provide network services, such as wireless cellular networks
and wireless metropolitan area networks (WMAs), etc. Self-organized networks are organized
according to a spontaneous form of networking, and there is no unified management mechanism, and
nodes collaborate to provide services according to a distributed strategy, including mobile networks
and sensor networks. In contrast, self-organized networks (especially sensor networks) face greater
security and privacy risks due to the lack of network architecture and unified management mechanism
support [15-18].

According to coverage, transmission rate and usage, wireless networks can be further categorized
into, wireless wide area networks, wireless metropolitan area networks, wireless local area networks
and wireless personal areas [19]. The basic security threats to wireless networks include information
leakage, integrity breach, denial of service and illegal use [20]. These four basic security threats must
be countered with appropriate security measures to achieve the four basic security goals of
confidentiality, integrity, availability of information and legitimate use of resources [21-22].

Wireless networks have already brought us a lot of convenience in our life and work, and at the same
time it also brings great challenges in information security. In order to solve the above challenges,
institutions of higher education, research institutes and companies in various countries have invested
alot of human and material resources into the research of network security [23]. As aresearch hotspot
and difficulty in today's information field, network security involves the intersection of several
disciplines, including key management, secure routing, intrusion detection, and many other
techniques need to be studied in depth [24]. Among them, privacy protection, secure reprogramming,
user authentication, trust management, and network secure communication architecture are the most
critical security techniques affecting the successful implementation of wireless networks and are the
basis of many security operations [25].

Wireless sensor network is one of the hotspots in today's research, which is widely used in different
industrial fields such as industrial production, environmental monitoring, etc. Its communication
mechanism is the basis to ensure the safe and stable transmission of data. This paper is oriented to the
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wireless sensor network architecture and energy transmission mode, combined with ZigBee
technology to establish a secure communication system for wireless sensor networks. Based on the
key list to establish Merkle tree, then combined with the pTesla protocol to build the data transmission
key management scheme for wireless sensor networks. Based on the node behavioral trust degree, the
node two-way authentication mechanism for secure communication is constructed by introducing
digital signature algorithm. In order to verify the application effectiveness of the secure
communication mechanism, performance tests are carried out from the perspectives of key
management and node authentication, respectively.

2. Secure communication framework for wireless sensor networks

Industrial control system refers to the collection of personnel, hardware, strategy and software that
play a role and influence on the safety, information security and reliable operation of industrial
production process, including centralized control system, supervisory control and data acquisition
system, programmable logic controller, remote measurement and control unit, and related
information system such as human-machine interface. With the development of informatization and
industrialization, industrial control systems are widely used in national defense and military industry,
rail transportation, electric power grid, petrochemical industry, water conservancy and reservoirs, and
other key industrial control industries related to the national economy and people's livelihood, due to
its complexity and diversity, the secure communication of wireless sensor networks in industrial
control systems is also faced with threats from various aspects.

2.1. Wireless Sensor Network Architecture and Transmission

2.1.1. Wireless Sensor Network Architecture. In a typical wireless sensor network (WSN), it usually
includes sensor nodes, aggregation nodes, and task management nodes [26]. The wireless sensor
network architecture is shown in Fig. 1. This kind of network, which is composed in a self-organized
form, transmits data to the aggregation node through multi-hop relay, and finally connects to an
external network, such as the Internet, UAV, or satellites to transfer the collected data in the whole
monitoring area to the receiving node of the remote task for centralized management and information
processing, while the user at the far-end can carry out the required configurations and management
of the sensor network in the monitoring area through the corresponding management node The user
can configure and manage the sensor network in the monitoring area through the corresponding
management node at the remote end.

External networks (UAV,

satellite communications Sensor nodes

network, Internet, etc.)

A

A
Remote task
Users
management
<—>» Data transmission or
—>» signaling interaction

Monitoring objects Sensing area

Fig. 1. Wireless sensor network architecture

Wireless sensor nodes are generally composed of four parts: sensor module, processor module,
wireless communication module and energy supply module. The sensor module is responsible for the
collection of information and data conversion in the monitoring area. The processor module is the
brain of the entire node, responsible for controlling the entire sensor node data storage and processing
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of its own collected data as well as data sent by other nodes. Wireless communication module is
responsible for wireless communication with other sensor nodes, exchange control information and
send and receive collected data. The energy supply module provides energy for the sensor nodes to
run, usually powered by miniature batteries.

In sensor networks, the vast majority of sensor nodes are usually a miniature embedded system
with relatively weak computational, storage and communication capabilities, powered by batteries
carrying limited energy. In terms of functional roles, each sensor node has a dual function. Both with
the traditional network terminal and router functions, on the one hand, can be near the region of the
information collection and data processing, but also shoulder the other nodes of the network
forwarded to the data management, storage, fusion and forwarding and other tasks.

2.1.2. Network Energy Transfer Model. Depending on the distance between the wireless sensors,
between the wireless sensors and the base station, and between the receiver and the transmitter, the
energy consumption of the wireless communication of the sensor nodes in the network will be chosen
to use both the free-space propagation model and the multipath fading model. If the distance between
the receiver and the transmitter is less than a certain threshold value d,, the free space model will be
used for energy consumption; if the distance between the receiver and the transmitter is greater than
a certain threshold value, the multipath fading model will be used for energy consumption. In this way,
the energy consumed by this wireless channel if it sends a 1 Byte data message to a receiving device
that is separated by a distance of d is:

ETx (Z’d) = ETx—elec (Z) + ETX—W”P (l’d)
_ lEelec + ngsdz d < do (1)
B, +1e,,d" d>d,

elec

The energy consumed to receive 1Byte of information is:

E,(I)=E,ed, = IE (2)

Where E.(/,d) represents the energy consumption at the transmitter side, £, (/) represents
the energy consumption at the receiver side, £, representsthe energy consumed by the transmitter
circuit, €4 and ¢,, representthe amplifier coefficients, while d, is the critical distance.

The borrowing point aggregates 7 1Byte messages and the energy consumed is:

E,, =mlE, (3)

Where, E, represents the energy consumed to aggregate a unit bit of data.

So when d>d,, E >E;, ie., the energy consumed in a single hop is greater than the energy
consumed in multiple hops.

So when the transmission distance is greater than the critical value d,, the multi-hop approach is
more efficient in utilizing the energy in the wireless sensing network and prolongs the survival life of
the network.

2.2. Secure Communications Program for Wireless Sensor Networks

2.2.1. ZigBee wireless communication technology. Zigbee is a short-range, low-power wireless
communication technology for Internet of Things (IoT) and Machine-to-Machine (M2M) applications.
[t is an open standard, developed by the IEEE, based on the IEEE 802.15.4 standard, and uses low-
power RF technology for low-speed, low-bandwidth data transmission. Its network can be formed into
a network that supports point-to-point, star, tree and mesh topologies, as well as broadcast and
multicast communication methods, with self-organization, self-healing and self-adaptation
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characteristics, which can realize the 1oT applications in the fields of smart home, smart city, smart
transportation, smart healthcare and so on [27].

The Zigbee protocol stack consists of two main parts, the application support sublayer (APS) and
the network layer (NWK). They are responsible for processing application layer data and network
layer data respectively.APS is an optional protocol layer which provides an interface between the high
level application and the underlying network layer.The APS layer processes Application Data Units
(ADUs) and passes them to the network layer. It also provides identification and control of devices in
the Zigbee network, such as support for security and connectivity. NWK is the core part of the Zigbee
protocol stack, which handles network discovery, routing, and data transfer. It uses the Network Layer
Protocol (NLP) to control the network topology and routing tables while supporting multiple routing
protocols, including those based on centralized routing, distributed routing, and hybrid routing.

In addition, the Zigbee protocol stack includes physical (PHY) and MAC layers, which are responsible
for wireless communication and medium access control. The physical layer handles the physical
medium and wireless signals, while the MAC layer handles the frame format, transmission and
reception of frames, and management of the network topology. Together, these two layers provide
Zigbee networks with low power, low latency, and highly reliable communication characteristics.

2.2.2. ZigBee-based secure communication. In order to realize the secure communication of wireless
sensor network in industrial control system, this paper proposes the secure communication
architecture of wireless sensor network based on ZigBee technology, and its specific framework is
shown in Figure 2 [28]. Among them, the ZigBee network consists of ZigBee terminal devices, ZigBee
router, and ZigBee coordinator, the temperature and humidity data are collected on the sensors on the
ZigBee terminal devices and then the data are aggregated to the ZigBee coordinator, and the
coordinator transmits the data to the server through the serial port. Mobile terminals and PCs can
access the server through the Internet so as to read the environmental data collected by the ZigBee
terminal devices, and they can also give control commands to the ZigBee network through the mobile
terminals and PCs, such as replacing the encryption and hash algorithms, and reading the battery
status of the ZigBee terminal devices, and so on.
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Fig. 2. The security communication framework based on Zigbee

The process from sensor collected data to data processing transmission and data reception
unpacking is:
1) The ZigBee end device reads the sensor data collected by the sensor.
2) The ZigBee end device node processes the data according to the predefined encryption algorithm.
If the data does not take any security measures, the packet Payload field is sensor data plaintext at this
time. If the data packet takes security transmission measures, the corresponding encryption and hash
algorithms are used to securely process the data to be transmitted to obtain the ciphertext and hash
value, and the hash value is the result of hashing the plaintext of the data to be transmitted.
3) ZigBee end device nodes group packets and send them according to the secure communication
packet format.
4) The ZigBee coordinator receives the wireless sensing packet from the terminal and parses the data
according to the contents of the data header. If the values of the encryption and hash fields are not zero,
the corresponding decryption algorithm is used to decrypt the data and check whether the data has
been tampered with by recalculating the plaintext hash value. The packet unpacking operation can
also be placed on the backend of the server, where the coordinator only acts as a data forwarder.

3. Secure Communication Mechanisms for Wireless Sensor Networks

With the deepening of research and the development of related hardware technology, wireless sensor
networks have been deployed more and more in practical applications and gradually penetrated into
data-sensitive fields such as military detection and resource protection. The security of wireless
sensor networks is an important guarantee for the implementation of these applications, which
enables wireless sensor networks to exclude the interference of attackers, interact with users normally,
and provide data basis for correct decision-making. However, because the nodes in wireless sensor
networks are limited by energy, storage space, computing power and their own security, it makes
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ensuring the security of wireless sensor networks a great challenge. How to develop an efficient secure
communication mechanism based on the characteristics of wireless sensor networks has become a
current research hotspot.

3.1. Merkle Tree Based Key Management

3.1.1. Merkle trees. Merkle tree is a fully binary tree with nodes consisting of Hash values. Where
the leaf node value is the Hash value containing the data and the intermediate node value is computed
from the Hash values of its two child nodes as parameters [29]. For effective and secure
communication in wireless sensor networks, this paper establishes the basic reactor Merkle tree and
sensor Merkle tree based on existing research. The details are as follows:

1) Reactor Merkle Tree. Construct N leafnode L,---Ly, each leaf node corresponds to a reactor in
the wireless sensing reaction network. The Hash value @ of each leaf node contains the identity id
and public key of that reactor. After building the leaf nodes, build the whole reactor Merkle tree from
leaf to root, counting the node values:

(L, ) =Hash(id,, pk,) fori=1,---,N (4)
The intermediate node values are denoted as:
© (W)= Hash(® (V)| (V) (5)

2) Sensor Merkle Tree. In addition to the leaf nodes containing information about the identity,
deploymentlocation and public key of this sensor node, the sensor Merkle tree is built in the same way,
where the leaf node values can be expressed as:

CD(Li):HaSh(idi@loci,pkl.)forizl,...,M (6)
The intermediate node values can be expressed as:

O = Hash((D(V,ef,)

(V) ™)

3) Merkle tree public key authentication process. Let Alice's public key be pk, L is Alice's
corresponding leaf node in the Merkle tree, A isthe path fromleafnode L totherootnode. H is
the length of A, which is the Merkle tree height. For each node ve A on the path, Alice sends @®
(v's sibling) and their public key pk to Bob, we use 4,,4,....4, to denote these ® values and call
these @ values evidence. To authenticate Alice's public key pk (let Alice's identity be id and her
location be loc), Bob computes the Hash (ZOC@IOC,pk) and then reconstructs the Merkle tree R’
using this Hash value and the evidence 4,4, ....4, by setting the Hash value of the root of R’ to be
®(R’). Bob will trust that the pk public key is Alice's public key only if ®(R')=®(R).

3.1.2 Merkle tree construction. In order to enhance the performance of secure communication in
wireless sensor networks, this paper constructs a Merkle tree structure based on a key list based on
blockchain technology.The Merkle tree is used to summarize all the keys in a block, and at the same
time generates a digital fingerprint of the entire key list, and provides an efficient way of verifying
whether a certain key exists in a block.

Generating a complete Merkle tree involves recursively hashing the hash values, with each non-leaf
node having two child nodes that are hashed together based on the 256-bit hash values of the two
child nodes in series. In order to resist the length extension attack against SHA256 hash function,
double hashing algorithm is used in Merkle tree, so the time complexity of building a Merkle tree can
be expressed as:

O(n)=Nlog,(N) (8)
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Each block keeps a table corresponding to file information and file key, and is sorted by file
information. When N file information with a file key is inserted into a leaf node of the Merkle tree,
upto log, (N ) calculations are performed to determine whether the block contains the file key. Then:

O(n)=log, (N) 9)

The Merkle tree is constructed from the bottom up, the leaf nodes hold the file information cipher
hash and the file key cipher, the file information cipher hash serves as the unique identifier of the file
in the blockchain. The file key ciphertext is the ciphertext state of the file encryption key.

The hash values of the leaf nodes in the Merkle tree are generated using the following algorithm, if
the file information cipher hash (FICH) and the file key cipher (FR) have been obtained as:

H = SHA256(SHA256(FICH + FR)) (10)

The hash value of a non-leaf node in a Merkle tree is generated using the hash value of two child
nodes, and if there is only one child node, that child node is copied.

Merkle tree in some specific cases there will be a non-leaf node with only one child node, calculate
the hash value of that non-leaf node using the hash value of the child node twice. Then:

H,, = SHA256(SHA256(H, +H,)) (11)

1+1

After the above process, the Merkle tree will finally generate only a 256-bit root hash value
(HH%“H,) to be stored in the Block Header and participate in the calculation of the nonce value in the
Block Header.

SHA256 (SHA256 (PreviousBlockHash + BlockHeader + H + nonce))

142+, +n (12)
<=target

In key storage, it is very common for a single block to have an amount of thousands of keys, and
summarizing any number of keys with the above method will produce a hash value of just 256 bits as
the Merkle root hash value to participate in the calculation of the nonce value of the block. And

according to the characteristics of the Merkle tree, once a key is tampered with, the hash value of its
parent node as well as that of the parent node's parent node will change, and an avalanche effect occurs.

3.1.3. Key management authentication program. Based on the result of Merkle tree construction
based on key list, and combined with the existing puTesla protocol, this paper proposes a secure
communication key management scheme applied to wireless sensor network, which mainly ensures
the effective distribution of node parameters in the sensor network, solves the initialization problem
of node parameters, and realizes the secure communication of wireless sensor network. Its specific
steps are as follows:

1) All nodes request like gateway node, and the gateway node sends all node information under this
gateway to the server.

2) The server assigns parameters to each node, and the parameter format is consistent with the puTesla
protocol, and the parameters are:

Para, =K,

I

Iy lo (13)

Where K, represents the initial key on the key chain, 7, represents the starting synchronization
time, 7, represents the validity period of a key, and J represents the number of intervals for
delayed key release.

3) The server generates a Merkle tree with the parameters of each node as leaf nodes and sends the
root of the tree to each receiving node.
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4) The server returns to the node parameter certificates through the gateway node, which include the
parameters of this node and the authentication path to the root of the Merkle tree.
5) When a node wants to transmit, each transmitting node first sends a message packet carrying a
parameter certificate Para,,, to all the receiving nodes with which it communicates to verify its
identity.
6) The receiving node receives the parameter certificate sent to it by the sending node, uses the hash
function to calculate the authentication path, and compares the calculated tree root value with the
locally stored tree root value M, and if they are the same, it means that the parameter is correct.
The authentication passes. After the authentication is passed the receiving node records the
broadcast parameters of all the broadcast nodes, the broadcast parameters are used to authenticate
the packets broadcast by the broadcast nodes, after that the receiving node authenticates the packets
and the communication between the receiving node and the broadcast node is the same as in the
uTesla protocol.

3.2. Two-way authentication of nodes based on digital signatures

3.2.1. Trustin node behavior. Node trust degree is the degree of subjective trust that a node hasin a
particular behavior of another node. Generally, there exist three degrees of node trust, namely direct
trust, indirect trust and combined trust. Direct trust degree refers to the subjective trust of a node
directly to another node, indirect trust degree refers to the need of a trusted third party to get mutual
trust between two nodes, and combined trust degree refers to the combined effect of direct and
indirect trust degrees to get mutual trust between two nodes. The related parameters are defined as
follows:

IDT,(t) denotes the indirect trust obtained by node i evaluating node J up to ! moments,
P(?) is the number of positive behaviors of node J during node i record ¢ time, N;(?) is the
number of negative behaviors of node J during node i record ¢ time. @ is the security action
coefficient, which is non-negative, F;(¢) indicates the frequency of interaction between node i and
node J up tothe ! moment, and a node can reduce the number of interactions of malicious nodes
and achieve a high level of trust only if it receives multiple favorable comments.

In the calculation of node trustworthiness, to prevent selfish nodes from masquerading as normal
nodes, the time is divided into N time slice, each of size 7, and total time 7 =N *T,

The direct trust degree is calculated as:

250 L
SEOraxS o O 7 (14)
0 i=j

Suppose {K,K,,K;, - ',KN} is a neighbor node of node i and a neighbor node of node J.
1) At the moment f, superimpose the direct trust of node i tonode k, with the following formula:

DT(t)= ﬁ:DTjX (t) (15)

2) The indirect trust of node i tonode J/ atmoment 7, Eq:

ZD (0)-o(k,)
IDT;j(I)— x=1 o7 (16)

Among them, the recommendation trustworthiness of node &, is a)(kx), which is used to prove
that the relevant information of the recommended node is accurate and true.
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3) Bpr is the direct trust weight, B,,r is the indirect trust weight, and the comprehensive trust
degree of node J is calculated as follows:

ch(t):ﬂDTXDT(t)"'ﬂDDTXIDTI;/(t) (17)

4) Set the initial trust threshold of the system to 0.5, if the node's combined trust is less than this value,
the node is not trustworthy, otherwise it is trustworthy.

3.2.2.  Node Bidirectional Authentication Algorithm. In order to improve the secure communication
performance of wireless sensor networks, digital signatures are used to accomplish two-way
authentication between trusted nodes. By using digital signature algorithms and public key
cryptography, it is ensured that the communication between the nodes is secure and reliable and
prevents threats such as man-in-the-middle attacks and information tampering [30]. The use of digital
signatures effectively enhances the confidentiality, integrity and trustworthiness of network
communication. Digital signatures are based on bilinear mapping and the process of applying them to
two-way authentication of WSN nodes is as follows:

Suppose a trusted node i is prejoined to a cluster J after the above authentication, and a unique
ID, is assigned to it when the base station performs the registration operation and transmits the D
of the cluster head node of the cluster to the node as a way of assigning the node a unique private key
Sk = vG(ID,H xi) ,where X, is the solution to the equations owned by the node i.

Node i choosesarandom number 7€ Z, and unfolds a digital signature, viz:

¢, =WS.+nD
¢'=e(D,D)"

1

(18)

Where ¢;, ¢/ are used to denote the 1st and 2nd digital signatures generated by node i
respectively, D denotes the generating element, Z, represents the modulo ¢ integer
multiplicative group, and € denotes the bilinear mapping function.

When nodes implement information exchange, node i sends itself ID;, signature pair {g,»,g',»} ,
and the timestamp ?, atthe time of sending the digital signature together in a package to the cluster
head node J, and the cluster head node J unfolds the digital signature authentication, viz:

e(é/i’D)e(G(IDi "xi)’_Dpub)é/i' (19)

Where G represents the hash function and D,., represents the whole system public key, if the
above equation satisfies the equality condition, then it means that node i passes the authentication
and becomes areal legitimate node. Node i passes the authentication and finds its symmetric key as:

K., =e(WSe,G(ID,[x,)) (20)

Where K, expresses the symmetric key generated by node i to communicate with cluster head
node /, cluster head node J uses its own private key Sek, = VG(IDj ||xj) to derive its symmetric
key as:

K, =e(G(ID,

x, ), WSek,) (21)

Where K, representsthe symmetric key generated by the cluster head node J to communicate
with the node i, which is utilized K, to generate the signature & Zg(K_H) and sent to the
legitimate node / to unfold the verification. The verification formula is g(K,-,_i)g , Where &
represents the hash function {0, 1} —Z,. If the formula satisfies the condition of equality, the cluster
head node J is proved to be legitimate.
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This completes the two-way authentication of node i and cluster head node J, at this time the
wireless sensor network is also known as a high-security network structure, but also produces the
corresponding symmetric key for information exchange.

4. Performance testing and analysis of secure communication mechanisms

Advances in sensor technology, microelectronics technology, network technology and wireless
communication technology have promoted the generation and development of wireless sensor
networks. Wireless sensor networks are capable of accomplishing target monitoring and tracking
tasks in complex environments, and have been widely used in many industrial control fields in military
and civilian applications, playing an increasingly important role. However, the sensor nodes in wireless
sensor networks are easily affected by the external environment, thus affecting their safe
communication performance, how to build a safe communication mechanism for wireless sensor
networks in industrial control systems is a problem that must be solved to ensure that wireless sensor
networks can be widely used.

4.1. Communication key management authentication

4.1.1. Key management performance. The experiments in this section illustrate that the scheme
meets the design goals of high efficiency and smaller space occupation by showing the time overhead
of the key management scheme based on the combination of Merkle tree and pTesla protocol in adding
and revoking a single key under different key number scales and comparing it with the traditional
static and dynamic MHT tree and CAT based schemes. In this context, the scale of the number of keys
is set to 2n, n €[l,15], respectively.Meanwhile, the hash function in the paper is selected as SHA256
and the symmetric encryption algorithm is AES256 algorithm. Fig. 3 shows the comparison results of
key addition time overhead of different key management schemes.

Since the insertion of a leaf node containing a new key in the MHT requires updating the hash values
of the relevant nodes in each layer up to the root node from the bottom up. Therefore, the number of
layers of the MHT becomes progressively larger as the key size becomes larger, while the number of
times the hash function needs to be computed is the same as the number of layers of the MHT. In CAT
scheme, as the left leaf node keeps the key hash value while the right leaf node keeps the key
chameleon hash value. Therefore the number of CAT layers is more than the number of MHT layers for
the same number of keys. In the key management scheme designed in this paper, the number of times
the hash function is calculated is related to the insertion path of the key. Since the Merkle tree has
extension nodes and branch nodes with 16 children, the number of nodes that the key passes through
when it is inserted into the Merkle tree is greatly reduced compared to the number of layers of MHT
and CAT. The experimental results show that the key management scheme designed in this paper takes
a more stable time to add a new key, which is about 17.37 ps, under different key number scales. And
when n>9, the elapsed time to add a key for the MHT tree-based scheme increases gradually. For
example, when n=9, the elapsed time of dynamic and static MHT is 22.03us and 21.54us, respectively.
The dynamic and static MHTs reach 34.59 ps and 38.31 ps, respectively, when n = 15. Meanwhile, the
time consumption grows from 24.02 ps to 41.11 ps under the CAT scheme. Therefore, the Merkle tree
designed in this paper combined with pTesla protocol possesses better key addition computational
overhead time, and the time consumed by Merkle tree to add a single key is independent of the key
size, while the efficiency of the remaining schemes decreases with the increase of keys.
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Fig. 3. The key new time cost comparison results

Similarly, in order to maintain the balance of the binary tree, revoking a key in MHT and CAT is done
by updating the value of the leaf node where the key is located to the hash value of the joint revocation
flag of the original key and recalculating the hash value layer by layer up to the root node. In contrast,
the scheme in this paper only needs to delete the leaf node corresponding to the key directly according
to the search path and update the hash value of all nodes on the path to complete the key revocation.
Fig. 4 shows the comparison results of key revocation time overhead of different key management
schemes.

Under different key number sizes, the method in this paper takes about 3.24 ps to revoke a key, and
when n =5, the dynamic and static MHTSs take 11.65 ps and 17.26 s, respectively, and CAT takes 17.35
us. When n = 15, the dynamic and static MHTs take 37.51 ps, 39. 41 ps, respectively, and CAT takes
40.43 ps. Similar to the key addition efficiency, the key revocation efficiency of the key management
scheme designed in this paper remains more stable when the key size becomes larger, while the other
schemes gradually decrease.
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Fig. 4. The key revocation time cost comparison

When performing key verification, MHT and CAT need to generate the verification path based on the
position of the leaf node where the key is located, and comparing the hash value of the new root node
computed based on the path with the value stored in the TPM. In contrast, the scheme in this paper
has the characteristics of a dictionary tree, so it can directly search for the corresponding leaf nodes
based on the search path of the key, and recalculate the hash values of all nodes on the path to the root
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node, and compare them with the root node in the TPM to determine whether the key is valid or not.
Overall, the key management scheme for wireless sensor networks based on Merkle tree combined
with pTesla protocol in this paper is not affected by the key size and has better key management
efficiency.

4.1.2. Network influences. In the process of key update, the network quality is an important factor
that affects the key update time, so the network factor is added in the experiment to test the key
management scheme designed in this paper and analyze the usability of the algorithm. Before the
message sending at the cluster head, the connectivity status of the sensing node is firstly detected, and
when it is connected, the message is sent directly, otherwise the revocation algorithm for that sensing
node is automatically executed. In the experiment, two threshold triggers are added, i.e., connectivity
frequency trigger as well as undo threshold trigger. The Connectivity Frequency (CF) is the time
interval for connectivity test, in which one connectivity test is performed in each time interval. The
revocation threshold trigger is the upper limit of the number of consecutive disconnections, and when
the number of consecutive disconnections reaches a certain value, the sensing node revocation
algorithm is executed. The time consumption of the user under the influence of network factors is
shown in Fig. 5.

As can be seen from the table, when the connectivity frequency is increased from 0.5min to 60min,
the user's time consumption is decreasing, and its time consumption decreases gradually with the
increase of the revocation threshold. Based on the consideration of revocation threshold and
connectivity frequency, it can be seen that when the connectivity frequency is 12min and the
revocation threshold is equal to 60, the local optimal value of the user's time consumption can be
obtained as 7.26s, and at this time, the number of key operations performed by the user is relatively
small. Therefore, the key management scheme for secure communication in wireless sensor networks
based on Merkle tree combined with pTesla protocol in this paper can effectively reduce the time
consumption brought by different network environment factors and provide a reliable encryption
mechanism to ensure secure communication in wireless sensor networks.
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Fig. 5. Time consumption under different network environment
4.2. Node Bidirectional Authentication Analysis

4.2.1. Malicious node identification. In this paper, we propose a two-way authentication mechanism
for nodes that combines trust and digital signatures with the aim of better identifying trusting nodes,
while those with lower trust are judged as malicious nodes. Based on this, this subsection uses
recognition rate and false detection rate as evaluation metrics as a way to assess the accuracy of the
node two-way authentication mechanism in recognizing malicious nodes.
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The node identification accuracy of the mechanism is evaluated by comparing the node two-way
authentication mechanism proposed in this paper with SIEVE technique in terms of recognition rate
and false detection rate under a specific attack probability. Here the attack probability is defined as
the ratio of the number of malicious nodes to the total number of sensor nodes in the network. In the
experiment the attack probability is set to be 0.05 to 0.5 and then the recognition rate and false
detection rate of the algorithm are recorded in two cases, which means the total number of sensor
nodes in the wireless sensor network is set to be 60 and 120, respectively.In these two cases, the
variation of the recognition rate and the false detection rate of the node bi-directional authentication
mechanism proposed in this paper with the SIEVE technique with respect to the attack probability is
shown in Fig. 6. Where Fig. 6(a)~(b) shows the variation of recognition rate and false detection rate
with attack probability, respectively.

The increase in attack probability means that more malicious nodes are captured in the network to
launch attacks on the wireless sensor network. From Fig. 6(a), it can be found that as the attack
probability grows, the recognition rate of the node bi-directional cognition mechanism proposed in
this paper varies less, and its recognition rate basically stays at a high level (the minimum value is
90.36%). When the total number of sensor nodes is 60, the recognition rate of the node two-way
authentication mechanism under various attack probabilities maintains above 91% with an average
of 94.72%, while when the total number of sensor nodes is 120, the recognition rate under various
attack probabilities maintains above 90% with an average of 96.17%. However, the recognition rate of
SIEVE technique is lower than the recognition rate of node two-way authentication mechanism and
decreases approximately with the increase in attack probability. When the total number of sensor
nodes is 60, the highest recognition rate of SIEVE is 85.35% and the average recognition rate is 80.87%,
while when the total number of sensor nodes is 120, the highest recognition rate of SIEVE is 81.19%
and the average recognition rate is 75.96%.Even the highest recognition rate of the SIEVE technique
is 5.01 percentage points lower than the lowest recognition rate of the algorithm proposed in this
paper.

From Fig. 6(b), it can be found that the misdetection rate of the node bi-directional cognition
mechanism proposed in this paper basically maintains at a low level as the probability of attack
increases, with an average misdetection rate of 1.36% and 2.15% for 60 and 120 sensor nodes,
respectively. However, the misdetection rate of SIEVE technique is higher than the misdetection rate
of the node two-way authentication mechanism, and the misdetection rate increases approximately
with the increase of the attack probability, and the misdetection rates of 60 and 120 sensor nodes are
7.51% and 8.37% on average, respectively.The misdetection rate of SIEVE technique is at least 3.49
times of the misdetection rate of the algorithm proposed in this paper.

Through the above analysis, it can be found that compared with SIEVE technology the two-way node
authentication mechanism proposed in this paper has a higher accuracy in identifying malicious nodes
from the trust degree of node behaviors, that is to say, the node two-way authentication mechanism
proposed in this paper is able to more accurately identify malicious nodes in the wireless sensor
network. This is mainly because the node two-way authentication mechanism is based on the node
behavior trust, combined with the digital signature algorithm to assess the node behavior, and the
third party node with a larger weight of trust to carry out the assessment work, which leads to a more
efficient identification of nodes in the network.
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Fig. 6. The recognition rate and the error rate vary with the probability of attack

4.2.2. Communication security verification. Since high information entropy represents higher
randomness and unpredictability and is commonly used for node authentication security analysis, this
paper adopts information entropy to analyze the characteristics of the hash function. Let the hash
value of a node A consists of three random variables, assuming that the distribution of these hash
values is uniform (i.e., the probability of each hash value is equal), and the hash values of different
nodes are independent of each other. The greater the information entropy of the node hash value, the
higher the uncertainty and randomness of the hash value, thus increasing the security of the hash
function. The effectiveness of the method of this paper is verified by the comparison of information
entropy between the node two-way authentication mechanism and the authentication methods of
MPCAuth, Multi-level Authentication Encryption System (MAES), and the improved CoPA protocol. The
comparison results of different methods are shown in Fig. 7.

From the figure, it can be seen that the information entropy of the node two-way authentication
mechanism proposed in this paper is significantly larger than that of the authentication methods of
the other three algorithms, and its mean value is 62.69%, 111.45%, and 150.43% higher than that of
the improved CoPA protocol, the Multi-Level Authentication Encryption System (MAES), and MPCAuth,
respectively. This is due to the fact that although the node two-way authentication mechanism set up
in this paper is relatively lightweight in terms of calculating hashes for individual nodes, due to the fact
that each device ID is unique. And the structure of digital signature splices and uploads multiple
lightweight hashed unique IDs layer by layer to the root node, thus greatly increasing the randomness
of the root node. While the other three methods do not realize the combined authentication of multiple
nodes and only authenticate each node individually, with lower randomness. Therefore, this fully
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verifies the security of the node two-way authentication mechanism based on node trust degree and
digital signature proposed in this paper, which can fully ensure the secure communication of wireless
sensor networks in industrial control systems.
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Fig. 7. Comparison results of different methods

4.2.3. Sensor Node Testing. Based on the key management scheme and node two-way authentication
mechanism designed in this paper, it is applied to the secure communication of wireless sensor
networks in industrial control systems. Since the wireless sensor network contains three topologies:
tree, star and mesh, the performance of sensor nodes under the three topologies is tested based on the
two schemes to further enhance the secure communication capability of the wireless sensor network.
In the sensor node test, this paper selects the bit error rate and signal-to-noise ratio as the test basis,
the bit error rate is a measure of the data accuracy of data transmission in a certain period of time, the
smaller the bit error rate is, the better the performance of the sensor network node. The signal-to-
noise ratio is an index used to measure the proportion of noise, the larger the signal-to-noise ratio is,
the smaller the signal noise is. The test results of sensor nodes in different topologies are shown in Fig.
8, where Fig. 8(a)~(b) shows the results of bit BER and SNR, respectively.

In the monitoring results of the bit error rate of the sensor node state shown in Fig. 8(a), when the
topology of the sensor is tree-type, its bit error rate fluctuates in the range of 0.42% to 0.76%, when
the topology of the sensor is star-type, the bit error rate obtained from this experiment is about 0.18%-
0.39%, and when the sensor node's topology is mesh-type, its bit error rate is lower than 0.1%.
Comparing the three sets of data, it can be seen that the sensor BER of the mesh-type structure is much
smaller than the other two sensor topologies. In the signal-to-noise ratio test, the signal-to-noise ratios
of the three types of sensor node topologies are all greater than 65.3 dB, with the lowest signal-to-
noise ratios in the star structure of about 65.3 to 82.5 dB, the signal-to-noise ratios in the tree structure
of between 81.6 and 85.7 dB, and the signal-to-noise ratios in the mesh structure of 93.4 to 96.7 dB. it
can be seen from the above data that the bit error rate of all three types of sensor node topologies with
the The bit error rate is less than 0.8%, and its signal-to-noise ratio is at least 65.3dB, which shows
that the secure communication mechanism of the wireless sensor network designed in this paper can
help to improve the security of data transmission. And when the sensor nodes choose the network
structure, its communication effect is better than the other two topologies.
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Fig. 8. Performance testing of sensor node state
5. Conclusion

Based on ZigBee wireless communication technology, the article constructs a secure communication
architecture system of wireless sensor network in industrial control system, and introduces the key
management scheme of Merkle tree and the two-way authentication mechanism of nodes with digital
signature to ensure its communication security performance. Based on the effectiveness of the secure
communication mechanism to carry out verification analysis, specifically as follows:

1) The key management scheme based on Merkle tree and pTesla protocol takes a more stable time to
add and revoke a key under different key number scales, with values of about 17.37 ps and 3.24 ps,
which is a higher performance than the comparison method. And when the connectivity frequency is
12 min and the revocation threshold is 60, the local optimal value of user time consumption is 7.26 s.
Therefore, the key management scheme for secure communication in wireless sensor networks
constructed by combining the Merkle tree and the pTesla protocol can improve the efficiency of
encrypted data transmission and ensure the security of industrial data transmission.

2) The node trust degree combined with digital signature algorithm is used to construct the node two-
way authentication mechanism for data communication, and its mean accuracy of recognizing
malicious nodes in wireless sensor networks is up to 96.17%. The bit error rate is lower than 0.1%
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and the signal-to-noise ratio is between 93.4 and 96.7dB when the communication is transmitted in a
mesh topology.

In conclusion, the secure communication architecture of wireless sensor network based on ZigBee
technology in this paper can ensure the secure transmission of data in industrial control system, and
the key management scheme and node bidirectional cognitive mechanism can help to improve the
communication security performance of wireless sensor network.
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