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ABSTRACT

Image hiding is a technique for transmitting secret information under the cover of a digital image. It
usually conceals sensitive information into images for the purpose of encryption. Currently, high
embedding capacity and information security remain important research aspects of the image hiding. In
this study, a secret image sharing scheme based on a reference matrix is proposed to enhance embedding
capacity and verify data integrity. In the proposed scheme, a hill matrix is designed as a reference matrix
and a location table is generated. Moreover, a location pair table is generated to ensure the uniqueness of
data hiding locations. Then, leveraging the processing of the location pair table, as well as the mapping of
the reference matrix and the location table, each pixel pair is exploited to conceal eight secret bits.
Furthermore, based on the special construction of the hill matrix, a deception recognition mechanism is
designed. This mechanism can detect deceptive behavior and identify tampered images by means of data
hiding locations. The experimental results indicate that the proposed scheme achieves a higher
embedding capacity and better deception recognition performance than that of most of existing schemes.
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1. Introduction

With the rapid development of cloud computing technology, image hiding has taken an important place
in data protection, secure communication, and copyright management. In image hiding schemes,
maximizing embedding capacity and ensuring information security are two important objectives [1-5].
Information security can be improved through the use of complex encryption algorithms or detection
mechanism [6-11]. But a higher detection rate usually leads to a decrease in embedding capacity.
Therefore, from a technical perspective, it is a significant challenge to balance visual quality, embedding
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capacity, as well as security. In the past few decades, various methods have been proposed to overcome
this challenge. These traditional image hiding methods can be divided into two categories that are based
on visual secret sharing (VSS) [12-14] and polynomial [15-21]. In the VSS schemes [12-14], the original
information is divided into multiple shares, only by combining a sufficient number of shares can the
original information be restored. However, the anti attack capacity of VSS schemes is still limited.
Therefore, many schemes based on polynomial have been proposed. In 2002, Thien and Lin pro- posed a
(k,n) threshold secret image sharing (SIS) scheme [17]. In the scheme, the secret data is encrypted into n
shares using a polynomial, which are distributed to n recipients individually. The initial image can be
recovered only when any k or more recipients collaborate, while any fewer than k recipients collaborating
cannot recover the secret image. Compared with the Shamir’s scheme [15], each shadow image is 1/t the
size of the secret image in Thien’s scheme, which is beneficial for storage and concealment of secret
information. Furthermore, to enhance information security, Wu and Liu proposed a novel hierarchical
secret image sharing scheme with multi-group joint management [18]. The scheme utilizes the Birkhoff
interpolation algorithm to share the secret image among multiple groups with different thresholds.
Therefore, the security of secret image is ensured by distributed storage on multiple clouds. Subsequently,
Rama Singh et al. utilized the Huffman Cipher system to achieve an efficient lossless compression and
enhance the embedding capacity [22]. On the other hand, the system’s security is enhanced through a
strategy of exchanging same level nodes, followed by scrambling to encrypt the dictionary.

However, due to the fixed threshold &, above-mentioned schemes cannot fully meet the requirements
of dynamic security levels. To address this shortcoming, Zhang et al. proposed threshold changeable ' >t
scheme [19], which makes secret information be reconstructed under the (#,n) threshold condition.
But the scheme has to meet strict threshold requirements and needs a high storage space and complex
polynomial calculations. To overcome the weaknesses of Zhang's scheme, Yuan proposed an improved
threshold changeable secret sharing scheme [20], where bi-variable one-way functions are used to resist
attacks. Building upon [19-20], Liu et al. proposed a (k' <k — k", n) threshold variable secret image
sharing scheme based on interpolation polynomials [21]. When the threshold requirement is reduced to
k' orincreased to k", each participant can update their shadow based on the published information.

To further enhance data security, many reversible data hiding in encrypted domain (RDHEI) schemes
have been proposed [23-25]. In 2014, Ma et al. proposed reserving room before encryption [23]. This
method makes the data hiding process easy. Subsequently, a reversible data hiding method in encrypted
images with two-MSB prediction was proposed [24]. In this scheme, the image is preprocessed before
encryption to reserve room for data hiding. At the receiving end, the additional data is extracted using the
hiding key. The original image is recovered using the encryption key. Compared with traditional methods,
reserving room before encryption offers increased security. It prevents attackers from inferring
encryption keys or other sensitive information based on the known relationship between plaintext and
ciphertext. Reserving room after encryption is similar to reserving room before encryption. Ruchi
Agarwal et al. used reserving room after encryption and the odd and even nature of prediction errors to
distinguish between embedded and nonembedded pixels [25]. This avoids the computational overhead
caused by location maps. The method improves the embedding capacity and visual quality of the stego
image. It also enhances data security and flexibility through double-layer encryption and a separable
design.

Recently, some secret image sharing methods based on mapping matrices have been proposed [2] [26-
32]. Compared with traditional image hiding schemes, the special struction of mapping matrices not only
allows for more information to be embedded into the image but also enhances the scheme’s resistance to
attacks. In 2014, Chang first proposed a secret image sharing scheme based on turtle shell matrices [28].
The scheme [28] constructs a turtle shell matrix with a size of 256 x 256. Using this turtle shell matrix,
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each cover pixel pair is exploited to conceal three secret bits. Due to the turtle shell matrix and associated
sets, each cover pixel pair generates an unique stego pixel pair. After processing all the binary secret data,
the final stego image closely resembles the cover image leading to better visual quality. Based on the
scheme from [28], Liu et al. introduced a high-capacity secret hiding scheme [29]. In this scheme, a
location table is designed to conceal four bits of secret data by each cover pixel pair. Furthermore, Li
proposed a secret sharing scheme [30] with higher hiding capacity and better visual quality. In Li’s scheme,
a new reference matrix is designed to enhance embedding capacity and the design of the reference area
enhances its visual quality. Although above schemes enhance embedding capacity, there is a lack of
consideration for information security. To further balance embedding capacity and information security,
Liu et al. proposed a sharing scheme utilizing two different cover images [31] to generate two stego
images that are stored by two participants. During reconstruction, the presence of deception is detected
based on the hidden locations of secret data, thereby ensuring the accuracy of the secret information. In
2020, Chang et al. introduced a maze matrix-based secret image sharing scheme with cheater detection
[32]. Compared with scheme in [31], Chang et al’s scheme not only can detect the presence of deceptive
behavior but also can identify tampered images. However, the deception recognition mechanism in this
scheme only identifies tampered images under specific conditions.

To increase embedding capacity and improve the deception recognition mechanism, we proposed a
secret image sharing scheme based on a reference matrix. In the proposed scheme, a hill matrix is
designed as a reference matrix and a location table is generated. Moreover, a location pair table is
generated to ensure the uniqueness of the data hiding positions. Then, leveraging the processing of the
location pair table, as well as the mapping of the reference matrix and the location table, each pixel pair
is exploited to conceal eight secret bits. Furthermore, based on the special construction of the hill matrix,
a deception recognition mechanism is designed. This mechanism can detect deceptive behavior and
identify tampered images by means of data hiding locations. The experimental results indicate that the
proposed scheme achieves a higher embedding capacity and better deception recognition mechanism
than that of most of previous schemes.

The rest of this paper is organized as follows. Section 2 briefly reviews Liu’s high-capacity secret image
sharing scheme [29] and the sharing scheme that utilizes two different cover images [31]. Section 3
describes the proposed image hiding scheme. Section 4 provides experimental results and performance
comparisons. Our conclusions are presented in Section 5.

2. Related Work

In this section, we reviewed the high capacity secret image sharing scheme using a location table [29] and
the sharing scheme that utilizes two different cover images [31].

2.1. The high capacity secret image sharing scheme using a location table [29]

Inspired by Chang et al’s scheme [28], Liu et al. proposed a sharing scheme using a location table to
achieve high embedding capacity. In the scheme, the location table T defines the elements at different
positions in the turtle shell, which are divided into upper turtle back element, lower turtle back element,
and turtle edge point element. As shown in Figure 1, kinds of sixteen elements uniquely correspond to
the two indicators (pj,pjﬂ) in the location table. The indicators P2, and P,,; respectively represent
the first two bits and the last two bits of a set of secret data, belonging to {00, 01, 10, 11}. The turtle shell
matrix M used in the scheme is shown in Figure 2. This scheme combined the location table T with the
turtle shell matrix M to conceal four bits of secret data in a cover pixel pair. However, the embedding
capacity of this scheme needs to be enhanced to efficiently conceal secret data.
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Fig. 1. A location table for the secret image sharing scheme
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Fig. 2. Shell matrix M for the secret image sharing scheme

2.2. Secret image sharing scheme with cheating detection [31]

In [31], Liu et al. proposed a novel secret image sharing scheme with cheating detection. In this scheme,
two types of reference area were designed, that is a flower-shaped area and a rocket-shaped area. The
reference areas as shown in

Figure 3. Three bits of secret data are concealed into each cover image pixel by exploiting the two types
of reference area. Furthermore, secret data can only be hidden on the back of the turtle. So, when the the
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stego pixel pair corresponding to a turtle edge point element, it can be determined that deception has
occurred in the process. However, in the scheme, it is difficult to judge the honesty of participants since
only loyal participants can recognize deceivers. Moreover, this scheme has lower embedding capacity than
that of the scheme in [29].

Fig. 3. Example of Reference area for Flower-shaped (left) and Rocket-shaped (right)
3. The proposed secret image sharing scheme

To enhance embedding capacity and improve the deception recognition mechanism, we propose a secret
image sharing scheme that is based on a hill matrix. Assume that the binary secret message stream is
denoted as S ={sg, |k =1,2,...,n}, where eight bits of secret data are processed as a group. Assume that
two cover images are denotedas C, ={p,;|i=12,...,HxW} and C,={p, |i=12,...HxW} Leveraging
the processing of the location pair table, as well as the mapping of the reference matrix and the location
table, each cover pixel pair is exploited to conceal eight secret bits. Meanwhile, a stego pixel pair is
generated. Furthermore, deceptive actions and tampered images can be identified by the locations of
stego pixel pairs within the hill matrix. The proposed scheme is divided into preparation process,
embedding process, and reconstruction process, which are described in detail in Subsection 3.1, 3.2, and
3.3, respectively. In addition, Subsection 3.4 provides a detailed description of the deception recognition
mechanism.

3.1. Preparation process

In this stage, a hill matrix M, a location table T and a location pair table D are designed to embed secret
data. And a reference area is designed to ensure the uniqueness of stego pixel pairs.

3.1.1. The construction of the hill matrix M. The construction of the hill matrix M is inspired by the turtle
shell matrix [29]. The hill matrix is constructed as follows.

1) The correspondence between the rows and columns in the hill matrix and pixel values is confirmed
according to the design concept of the turtle shell matrix. And the values corresponding to the rows and
columns in the hill matrix are denoted as p,;, and p;, respectively.

2) When
p,; =3k, k=0,1,---,85
P, =31+1,1=0,1,---,84 (1D
Py =255

the elements corresponding to the rows and columns where above-mentioned p2i and p1i are located
are modified to 'X’.
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3) The elements corresponding to other locations remain unchanged. In the hill matrix, the locations
where the element 'x’ are located cannot be used to conceal secret data. Moreover, a series of 3 x 3
submatrices in the hill matrix M are selected as processing units. In each submatrix, eight elements are
selected to form the shape of the left hill or right hill, as shown in Figure 4. The blue blocks in Figure 4
represent the eight selected elements in each submatrix, while the black blocks represent the elements
that are not selected. Moreover, a submatrix that contains the shape of a left hill is called left hill submatrix,
and a submatrix that contains the shape of a right hill is called right hill submatrix. A part of the hill matrix
M is shown in Figure 5.

Fig. 4. Left Hill (left) and Right Hill (right)
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Fig. 5. A part of Hill Matrix M

3.1.2. The construction of location table T. In the proposed scheme, since only the eight legal locations
in the left hill and right hill that are not 'x" are used to conceal secret data, as shown in Figure 6. Each
location is a number from 0 to 7. So there are 64 different shapes in the location table 7. Based on these
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features, alocation table 7 can be constructed, which is shown in Figure 7. The elements corresponding
to the blue blocks in Figure 7 are called matching elements. The elements situated at non-blue block
locations are called non-matching elements. Only the locations corresponding to the matching elements
are considered when embedding secret data. In the location table 7, each secret shape is composed of
the shape of the hill (left hill or right hill), one matching element and eight non-matching elements. These
secret shape are represented by two indicators (S‘,,Sj +1). Two indicators S, and $;+1 are the row
value and column value of the location table 7', which belong to {000,001,010,011,100,101,110,111}.
The location table 7 can be used for embedding eight bits of secret data. In each secret data group, the
third, fourth, and fifith bits correspond to the row value S, of location table 7', and the sixth, seventh
and eighth bits correspond to the column value $;+1 oflocation table T.Besides, the firstand second
bits are used to ensure the unique stego pixel pair (see 3.1.3). For example, assume a secret data
group ‘11010011’ is embedded in one cover image pixel pair, where the third, fourth, fifth bits are '010’
and the sixth, seventh, eighth bits are '011. So the corresponding secret shape of the secret
data’11010011’ is shown in Figure 8.

2] 2T %) 2]
¥R

e f g h

(a) Location 1; (b) Location 2; (c) Location 3; (d) Location 4; (e) Location 5; (f) Location 6; (g) Location 7; (h)
Location 8

Fig. 6. Eight legal hiding locations
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Fig. 8. Secret shape in Location table T

3.1.3. The construction of location pair table D. In the proposed scheme, to ensure the uniqueness of
the stego pixel pair, a location pair table D is designed to correspond to the first bit and second bit of a
group of secret data. Set the row value ¢,,and column value ¢, of the location pair table D to the
grayscale pixel values. Number pairs (u,v) in location pair table D are determined according to ¢,
and ¢,;, as follows
0 g, mod4=0,1
u=
1 ¢, mod4=2,3
0 g,,mod4=0,1
V=
1 g, mod4=23

(2)

A part of the location pair table D is shown in Figure 9.
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11 |lonloen]anlanloen]on]anan]on]on]an]an
10 [on|loen|anfanoen|onan|an]on|on|an]an
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Fig. 9. Partial location pair table D

3.1.4. The design of a reference area. In the proposed scheme, the reference area is a series of regions
in the hill matrix M . Select the correspondingarea A4 according to different cover pixel pairs (Pis Do ),
thereby the optional hiding locations of secret data are limited. The column value range m of area A4 is
used to correspond to py;, and the row value range n ofarea 4 is used to correspond to p,;. The speci
fic method for determining the reference area is follows:
1) The range of column valueminarea 4 canbedividedinto: 0<m <23, 24<m<47,.,216 <m <239,
In particular, when 240 <m <255, we define the range of column value as 231<m <255,
2) The range of row value ninarea A4 can be divided into:

When 0<n<233,

if » mod 3=0,the range of row valueis n:n+23,

if » mod 3=1, the range of row valueis n—1:n+22,

if » mod 3=2,therange of row valueis n—2:n+21.

When 234<n<254,

if » mod 3=0,the range of row valueis n—-21:n+2,

if » mod 3=1,the range of row valueis n—22:n+1,

if » mod 3=2,the range of row valueis n—-23:n.

Peculiarly, when 7 =255, the range of row valueis n—24:n.

3.2. Embedding process

The secret data are embedded into two cover images to generate two stego images in the embedding
process. In this stage, the binary secret data stream is divided into N groups, where each group contains
eight bits of binary data. Since each group of secret data corresponds to a pair of cover pixels, N pairs
of cover pixel pairs (2P, ) are randomly selected from the cover images C, ={p, |i=12,...HxW}
and C, = {pz,« li=12,..,H X W} to conceal N groups of secret data. The positions of these N cover pixel
pairs are recorded and uploaded to the cloud. Then the last six bits of each group of secret data are
mapped to the location table T to determine a secret shape. Within the reference area corresponding to
the cover pixel pair ( P p2,~), the shapes that are identical to the determined secret shape are found in
the hill matrix. The locations of matching elements on these shapes are considered as candidate locations.
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According to the (pli,pZi) corresponding to the candidate positions, number pairs in the location table
D are selected, where the column values p;, are equalto p,, and the row values p,, areequalto p,;.
The elements of each number pair correspond to the first two bits of the secret data. Therefore, a unique
number pair can be determined based on the first two bits of the secret data. The column value p,; and
row value p,; corresponding to this unique number pair are the stego pixel values p;; and ps;. After
iterating through N groups of secret data, stego images C, and C, with the same size as the cover
images are generated.

Example 1: Assume that a cover pixel pair is (5,2) and the secret datais’11010011’. To embed the secret
data into the cover pixel pairs. First, the last six bits of the secret data are mapped to the location table T,
to obtain the secret shape as shown in Figure 8. The reference area is found by the cover pixel pair (5,2).
The column value range is 0< p; <23 and row value range is 0< p,, <23 Then, secret shapes within
the reference area are found. The shape of the hill, matching element and non-matching elements of these
secret shapes are identical to that in Figure 8. Furthermore, the locations of matching elements in these
secret shapes are recorded, namely (14,2), (23,8), (8,14), and (17,20). Finally, according to the first bit
and second bit of the secret data, the number pair (1,1) is found. Since the number pair (1,1) corresponds
to (14,2), the stego pixel pair (pf,-, p;,») that conceals the secret data is (14,2).

3.3.  Reconstruction process

The reconstruction process is a procedure that the secret data in the stego images are extracted to
reconstruct the secret image. In this stage, the positions of N pairs of cover pixel pairs are transmitted to
the data extractor by the cloud. Then, the stego pixel pairs (pl'f,pé,«) at these positions are extracted.
These stego pixel pairs correspond to the column value p;; and row value p,; of the location table D.
According to the column value p;; and row value p,;, the number pair in the loaction pair table D is
determined as the first two bits of the secret data. Meanwhile, to recover the last six bits of the secret
data, the stego pixels p;; and p5; are firstly mapped to the column value p1i and row value p2i of the
hill matrix M to find the matching element. Then, based on the special arrangement of the left hills and
right hills in the hill matrix M, the matching element is used to determine one secret shape. Finally, the
secret shape is mapped to the location table T. The row value sj that corresponds to the secret shape
represents the third, fourth, and fifth bits of the secret data. The column value sj+1 that corresponds to
the secret shape represents the sixth, seventh, and eighth bits of the secret data.

To better understand the process of extracting secret data, Example 1 in the embedding process above
is continued. Firstly, the stego pixel pair (14,2) is used to determine the column value and row value of
the location pair table D. According to the column value and row value, a number pair (1,1) is determined,
which represents the first bit and the second bit of the secret data. Then, the stego pixel pair (14,2) maps
to the hill matrix M to obtain the secret shape as shown in Figure 8. The row value ‘010’ corresponding to
the secret shape in the location table T is the third, fourth, and fifth bits of the secret data. And the column
value ‘011’ corresponding to the secret shape in the location table T is the sixth, seventh, and eighth bits
of the secret data.

3.4. Deception recognition mechanism

To recover the secret image correctly, it is important to verify whether deceptive behavior exists in the
stego images. Based on the special construction of the proposed hill matrix, a deception recognition
mechanism is designed. This mechanism can detect whether deceptive behavior exists in the stego images.
Furthermore, this mechanism can identify the cheater who provides a tampered stego image and is
excluded from the trusted participants. The specific detection process of this mechanism is as follows.
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Firstly, when the stego pixel pair ( Diis p;i) is corresponded to the element ‘X, it can be identified that
the deceptive behavior happened. Furthermore, to detect which participant provides a tampered stego
image, a method is designed in the mechanism. In the method, the locations of the elements ’x’ are divided
into thirteen types, which are marked by the red serial number with cicle in Figure 10. The locations of 'x’
in the left hill submatrix are classified into the first, third, fourth, eighth and tenth types marked by 1, 4,
8, 10 with cicle, respectively. The locations of 'x’ in the right hill submatrix are classified into the second,
fi fth, sixth, seventh and ninth types marked by 2, 5, 6, 7, 9 with cicle, respectively. The locations
corresponding to others 'x’ are classifled into the eleventh, twelfth and thirteen types marked by 11, 12
13 with cicle, respectively. The tampered images corresponding to these thirteen types of locations can
be divided into the following three scenarios.

1) If the element 'x’ corresponding to the stego pixel pair (pr, p;i) is located at the third, fourth, fifth,
sixth, eleventh, and thirteenth types of locations, P isa tampered pixel, no matter what value Dy is.
It is reason that there is none p5 to make a stego pixel pair (21, p5;) legal.

2) If the element 'x’ corresponding to the stego pixel pair (pf,-, p;,») is located at the seventh, eighth, ninth
and tenth types of locations, Dy is a tampered pixel, no matter what value Py, is. Because it is
impossible to finda p|; to make a stego pixel pair (pf,-, p;,») that can be used to conceal secret data.

3) If the element ’x’ corresponding to the stego pixel pair (pfi,péi) is located at the first, second and
twelfth types of locations, p;; is a tampered pixel. It is reason that there is none p5; to make a stego
pixel pair (pl'i,péi) legal. In the same reason, p5; is also a tampered pixel.

Generally, the first and second scenarios are called single tampering, and the third scenario is called
combinatorial tampering. Moreover, the above method is summaried in Table 1.

Table 1. Method for determining tampered images

The location of the element ’x’ Tampered image
3,4,5,6,11,13 Y
7,8,9,10 C2
1,2,12 “ ana ©
A
255
11 x =5 x [0 x 273 % b6
10| x| |x| €| x||x| €| x| |x| & x| k| £
9 x 0x 2—3x b—-6—-x 0-1
8 X 56 x01%x 3 4® 67
7 xx x xx x xx x® ©
6 =01 34 %67 @12
Do 5 @5 6 x 01® (3 4 x 67
4 @ x x x® @O |x X X
3 @0—1—x 3—4® l6—7>x 12
2 X 67 xx1 23 X455 X170 .
1 x x| kx| x| x| 8| x| x| x| x| X| X| -
0 4«12 486 «70 23 °
01234561738 91011 - 255
P i

Fig. 10. A part of the hill matrix used for the deception recognition mechanism
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Example 2: Assuming the pixel value extracted from the stego images C| is 9 and the pixel value
extracted from the stego images C, is 8. To reconstruct the correct secret data, whether the stego pixel
pair (9,8) is legal must be detected uti- lizing the deception recognition mechanism. From Figure 10, it
can be observed that the stego pixel pair (9,8) corresponds to the element ’x’ in the hill matrix, which
means that the deceptive behavior happened. Furthermore, the location of the element ‘x’ corresponding
to the stego pixel pair (9,8) belongs to the third type. According to Table 1, the tampered image is C|.

4. Experimental results

Our experimental results are described in this section to demonstrate the feasibility and good
performance of the proposed scheme. In Subsection 4.1, the feasibility of the embedding process and data
extraction process are demonstrated. Subsection 4.2 presents the effectiveness of the proposed scheme’s
deception recognition mechanism. In Subsection 4.3, experimental comparisons were conducted with
existing schemes.

4.1. Share Generation and Data Extraction

In this Subsection, two pairs of cover images are used to test, each pair with a size of 512x512. As shown
in Figure 11, the first pair of cover images are (a)’Airplane’ and (c) 'Peppers’. The second pair of cover
images are (b)'Tiffany’ and (d) ‘Baboon’. And 'Barbara’ with size of 256x256 is used as the secret image.
To coneal the secret image, the image 'Barbara’ (as shown in Figure 12) is embedded into each of the two
pairs of cover images. Four stego images are generated, as shown in Figure 13(a), (b), (c), (d). And in the
recovery process, Figure 14(a), (b) are reconstructed from the two pairs of stego images of Figure 13,
respectively. It is clear that the secret image can be embedded into a cover image in the proposed scheme.
And the secret image can be recovered losslessly by using correct stego images. The above results validate
the feasibility of the proposed scheme.

From Figure 11 and Figure 13, it can be seen that the differences between the cover images and stego
images cannot be distinguished by the human eyes. So it can be preliminarily judged that the visual quality
of the proposed scheme is good. Furthermore, two metrics are employed to further evaluate the image
quality, that is, Peak Signal-to-Noise Ratio (PSNR) and Structural Similarity Index (SSIM). PSNR is defined
as follows:

PSNR =101o ﬁdB (3)
g0 MSE

where MSE is the Mean Squared Error between the cover image ck and the stego image s, defined as
follows:

L&, o
MSE =W;;(Ck(1,1)—sk(l,1)) 4)

As shown in Table 2, the value of PSNR of two tests are within the range of 30 to 50, which indicates
visual quality of the proposed scheme is good [33-34]. Additionally, the proposed scheme achieves higher
embedding capacity, with an embedding capacity of up to 2,079,152 bits per pair of cover images.

Next, the Structural Similarity Index (SSIM) is used to evaluate the image quality, which evaluates image
quality in terms of brightness, contrast, and structure. Compared with PSNR, it provides a more
comprehensive evaluation of
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() (d)

(a) The cover image ‘Airplane’; (b) The cover image 'Tiffany’; (c) The cover image 'Peppers’; (d) The cover
image 'Baboon’

Fig. 11. four cover images

Fig. 12. The secret image 'Barbara’
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(c) (d)

(a) The stego image ‘Airplane’; (b) The stego image 'Tiffany’; (c) The stego image 'Peppers’; (d) The stego
image 'Baboon’

Fig. 13. stego images

() (b)

(a) The recovered secret images from the first pair of stego images; (b) The recovered secret images from the second
pair of stego images

Fig. 14. The recovered secret images

image quality, which is similar to the character of human vision in [34]. The SSIM is defined as follows

SSIM (x, y) =[1(x, y) x c(x, y) x s(x, )" (5)
where [ (x,y) represents the luminance similarity, C(X,y) represents the contrast similarity, S(X,y)
represents the structural similarity, and a is a weighting factor. A higher SSIM value indicates better image
quality. When the two images are identical, the corresponding SSIM value is 1. As shown in Table 2, the
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average SSIM value for the two tests is close to 1, indicating that the visual quality of the proposed scheme
is good.

Table 2. PSNR values of the proposed scheme

Cover Cover PSNR (dB) SSIM Embedding
Image 1 Image 2 stego 1 stego 2 stego 1 stego 2 Capacity (bits)
test 1 Airplane Peppers 34.2714 32.1570 0.9930 0.9946 2079152
test 2 Tiffany Baboon 34.2734 32.1738 0.9812 0.9894 2079152

4.2. Effectiveness of the deception recognition mechanism

In this Subsection, the two pairs of stego images in Figure 13 are used to test the performance of the
deception recognition mechanism, which is used in the scenarios of single tampering and combinatorial
tampering. To demonstrate the preformance of the mechanism in the single tampering scenario, one stego
image is tampered by inserting a small image into a local region, while another image is kept faithful. As
shown in Figure 15, the stego image 'Peppers’ is tampered by inserting an 64x64 image 'Elaine’ in the
lower left. The stego image ‘Airplane’ is kept faithful. The detection results is shown in Figure 15 (c).
Similarly, to demonstrate the preformance of the mechanism in the combinatorial tampering scenario,
two stego images are tampered by inserting a small image into different regions. As shown in Figure 16,
the stego images 'Tiffany’ and 'Baboon’ are tam- pered by inserting an 64x64 image 'Elaine’ into
different regions. The detection results are shown in Figure 16(c), (d).

To display the experimental results clearly, the detected deceptive pixel pairs are illustrated by black
pixels on the tampered stego image. Furthermore, the detection rate (DR) of the tampered image is
calculated based on the following formula:

n

N(F)

DR = p (6)

where N(F) is the number of detected tampered pixel pairs, and n is the number of the detected
tampered pixel pairs that can be used to recognize the tampered image. It should be emphasized that in
the combinatorial tampering scenario, n is the number of the detected tampered pixel pairs that can be
used to recognize two tampered images simultaneously. Based on the above settings, the

(a) (b) ()

(a) Faithful Image ‘Airplane’; (b) Tampered Image 'Peppers’; (c) Detection Mechanism Result

Fig. 15. The Deception recognition mechanism experiment of single tampering
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experimental results in the two scenarios are obtained. In the single tampering scenario, the tampered
image can be completely detected. And since the another stego image is not tampered, the tampering
detection rate for the another stego image is zero. In the combinatorial tampering scenario, although it is
a challenging issue to detected two tampered images simultaneously, the detection rate of both tampered
images can still reach 13% in the proposed mechanism. The above results indicate that the deception
recognition mechanism in the proposed scheme achieves better performance.

4.3. Comparisons

In terms of embedding capacity, the proposed scheme is compared with the schemes of Liu [29] and Li
[30]. To make a fair comparison, the same cover images with a size of 512x512 and secret image with a
size of 256x256 are used. As shown in Table 3, each cover pixel pair is exploited to conceal eight secret
bits and the maximum embedding capacity of cover image is 2,097,152 bits.

(c) (d)

(a) Tampered Image 'Tiffany’; (b) Tampered Image 'Baboon’; (c) Detection Mechanism Result; (d) Detection
Mechanism Result

Fig. 16. The Deception recognition mechanism experiment of combinatorial tampered

in the proposed scheme. By comparison, in the schemes proposed by Liu [29] and Li [30], each cover
pixel pair is exploited to embed four bits and six bits of secret data, respectively. And it is clearly that the
maximum embedding capacity of these two schemes are lower than that of the proposed scheme.
Therefore, the proposed scheme achieves a higher embedding capacity.

Table 3. Comparison of the proposed scheme with two existing schemes
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h Embedded Embedded Number of modifi embedding capacity of per
scheme
bit capacity (bit) cations pixel pair
Liuetal’s
524288 1048576 131072 4
scheme [29]
Li’s scheme [30] 524288 1572864 87382 6
proposed
524288 2097152 65536 8
scheme

Moreover, in terms of deception recognition mechanism, the proposed scheme is compared with the
maze matrix-based scheme [32]. In the maze matrix, elements corresponding legal hiding locations
occupy approximately 52% of the entire maze matrix, meaning that the highest detection rate of deceptive
behavior is approximately 48%. However, in the hill matrix, elements corresponding legal hiding locations
occupy approximately 44% of the entire hill matrix, meaning that the highest detection rate of deceptive
behavior is approximately 56%. It is obvious that the proposed scheme achieves a higher detection rate
of deceptive behavior than that of the maze matrix-based scheme [32] in theory.

Furthermore, for the experimental comparison, the results are shown in Table 4, where the detection
rate of tampered image is calculated using formula 6. In Table 4, it can be observed that when a single
tampering occurs, the DR of tampered image in the proposed scheme is 100%, which is better than the
DR of the maze matrix-based scheme [32]. The reason is that in the single tampering scenario, the illegal
hiding locations are always located in an entire 'x’ row or an entire 'x’ column in the proposed scheme.
And when a combinatorial tampering occurs, the detection rate of tampered images in the proposed
scheme is 13%, while the detection rate in the maze matrix-based scheme [32] is 5.5%. This result is
because both tampered images can only be detected while the element "X’ is located at the first, second
and twelfth types of locations in the proposed scheme. Similarly, in the maze matrix, both tampered
images can only be recognized while the mapped element simultaneously lies at the horizontal and
vertical gaps. From the above results, it can be seen that in both single tampering and combinatorial
tampering, the performance of the proposed deception recognition mechanism outperforms that of the
maze matrix-based scheme [32].

Table 4. Comparison of the proposed scheme with the maze matrix based scheme

DR

scheme

Tampering a single

Tampering a pair

Maze scheme [32]

46 %

5.5%

proposed scheme

100 %

13 %

5. Conclusion

In this paper, we proposed a secret image sharing scheme with improved embedding capacity and a
deception recognition mechanism. A hill matrix is designed as a reference matrix. Meanwhile, a location
table and a location pair table are constructed. Leveraging the mapping of the hill matrix and location
table, a series of candidate stego pixel pairs are generated. Then, according to the guidance of the location
pair table, each cover pixel pair is exploited to conceal eight bits of secret data and a unique stego pixel
pair is determined. Furthermore, based on the special construction of the hill matrix, a deception
recognition mechanism is designed. This mechanism can detect deceptive behavior. And it can identify
tampered images based on the data hiding locations without the information from other participants. The
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experimental results indicate that the proposed scheme outperforms existing methods in terms of
embedding capacity and deception recognition mechanism.
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