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ABSTRACT

In the context of rapid research and development of unmanned equipment products, how can we
better design an environment sensing system suitable for unmanned equipment combat missions and
combat tasks from the perspective of actual combat has become an important research topic. This
paper explores the optimization scheme of unmanned equipment environment sensing system based
on blockchain technology, proposes PBFT (DTPBFT) consensus algorithm based on C4.5 decision tree
optimization, and combines with the full homomorphic encryption algorithm to put forward the
shared data encryption scheme of unmanned equipment environment sensing system. The
experimental results show that the classification accuracy of C4.5 decision tree is as high as 94.37%,
which is better than other classification algorithms, indicating that the use of C4.5 decision tree can
effectively improve the accuracy of the classification of the consensus nodes and the security of the
PBFT algorithm. In the case of the same number of nodes, the throughput size of the DTPBRT algorithm
proposed in this paper is always higher than that of the PBFT algorithm, and the consensus latency is
higher than that of the PBFT algorithm only when there are Byzantine nodes inside the system, but the
DTPBRT algorithm is able to effectively remove the Byzantine nodes inside the system, which verifies
the superiority of this paper's algorithm. Comprehensive encryption and decryption time-consuming
and throughput data, this paper's scheme in general can realize high data sharing efficiency and ensure
the security of data sharing, which can provide technical support for the data security of unmanned
equipment environment sensing system.
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1. Introduction

Decision tree algorithm is a commonly used machine learning algorithm, which is widely used in data
mining, pattern recognition, intelligent recommendation and other fields. Its simple and intuitive
characteristics make the decision tree algorithm become one of the popular research directions in the
field of artificial intelligence [1-3]. However, the traditional decision tree algorithm is deficient in some
problems, such as easy overfitting, difficult to deal with continuous attributes, etc. Therefore, decision
tree optimization is of great significance. In traditional decision tree algorithms, the commonly used
selection criteria are information gain and Gini index [4-7]. Information gain is based on the
information entropy to assess the degree of uncertainty reduction in the data set, while the Gini index
is to assess the difficulty of classification in the data set. In order to optimize the performance of the
decision tree algorithm, it can be improved by choosing a suitable selection criterion [8-11]. In
addition, improved pruning is a commonly used optimization method in decision tree algorithms. It
reduces the complexity of the decision tree by deleting some unnecessary leaf nodes, so as to achieve
the purpose of optimization. In addition, methods such as feature selection and continuous attribute
processing are also commonly used in the optimization of decision tree algorithms [12-15].

Data encryption is an important information security technology, by encrypting the data can ensure
the confidentiality and integrity of the data in the transmission and storage process. With the rapid
development and popularization of the Internet, data transmission has become an important link in
modern society [16-19]. However, the ensuing problem is the protection of data security. In the process
of data transmission, data are easily threatened by hacking, stealing or tampering. Therefore, the
design of data encryption algorithms has become necessary to ensure the security of data
transmission [20-23].

Aiming at the data transmission encryption problem of unmanned equipment environment sensing
system, this paper realizes the shared data encryption scheme design based on blockchain technology
and fully homomorphic encryption algorithm. In order to improve the operation efficiency and
security of the blockchain in the system, this paper optimizes the PBFT consensus algorithm using the
C4.5 decision tree algorithm, and verifies the optimization effect of the algorithm in terms of
throughput, consensus delay, security and other aspects. In the design of shared data encryption
scheme, this paper utilizes the full homomorphic encryption algorithm, effectively combines it with
the blockchain, and experimentally compares the performance of the scheme in terms of encryption
and decryption time, throughput, etc., as well as data security with other schemes, to verify the validity
of this paper's scheme.

2. Application of blockchain technology in unmanned equipment environment
sensing system

2.1. Demand analysis of environmental awareness capabilities for unmanned ground equipment

In order to better realize the decision tree optimization and data encryption algorithm design for
unmanned equipment environment sensing system, this paper firstly analyzes the environment
sensing capability demand of ground unmanned equipment.

Ground unmanned equipment is characterized by “intelligence”, “autonomy” and “remote operation”,
which requires the equipment to have the ability to adapt to a variety of complex battlefield
environments and conduct reconnaissance and surveillance. In order to effectively fulfill the
unmanned combat mission, the equipment is required to have the ability to adapt to various complex
battlefield environments and conduct detection and surveillance. In order to effectively complete the
unmanned combat tasks and improve the survivability of unmanned equipment, the ground
unmanned equipment must have a full range of perception capabilities, build battlefield maneuvering
maps, in order to correctly complete the obstacle avoidance and autonomous exploration, path
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planning and other decision-making, to enhance situational awareness, and to effectively reduce the
cognitive burden of the soldiers and the workload. Therefore, this paper will take the combat
application as the traction, refine the ground unmanned equipment environment perception related
ability demand, from the performance of single equipment, consider the role of unmanned equipment
in the combat formation needs, combined with the mutual cooperation, mutual coordination, mutual
complementary relationship with the manned equipment, ground unmanned environment perception
related ability demand and specific equipment system/unit function, performance, to establish a
rational The test model of environment sensing capability is established.

Refine the conditions and capabilities of environmental perception that unmanned ground
equipment must meet in the process of performing combat missions, and complete the mapping from
combat missions to the performance and functional indexes of weapons and equipment.

The operational perspective is based on the unmanned equipment in the process of performing
combat tasks, analyzing the combat mission or task it may receive, combining its role in the combat
formation, combat objectives, and combat scale and other factors, and refining the combat activities it
needs to perform in order to complete the overall combat requirements. Take the U.S. Army ground
unmanned equipment as an example, according to the weight of the ground unmanned system will be
divided into micro, small, medium and large ground unmanned system, the different volume of
unmanned equipment to use the occasions, in the joint formation of the role assumed by the role that
needs to be accomplished naturally there will be a great deal of difference, so the need to be from the
characteristics of the equipment from the formation of the task to carry out the operational
perspective of the demand analysis.

The capability perspective is to abstract the capability that the unmanned equipment needs to have
in the process of executing combat activities. The content analyzed under the capability perspective
mainly includes the structure of the capabilities required to accomplish the mission, the supporting
resources and the interactions between the capabilities. The near-term goal of current unmanned
equipment is to utilize the endurance of unmanned vehicles to achieve long working hours, conduct
continuous reconnaissance and surveillance in complex terrains or in situations where soldiers’
reconnaissance and combat capabilities are limited, enter places that are inaccessible to human beings,
improve survivability, reserve reaction time, and utilize artificial intelligence to reduce the cognitive
burden of soldiers.

The system perspective starts from within the equipment, implements the operational
requirements and capability needs into the physical equipment, and analyzes and searches for a
variety of internal influencing factors that may affect the overall effectiveness of the equipment from
the hardware equipment, software functions, and various aspects of system operation. At present, the
internal factors related to the environment perception capability of unmanned equipment mainly
include different types of sensor equipment, vehicle attitude perception equipment and its
corresponding perception fusion algorithm.

Based on the DoDAF multi-view method, the extraction process of ground unmanned equipment
environment perception capability is as follows:

1) Starting from the mission perspective, clarify the combat tasks, utilize the combat tasks to
decompose the process of combat activities, and refine the combat tasks related to the environment
perception capability. In the current research context of ground unmanned equipment, the combat
tasks mainly include reconnaissance and surveillance tasks, communication relay tasks, and damage
assessment tasks.

2) Capability perspective correlation, establish the mapping relationship between combat
tasks/combat activities and capabilities, and form the preliminary environment-aware capability
requirement elements.

3) System perspective refinement, the need to combine the current ground unmanned equipment
equipment characteristics and system composition, further expansion and refinement of the



9038 CHANG ET AL.

capabilities, the formation of a complete environmental awareness capabilities evaluation hierarchy
relationship diagram. Such sorted out environmental awareness capability requirements, with top-
down logical relationships and hierarchical relationships, will be abstract military needs, transformed
into detailed equipment combat capabilities, mapped to specific equipment test indicators. The result
of the ground unmanned equipment environment perception capability refinement is shown in Figure
1.
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Fig. 1. Detailed environmental perception ability of ground special human equipment

2.2. Blockchain technology

Blockchain is, in a narrow sense, a distributed ledger that synthesizes a chained data structure in the
form of blocks of data sequentially connected in chronological order and guaranteed by cryptographic
means to be unforgeable and tamper-proof. Broadly speaking, blockchain is a new distributed
infrastructure and computing paradigm that utilizes a block-chain data structure to verify and store
data, a distributed node consensus algorithm to generate and update data, cryptographic means to
ensure the security of data transmission and access, and smart contracts composed of automated
script code to program and manipulate data.

A block is the basic data unit of a blockchain and contains information about all transactions. The
block consists of two parts: the block header and the block body. The block header is mainly composed
of the hash value of the parent block, timestamp, Merkle tree, etc. The block body generally contains a
list of transactions, and the hash value of the parent block saved in each block header uniquely points
to the parent block of the block, which constitutes a connecting relationship between the blocks, thus
composing the basic data structure of the blockchain.

The tamperability of the blockchain is mainly ensured by the chain structure formed by the hash
value of the parent block. The hash algorithm is a hashing algorithm that can generate a fixed-length
string from an input of any length through computation, and the output fixed-length string is the hash
value of the input. Through each block contains the hash value of the previous block of data in this
layer nested way, connected to the block chain, to achieve tamper-proof. And through the hash
algorithm to build Merkel tree, binary tree method to achieve rapid detection of data changes.
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All nodes in the hash blockchain are involved in recording data, there is no central node, therefore,
a consensus mechanism is needed to ensure that all nodes can record the same correct data. The
current blockchain is divided into four main types of consensus algorithms: proof-of-work consensus
algorithms, Po*'s credential-based consensus algorithms, Byzantine fault-tolerant algorithms, and
consensus algorithms that incorporate trusted execution environments. The introduction of smart
contracts has driven the development of blockchain in other areas. Smart contracts are promises
defined in a digital program that are automatically executed by a computer program when certain
conditions are met. Blockchain-based smart contracts need to include a complete state machine for
receiving information about processing conditions, a thing processing mechanism, and a data storage
mechanism. After the smart contract is deployed, it will be permanently stored on the blockchain and
strictly enforced. When the preset conditions are triggered, the nodes in the network all respond and
verify the content, and at the same time record the transaction data in the blockchain. The network
architecture used in blockchain is P2P (peer-to-peer) network, which breaks the traditional
centralized network structure.P2P network has no central node, and is maintained by the user group
within the network.Any single or small number of node failures of the P2P network won't affect the
operation of the system, so the reliability of the P2P network is very strong.

2.3.  Application of blockchain in unmanned equipment environment sensing

The existing environment sensing unit, when providing intelligence information for the battlefield
command nodes, basically provides information for the relevant intelligence processing or command
nodes in a multi-point-to-point manner, and once the central node is destroyed or paralyzed, the
corresponding environment sensing nodes basically lose their roles, with a fragile network structure
and a weak flexible organization capability. The introduction of blockchain distributed network
architecture in unmanned equipment environment sensing system has the following advantages:

1) Improve the destruction resistance of the intelligence system. The existing environment sensing
unit and intelligence processing unit are in a star-type networking mode, and once the intelligence
processing unit collapses or is destroyed, the corresponding environment sensing unit will be invalid.
Environmental sensing unit on the chain, can greatly improve the destruction resistance.

2) Improve the real-time sharing of environmental sensing information. The sharing of
environmental sensing information between environmental sensing units needs to be guaranteed by
other node networks. The uplinking of environmental sensing units can greatly improve the real-time
sharing of intelligence information.

3) Improve the efficiency of distributed processing of intelligence. Each environmental sensing unit
can directly process, uplink and release the first discovered intelligence, and other units only carry out
fusion and comparison to ensure the uniqueness of the information and reduce the amount of
transmission of fusion processed information.

4) Improving the information processing quality of the environment sensing unit. Each
environmental sensing unit can effectively improve the quality of released information by comparing
the environmental sensing information of other units.

3. Optimization of PBFT consensus algorithm based on C4.5 decision tree

In this chapter, the optimization strategy of PBFT consensus algorithm is designed by using C4.5
decision tree algorithm, and the blockchain system based on the optimized PBFT algorithm is applied
to the unmanned equipment environment sensing system in order to improve the operation efficiency
and safety of the system.
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3.1. Shortcomings of the PBFT consensus algorithm

The PBFT consensus algorithm [24] can be a good solution to the problem of blockchain chain forks,
but the algorithm also has some limitations:

1) All consensus nodes have equal chances to act as a master node, i.e., a master node in View is
elected by the master node selection formula p =vmod|R|. If the newly elected master node is a non-
honest node, it will result in continuous master selection, and the external service of the whole
blockchain system during the master node selection period will be greatly reduced or even not be able
to provide normal external service.

2) The PBFT consensus algorithm transmits messages through message broadcasting, which
includes ViewChange protocol, Timeout mechanism, etc., in addition to Pre-prepare, Prepare, Commit
three-phase broadcasting, which makes the network bandwidth consumption aggravated by too much
message broadcasting. In a blockchain network with a consensus node number of N, the number of
messages that need to be delivered to complete a three-phase broadcastis Z , then the relationship
between the two is:

Z=2N?>-2N (1)

3.2. (4.5 Decision Tree Algorithm

Decision tree is a very important classifier, which has the advantages of simple and easy to learn, high
classification accuracy and low domain knowledge requirement. This paper focuses on the
information entropy based C4.5 decision tree algorithm, C4.5 is improved on the basis of ID3 [25]. The
process of categorizing consensus nodes according to the C4.5 decision tree algorithm process is as
follows:

1) Calculate the information entropy. It measures whether the sample sets belong to the same

category. Assuming that the proportion of samples of category k in the current trainingset D is £,

then the category information entropy is calculated based on the training set D as:

K
Info(D)=~) P log2F, (2)
k=1
where K denotes the total number of categories in the sample.

2) Calculate the information gain. In the training set D), the attribute feature vector , is selected
to divide the set D, and the feature vector , has a total of i possible values, then, taking the ,th
value is selected in the sample set D with the value of ", and is noted as D’. The information
| D]

D]
to solve the problem of the number of samples contained in the branch nodes is different. Then the
information gain of using attribute feature vectors , to partition the set D can be expressed as:

: _ Rell28 v
Gain(D,a) = Info(D) Z D Info(D") (3)

v=l1 |

entropy of D’ can be computed from Eqn. (2), and the branch nodes are assigned the weight

However, the use of information gain to select the division attributes will cause it to favor the
attributes with more selected values, thus affecting the generalization ability of the decision tree.
Therefore, the C4.5 decision tree algorithm chooses the gain rate to select the division attributes.

3) Calculate the gain rate.The calculation of gain rate in C4.5 decision tree algorithm is extended on
the basis of information gain.The training set D uses the gain rate of attribute feature vector , as
shown in equation (4):
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Gain atio(D,a) = Gain(D,a) 4)
1V(a)
Among them:
~| D", D
IV(a)=— log (5)
2751 |

3.3.  Coalition Chain Consensus Environment

In the Hyperledger Fabric Alliance blockchain network, the PBFT consensus algorithm is used to
complete the block consistency validation work, but since the PBFT consensus algorithm can only
complete the consensus efficiently with no more than 100 consensus nodes. Therefore, among the
many blockchain system participants, not all nodes need to participate in the block consensus
verification work. With this, this paper defines the consensus nodes in the coalition chain network into
the following two categories:

1) Consensus nodes. In the coalition blockchain network, the consensus node is composed of the
master node and the slave node, both of which need to pack and save the verified data into the ledger
maintained by themselves. The master node is responsible for broadcasting the requests sent by the
client to the whole network, and verifying and processing the block and transaction information. Slave
nodes are responsible for verifying and processing blocks and transaction information.

2) Non-consensus nodes. In a federated blockchain network, non-consensus nodes only need to
synchronize the transaction data verified by the consensus nodes to the blockchain ledger maintained
by themselves. It should be noted here that non-honest nodes may cause malicious attacks on the
blockchain system only if they exist in the consensus nodes. Therefore, the focus of the optimization
of the PBFT consensus algorithm in this paper is on the consensus nodes.

In a federated blockchain network, let set 4 be denoted as a node of total size i, set AO be

denoted as a consensus node of size j, and non-consensus nodes be denoted as set A, which is of
size i—j. They satisfy the following aggregation relation among themselves:

A=4 U4, (6)
And:

A4.Nn4, =7 (7)
Suppose that the nodes in set 4 are numbered sequentially as {0,...,i—l} , where the krd node

is denoted as 4. It satisfies: forany 4,, 4, €A and k isin the range {k |0<k Si—l} .
And is satisfied:
A €A, tk|0<k< ) ®)
A €4, k| j<k<i) ©)

In a federated blockchain network, there will be non-honest nodes. It is known that in set AO with

consensus node size j, suppose 3f dishonest nodes are denoted as set Bf. Then, in the practical

Byzantine fault-tolerant algorithm, the non-honest nodes satisfy the following relationship with the
total consensus nodes:
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B, c4, (10)
3f+1< (11)
Equation (10) shows that the set of dishonest nodes Bf is a true subset of the set of consensus

nodes A..From Equation (11), it is easy to prove that the total number of consensus nodes must be
greater than or equal to 37 +1 in the coalition chain that solves the Byzantine General problem, and

the value range of ; is {] |4<j < 100} in the PBFT consensus algorithm.

In a federated blockchain network, consensus nodes validate the transactions that need to be
written into the blockchain through the appropriate mechanism, and only the validated data can be
written into the blockchain network that they maintain. The non-consensus nodes update the data
verified by the consensus nodes into the blockchain network maintained by them.

3.4. Optimization strategy of PBFT algorithm based on C4.5 decision tree

Aiming at the deficiencies of PBFT consensus algorithm, this paper designs the optimization strategy
of PBFT algorithm based on C4.5 decision tree by introducing voting weight.

3.4.1. Holistic thinking. According to the consensus node trust evaluation classification will be | R |
consensus node in the blockchain network, according to the trust level of high and low sequential
order numbered {0,...,| R| -1}, ifthe current master node failure or overthrown, the use of the formula
(12) for the re-selection of the master node.

p=vmod|R| (12)

In addition, on the basis of using C4.5 decision tree to evaluate and classify the trust degree of
consensus nodes in the blockchain network, this paper draws on the research idea of Tendermint
algorithm, introduces the concept of voting right value, and adopts the idea of “the better the trust
degree, the larger the voting right value” to reflect the differences between consensus nodes. The
definition of consensus node's voting right value is as follows:

In a blockchain network with a number of consensus nodes of |R|, the reliability and

responsiveness of the validation message provided by node k& during the consistency consensus

validation process is expressed in the form of a voting weight value denoted as Weight, , which is

shown in Equation (13), and Wweight, e (()%] :

1
Weight, =——:{k|0<k<|R|-1
eight, =-—— {k| | R|-1} (13)
Then, the sum of the voting power values of all consensus nodes in the blockchain, denoted as
Swweight § is:

R-1

SUM,,..., = > Weight, (14)
k=0

Here, this paper draws on the research methodology of PoW consensus algorithm, adopting the idea
of “minority to majority”, and setting the threshold value of the voting right value Weight, ... tobe
0.5 times of the total voting right value, that is:

. SWweight
Welghtihravhold = T (1 5)
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3.4.2. Algorithm design. According to the overall idea of PBFT consensus algorithm based on C4.5
decision tree (DTPBFT), its detailed algorithm processing flow is shown below:

Stepl: In the blockchain system, the client sends a request message (data on the chain)
< REQUEST ,o0,t,c > tothe master node p.

Step2: When the blockchain network detects a new transaction request, it will first determine
whether there are new consensus nodes joining or old consensus nodes exiting in the whole network.
If there are joining or exiting consensus nodes, all consensus nodes are re-categorized for
creditworthiness assessment according to the C4.5 decision tree classification model, and the
consensus nodes are numbered, assigned with voting values and selected as master nodes according
to the classification results. If no consensus node joins or quits then verify the status of master node
p in the current view .

Step3: If the master node p in the current view , is in the down state, trigger the ViewChange
protocol to switch the master node. Otherwise, the master node p receives the request from the
client and assigns the proposal number , to the request and prepares the message
< PRE PREPARE,v,n,digest >,message > to the network-wide multicast, where digest is the
summary of the message.

Step4: After receiving the pre-prepared message, other slave nodes start to check the digest
legitimacy and judge whether the value of n is correct or not. If the judgment result is true, it sends a
ready message with its own vote value to other consensus nodes <PREPARE,v,n,digest,k,Weight, >.

Otherwise, the slave node does not do any operation.
Step5: The consensus node collects the ready messages from other nodes. If the consensus node

collects more than Weightulreshold ready messages (including its own voting right value), the node
enters the ready state and multicasts the confirmation message to the whole network
<COMMIT,v,n, Xm),k,Weight, > . Otherwise, the consistency consensus validation work of this
transaction request ends, and the node sends the consensus failure result
<FAILURE,v,t,c,k,Weight, > to the client.

Step6: The consensus node collects the confirmation messages from other nodes. If the consensus
node collects more than Weight, ., .. confirmation messages (including its own voting right value),
the node enters the commit state, so it can execute the client request and return the successful result
<SUCCESS, v,t,c,r,k,Weight, > to the client. Otherwise, the consistency consensus verification of
this transaction request ends, and the node sends the consensus verification failure result
<FAILURE,v,t,c,k, Weightk > to the client.

Step7: The client only receives the same execution results from different consensus nodes when the
total voting power value is greater than the total voting power value of the consensus node to send the
request failure results, the request is considered to be correctly executed successfully, and will be »
as the final result of the request, the consensus node to update their own maintained ledger, the
algorithm has been executed.

3.5. Experimentation and Analysis

3.5.1. Security analysis of consensus nodes. In this paper, C4.5 decision tree algorithm is used to
classify the trust level of the nodes participating in the consensus of the coalition blockchain network
in the unmanned equipment environment sensing system. Through this experimental dataset using
C4.5 algorithm, KNN algorithm, plain Bayesian algorithm, Logistic, Perceptron and Maximum Entropy
Classifier are compared and observed, and the results of the comparison of classification algorithm
accuracy are obtained as shown in Fig. 2.
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500 experimental data in this paper, including 400 training samples and 100 test samples. From the
experimental results, it can be seen that C4.5 Decision Tree has the best classification accuracy of
94.37%, and the use of C4.5 Decision Tree can effectively improve the accuracy of classification of
consensus nodes and improve the security of the algorithm.

Maximum entropy classifier

Perceptron

Logistic

Naive Bayes classification

Algorithm name

KNN

C4.5

0.4 0.5 0.6 0.7 0.8 0.9 1.0
Accuracy

Fig. 2. Comparison of classification algorithm accuracy

3.5.2. Experiments and analysis of results. To test this paper's DTPBFT consensus algorithm based
on C4.5 decision tree in a coalition chain scenario, the experiment is based on Hyperledger fabric, as
well as its testing tool Hyperledger caplier, which builds a coalition chain network with 80 nodes, and
runs PBFT and DTPBFT algorithms respectively. By sending different messages through the nodes, the
Byzantine attack is simulated.

1) Throughput. Throughput refers to the number of transactions processed per unit of time, and in
consensus algorithms, it refers to the number of transactions that can be successfully agreed upon per
unit of time. Higher throughput proves that the consensus algorithm itself has higher performance,
the throughput formula is:

S = - (16)
where: S is the throughput, N is the number of successful consensus transactions, and 7 is the
total time.

In the experiment, the client is set to send 1800 messages to record the number of transactions that
can complete the consensus per second, and the test is carried out for different numbers of nodes in
the presence and absence of Byzantine nodes within the system, respectively, and the results of the
throughput experiments are shown in Fig. 3, with (a) and (b) showing the throughput when there are
Byzantine nodes and absence of Byzantine nodes, respectively.

From the throughput line graph, it can be seen that the size of throughput is inversely proportional
to the number of nodes participating in the consensus. In the presence of Byzantine nodes within the
system, the throughput size of DTPBFT is always higher than the PBFT algorithm for the same number
of nodes.
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2) Consensus delay. Consensus latency, as an important measure of consensus algorithm, represents
the time difference between the initiation and completion of a transaction in a blockchain. Lower
latency makes the blockchain more available and secure. The test latency formula is:

DelayTime=T (submit) -T (authentication) (17)

where: T(Subml't) is the time when the consensus is completed and confirmed, and
T (authentication) is the time when the consensus authentication phase begins.

The experiments are averaged every 120 transactions and conducted under different numbers of
nodes, and the results of the consensus delay experiments are shown in Fig. 4, with (a) and (b) showing
the consensus delay when there are Byzantine nodes and when there are no Byzantine nodes,
respectively

From the consensus delay comparison graph, it can be seen that the DTPBFT algorithm is faster than
the PBFT algorithm when there is no existence of Byzantine nodes within the system, but when there
is existence of Byzantine nodes within the system, the consensus delay is slightly higher than that of
the PRET algorithm in the worst case scenario of the DTPBFT algorithm.
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Fig. 4. Comparison of consensus delay
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3) Algorithm security test. Aiming at the problem that the PBFT algorithm cannot dynamically
eliminate Byzantine nodes, the DTPBFT algorithm introduces the concept of voting weight value,
which eliminates Byzantine nodes in the system by embodying the difference between consensus
nodes to guarantee the security of the system. In the experiment, the number of preset nodes inside
the system is 1200, in which there are 400 Byzantine nodes, and there will be Byzantine nodes joining
in the process of system operation, running PBFT algorithm and DTPBFT algorithm, respectively, and
then checking the number of Byzantine nodes inside the system according to the increase of the
number of consensus rounds. The experimental results of security testing are shown in Fig. 5.

From the experimental results, it can be seen that the number of Byzantine nodes inside the system
after running 12 rounds is 9, which shows that when the system tends to stabilize, the DTPBFT
algorithm can remove the Byzantine nodes inside the system, and the probability of Byzantine nodes
being elected as master nodes decreases, which ensures the security of the system. After a new
Byzantine node joins, it cannot complete the consensus process and is removed by the system, while
the number of Byzantine nodes in the PBFT algorithm is basically unchanged. Therefore, the
experiment proves that the DTPBFT algorithm has high security performance.
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Fig. 5. Number of Byzantine nodes

4. Blockchain shared data encryption scheme for unmanned equipment
environment sensing system

4.1. Overall Program Architecture

In order to realize the secure sharing of environmental sensing intelligence data in the unmanned
equipment environmental sensing system, this paper designs a shared data encryption scheme based
on blockchain and fully homomorphic encryption algorithm as shown in Fig. 6, and its specific process
is divided into six stages: initialization, institutional teaming, key acquisition, data encryption,
ciphertext computation and decryption and sharing [26]. The characters involved in the process and
the meaning of the characters are shown below:

Env,. - Fully homomorphic encryption environment.

EnVFHEEAL - Fully homomorphic cryptographic computing environment.

GID - Group unique identifier.
CID,,. -UserID group.

group

DID - Data organization ID group.

group

DI, - Data Organization I.
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DID - Data organization ID.
Status - Grouping status.

PK. - ECC encrypted public key of organization i.
SK, - ECC encryption private key of the institution.
PK,,,; - Full homomorphic encryption public key.

SK ., - Fully homomorphic encryption private key.

Addr - Ciphertext file address group.

group

Data source Key management authority (KM)

Request Distribution Money
Data owner Do key Key generation | | Key distribution key management
Medical Pati
Data Computing Center DC atient
treatment P information
R Customer 1 Customer n
cquest || Ciphertext | | | | Ciphertext
Galculation” — 1 — = Data receiver
Ciphertext result
lData encryption storage l Ciphertext result information chaining | | Credit service
Data storage Record Blockchain network BC
IPFS file storage % ) . oResult | Repytation
system cochain Blockchain underlying platform query score

Fig. 6. Shared data encryption scheme
4.2. Composition of the program phase

4.2.1. Initialization phase. The execution subjects of the initialization phase include the key
management organization KM and the data computation center DC.In this phase, KM and DC perform

the following tasks:
Stopl: KM performs full homomorphic encryption parameter initialization and constructs an

environment for full homomorphic encryption CKKS £#v,,,., and DC constructs a homomorphic

computing environment EnVFHE_CAL .

Stop2: KM initializes a finite domain Fq and constructs the environment for Shamir secret sharing.

4.2.2. Institutional teaming phase. The execution subject of the organization teaming phase includes
k data organization D], and one of the data organizations initiates the teaming application. The
specific steps are as follows:

Stop1: All the institutions participating in data sharing will join the blockchain network as
blockchain nodes, and the authentication of institutions will be carried out through the blockchain
network to ensure that each data institution is legitimate.

Stop2: Data organization Dli applies for access to user data, and through the blockchain network,
sends a teaming request transaction to other data organizations, with on-chain storage GID, CIngp,

DID,. and the state Status, status of that teaming set to the default value of false . That is:
Request,,,,, = {GID, C]ngup, DID} (18)
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Stop3: The data organization that listens to the teaming request considers whether to agree to

teaming based on CIngp. Specifically, the user ID group corresponding to the user dataset owned
by the data organization is made to be CID. Judgment:
c,,,, <CID (19)

If Eq. (19) holds, the message agreeing to the grouping is returned, and vice versa for not agreeing.
Thatis, Resonse,,,,, ={true/ false}.

Stop4: Data organization DI, determines whether the teaming is successful or not based on the
results returned by other data organizations. If it is successful, it sends a success message to the other

data organization, and vice versa, it sends a failure message. Thatis Resonse , ={true/ false} .
Stop5: Data organization £/, modifies the status of teaming stored on the chain to #ue and

writes it to the ID group of the data organization participating in the teaming, i.e., FIngp . Therefore,

the fields stored on the chain at this time include:

Info,,, ={GID,CID,,,,DID,,,,DID, ,status} (20)

group?

4.2.3. Key Acquisition Phase. The executing subjects of the key acquisition phase include & data
organization DI and the key management organization KM.The specific steps of this phase are as
follows:

Stop1: After the data institution joins the blockchain network, it utilizes the existing asymmetric
encryption algorithm ECC, invokes the key generation algorithm ECC.Keygen(), applies for a public-

private key pair PK. and SK; for itself, and stores PK in the blockchain network for subsequent
encrypted transmission of the private key slice.
Stop2: The data organization DI, sends a key application request Request, , = {GID,DID.} to the

KM to apply for a fully homomorphic key for encrypting data, where DIQ is the unique identifier of
the data organization.
Stop3: After the KM receives the key application request Request,, , the KM uses the GID to view the

information stored in the blockchain and obtains the grouping information. Judgment:
Status =true (21)

DID. =DID, (22)

If the verification of Eq. (21) or (22) fails, the key request phase ends, otherwise the next step is
carried out.

Stop4: KM calls CKKSK@/gen(lﬂ) according to security parameter A to generate fully
homomorphic public-private key pairs PK,;; and SK,, .

Stop5: KM slices the private key 5K, according to the number of data organizations k in
Dngm#, and sets the number of minimum recovery keysto p .Select p -1 values @,4,,....a,, in

F, and construct the following polynomial where f(0)=5K

f(x):SKFHE+a1-x+a2.x2 +...+ap_l,xp—1 23)
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Stop6: Select k different non-zero elements X;,X,,....X;, in F;, and for each data organization

DI, compute the value of the polynomial f(x) according to Eq. (23) to obtain the secret slice
(6. ().

Stop7: The KM queries the corresponding public key PK. from the blockchain network via the
D[Q of each data organization, calls the encryption algorithm ECC.EVZC?ypt(PKi,(Xi, f (x,))), and
encrypts the secret fragment (X, f (x)) using the PK. to obtain the encrypted fragment CT ; and
then returns the fully homomorphic public key PK,,, and the encrypted fragment CI. to the

respective data organization DI,.The SK,,; and polynomial f(x) are destroyed.

4.2.4. Data encryption phase. After the key application is successful, the data encryption stage will
be entered, and the main body of the execution of this stage isthe k& data organization FI. Its steps are
described as follows:

Stop1: Each data organization DI, queries the blockchain record based on the grouping unique

identifier GID to get Info

group -

Stop2: Each data organization DI, encrypts the user data in CIngp. First, encoding algorithm
CKKS.Ecd(Data,A) is invoked to encode the data to obtain a plaintext polynomial. Specifically, for
user U, , the data Data,={d,.d,,..d,} is encoded to obtain plaintext
m(X) ={m(X),,m(X),,....m(X),}. Then, the encryption algorithm CKKS.Enc(M,PK,,,) isinvoked

to perform a fully homomorphic encryption operation utilizing a fully homomorphic public key
PK . to obtain a ciphertext CT'={CT, ,CT, ,...,CT, }, each as in Equation (24):

CKKS.Enc(m(X),, PK,,,) — CT,
CT, ={ CKKS.Enc(m(X),, PK ;) = CT,, (24)
CKKS.Enc(m(X),,PK,,,)—CT,

Stop3: Each data organization will upload the encrypted ciphertext CZ; to IPFS and get the file

address herf; .
Stop4: The data organization DI, initiated by the teaming will create the ciphertext address group
Addr,,,,,, add its own ciphertext address /erf; to Addr,,,, and then initiate the ciphertext upload

transaction to store the GID and Addi’grw into the blockchain, i.e,, the teaming information Inngmw,

on the chain is increased:
Addrgw ={herf,, herf,,....herf } (25)

Stop5: The other data organization obtains the ciphertext address group Addl”grw through the
blockchain network, adds the ciphertext address helﬁ to Addl”gr , and then uploads it to the
blockchain, and sends an upload success message to DI, after the upload.

Stop6: DI, After receiving messages from all the grouped data organizations, it initiates a data

computation request Requestcal ={k,GID} to the data computation center DC to request the
computation of the ciphertext data.
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4.2.5. Cryptographic computation phase. The main body of the ciphertext calculation phase
execution is the Data Computation Center DC, and the specific steps of this phase are as follows:

Stop1: After DC receives Request ,, it queries the blockchain record Info based on the

group

grouping unique identifier GID to obtain the stored ciphertext address group Addl”gr , and gets a set
of file addresses hel’fi, where i=1,2,...k.

Stop2: DC queries the data from IPFS based on this set of file addresses hel”f,, and obtains £ the

ciphertext.
Stop3: DC performs computation operations on each field data of & ciphertexts, and here, in order
to simplify the description, it performs addition operations on them. According to the actual business

scenario, different types of operations can be performed. That is, for user U, , the result of the
computed ciphertext is:

CKKS.Add(CT, ,CT, ...,

CT, ={CKKS.4dd(CT, ,CT,,,,...CT,)>CT,, = t=12,...m (26)
CKKS.Add(CT,, ,CT, ,...CT, ) —>CT,_

CT, )~ (T,

tlea

The ciphertext result correspondingto , user is:

CT,

cal

={<u,,CT, L <l C];zml >,..,<u,,CT . >} (27)

!

Stop4: The DC uploads the ciphertext data C7), to IPFS, returns the ciphertext file address herf
and then initiates a resultant ciphertext upload transaction, storing the GID and the address #ierf
where the computed ciphertext CT,, islocated in the blockchain.

Stop4: DC returns the computation completion message to D[l» .

4.2.6. Decryption sharing phase. After the data organization receives the message that the DC
ciphertext computation is completed, it will enter the decryption sharing phase. The execution body
of the decryption sharing phase includes the key management organization KM and the data
organization DI, and the specific steps of this phase are as follows:

Stopl: DI, After receiving the message that the ciphertext computation is completed, query the

blockchain record according to the unique identifier GID of the group to obtain the ciphertext address
herf .

Stop2: DI, Send a request for key recovery to other teamed data organizations
Requestres{GID,FID }.
Stop3: After receiving the request, the other teamed data organization queries the blockchain record

through the teamed unique identifier GID to obtain the teamed organization group DID,, , and

verifies:

DID € DID, (28)

group
If the verification of formula (28) fails, it ends;

Stop4: Ifthe verification of formula (28) succeeds, the other organizations use the publickey of DI,

to encrypt the secret fragment to get the ciphertext CI; and return it to data organization DI, .
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Stop5: After data organization DI, obtains p the secret fragment, it can perform key recovery.
First, DI, calls the decryption algorithm ECC.Decrypt(CT,SK.) and decrypts the ciphertext
fragment CT using its own private key SK, to obtain the original p secret slice
(xl7yl)7(xz’y2)9"'9('xp9yp)'

Stop6: The data mechanism DI, constructs a polynomial according to Eq. (29) using the p
secret fragment:

X—X.

=30 ] —2 (29)

i=l ISjst,j#i Vi T A

Let x=0,find £(0),at this time can recover the full homomorphic private key f(0)=58K.
Stop7: DI, obtains the data CI, of the user ciphertext from IPFS according to the address

herf , calls the decryption algorithm CKKS.Dec(CT, SK,,.), decrypts CT., using the private key,
and obtains the statistically decrypted user ciphertext m(X). Finally calls the decoding algorithm
CKKS.Dec(m(X),A),and for the input decrypted text polynomial m(X), computes the corresponding
decrypted data Data.

4.3. Experimental validation of data encryption scheme

In the experimental phase of the blockchain shared data encryption scheme for the unmanned
equipment environment sensing system, the test environment built in this paper uses an experimental
platform equipped with an Intel Core i7-11800H processor (running at 3.40GHz) and 32GB RAM
memory. The experiments are conducted in the Ubuntu operating system environment built based on
VMware virtualization technology, which exists in the form of a virtual machine. In this environment,
Hyperledger Fabric version 2.4 is used to build the blockchain as well as IPFS version 0.14 distributed
file storage system as the off-chain cloud storage platform, which together serve the realization of data
sharing.

4.3.1. Performance analysis:

1) Encryption and decryption time comparison. In the process of data sharing, performance
consumption is inevitably involved, which mainly includes the cost of encrypting and decrypting the
data as well as the cost incurred when transactions are conducted on the blockchain. In order to
evaluate these costs comprehensively, this paper measures the encryption and decryption overhead
of the original data, as well as the encryption and decryption overhead of the hash values in detail. In
order to test the superiority of this scheme in the process of encryption and decryption of raw data,
this paper analyzes it in comparison with two similar recent technological frameworks. In this case,
scheme 1 uses AES symmetric encryption algorithm while scheme 2 recommends proxy re-encryption
technique to protect data privacy. To ensure the reliability and accuracy of the experimental results,
this paper performs each operation 80 times, and the resulting average values of the time taken to
encrypt and decrypt the original data are shown in Fig. 7(a) and Fig. 7(b), respectively. Where, the
shaded area indicates the difference in time consumed between different schemes.

The data from Fig. 7(a) and Fig. 7(b) shows that AES encryption and decryption incurs the lowest
execution overhead cost, while proxy re-encryption technique incurs the highest execution overhead
cost. This is mainly due to the fact that the AES encryption and decryption process utilizes an efficient
byte cycling mechanism, which greatly accelerates the process of encrypting and decrypting the
original data. However, the AES encryption method is prone to key leakage due to the fact that the data
owner needs to share the key with the data demander in advance as the same key is used for two-way
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operation. In contrast, the scheme in this paper does not need to share the key in the process of
encrypting and decrypting the original data, and thus has advantages in data security. In addition, the
proposed scheme in this paper is more efficient in encrypting and decrypting shared data compared
to proxy re-encryption techniques. This is because the proxy re-encryption technique needs to convert
the ciphertext into different ciphertexts through a proxy server to adapt to the decryption needs of
different data demanders, which naturally increases the realization cost of the system.

300 300
—A—Scheme 1 —#4—Scheme |
250 Scheme 2 250 Scheme 2
" ——This article's proposal " —&—This article's proposal
=
00t Ea00f
E E
S 150 - BB
2 2
31001 g 100
= =
50 50
0 1 1 | 1 1 | 1 0 | | 1 | | 1 |
0 5 10 15 20 25 30 35 40 0 5 10 15 20 25 30 35 40
Size of the Shared data/MB Size of the Shared data/MB
(a) Comparison of Encryption Time (b) Comparison of Decryption

Fig. 7. Comparison of encryption and decryption time

2) Throughput size comparison. Data throughput refers to the number of transactions completed per
second on the blockchain, which can reflect the transaction cost overhead on the chain. In this paper,
we conduct a detailed measurement of data throughput to evaluate the transaction cost of storing and
querying on the chain, and compare this paper's scheme with Scheme 1, which does not include oft-
chain storage, and Scheme 2, which adopts the master-slave blockchain architecture to store data. In
Scheme IJ, the slave chain stores the shared data and the master chain mainly stores the hash values
of these shared data. To ensure the reliability of the experimental data, the experiment is repeated 30
times to get the average value, and the throughput size comparison results are shown in Figure 8.

From the data in Fig. 8, it can be seen that with the increase of data volume, the throughput of
scheme 1, which does not have the function of off-chain storage, gradually declines, while the
throughput of scheme 2 is even lower. Meanwhile, compared to these two schemes, the scheme
proposed in this paper also maintains a stable and high throughput performance when the data
volume increases, and is higher than the scheme without under-chain storage. This is mainly due to
the fact that the master-slave blockchain architecture used in scheme 2 will frequently interact across
the chain when storing and querying data, which reduces the efficiency of storing and querying data.
In contrast, the scheme in this paper only stores the encrypted hash values on the chain, which
occupies much less space than storing the complete data directly, and thus the proposed scheme shows
obvious advantages in terms of data throughput.
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Fig. 8. Comparison of throughput sizes

4.3.2. Comparison of data security. The shared data encryption scheme for unmanned equipment
environment sensing system designed in this paper is designed based on blockchain technology and
fully homomorphic encryption algorithm, aiming to realize efficient and secure environment sensing
data sharing under the premise of maintaining data privacy. In order to verify the reliability of the
scheme, this section analyzes the security in terms of off-chain data security, on-chain data security,
data integrity, trustworthiness, authorization and permission, authentication, reliability, and
verifiability, and compares it with other related schemes. The security comparison results are shown
in Table 1.

1) Off-chain data security. The data security protection scheme designed in this paper is based on
homomorphic encryption technology, in which the data owner encrypts the original data by
customizing the access structure, thus realizing fine-grained access control of the off-chain data, which
in turn enhances the data security.

2) On-chain data security. This paper adopts full homomorphic encryption algorithm to store the data
hash value as ciphertext on the blockchain, and at the same time, it supports the operation of the
encrypted data, which realizes the operation of the data on the basis of guaranteeing the security of
the data, and the user who owns the private key can solve the calculated data to get the result of the
calculation, so as to enhance the security of the on-chain data.

3) Data Integrity. The shared data storage scheme proposed in this paper stores the off-chain data
encrypted in IPFS, which can realize permanent storage. Meanwhile, the encrypted hash value stored
on the chain cannot be tampered with, thus ensuring data integrity.

4) Trustworthiness.b The data security storage scheme in this paper stores the shared encrypted data
through IPFS, while the hash value of the encrypted data is stored by the blockchain. Based on the
uniqueness of the hash value, the data demander can compare the hash value of the data under the
chain with the decrypted hash value on the chain to verify whether the data is trustworthy or not, and
enhance the trustworthiness.

5) Authorization Permission. This study ensures that only authorized data demanders can decrypt the
encrypted hash value stored on the blockchain and download the ciphertext of the data stored in IPFS.
And the data ciphertext can be decrypted only when the attribute set of the data demander matches
the attribute set set set by the ciphertext decryption, thus ensuring data confidentiality.
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6) Authentication. In the scheme designed in this paper, both the data owner and the demander must
be authenticated by the system to access the system. The system will provide the key only after
authentication.

Table 1. Security comparison

Peculiarity Text Contrast scheme Contrast scheme Contrast scheme Contrast scheme
scheme I II il IV
Data integrity Yes Yes Yes Yes Yes
Off-chain data security Yes No No No No
On-chain data security Yes Yes No No No
Believability Yes Yes Yes Yes No
Authorized permission Yes Yes Yes No No
Identity authentication Yes No Yes No No
Reliability Yes Yes No Yes No
Verifiability Yes Yes Yes No No

5. Conclusion

This paper combines the PBFT optimization algorithm based on C4.5 decision tree (DTPBFT) and full
homomorphic encryption algorithm to realize the design of shared data encryption scheme in
unmanned equipment environment sensing system, which improves the efficiency and security of data
transmission in unmanned equipment environment sensing system.

In this paper, the C4.5 decision tree algorithm is used to classify the trust level of the consensus
nodes of the blockchain in the unmanned equipment environment sensing system, and comparing the
classification algorithms such as the C4.5 algorithm, the KNN algorithm, the plain Bayesian algorithm,
the Logistic, the perceptron, and the maximum entropy classifier, the C4.5 decision tree has the best
classification accuracy (94.37%), i.e., the use of the C4.5 decision tree can effectively improve the
accuracy of classification of consensus nodes and the security of PBRT consensus algorithm, which
verifies the effectiveness of the optimization strategy of PBRT algorithm. Comparing the optimized
DTPBFT algorithm with the PBFT algorithm, it can be seen that the DTPBFT algorithm is generally
more effective in terms of throughput size and consensus delay, and can effectively remove the
Byzantine nodes within the system, which has higher security performance.

In addition, comparing with other data encryption schemes, the shared data encryption scheme
designed in this paper based on blockchain and fully homomorphic encryption algorithms achieves
better experimental results in terms of performance indicators such as encryption and decryption
time, throughput, and data security, and has higher operational performance and security, and is able
to provide a guarantee of data security sharing in the unmanned equipment environment sensing
system.
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