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ABSTRACT

As the digital economy develops, the use of digital methods for the storage of financial documents is
being commonly adopted. To protect the data security of financial documents and ensure the
traceability of data, this article designed a secure storage and traceability system for financial
documents based on blockchain. Firstly, a blockchain platform with a private chain that had better
security and scalability was selected, and the data structure and smart contract design were then
carried out. Secondly, an identity authentication and permission management mechanism was
established, and data storage and transaction processing modules were designed. Asymmetric
encryption was used to secure data, and the digital signatures were combined to ensure the integrity
of financial documents. Finally, the traceability function was achieved through the immutability of
blockchain technology. The task of storage and traceability was accomplished by designing a secure
storage and traceability system for financial documents in conjunction with the blockchain technology.
In the experiment, it only took about 50 seconds to process traceability tasks with an interval of 50
people, which was shorter than the traditional system’s 180 seconds; it also maintained an accuracy
rate of over 90% in traceability tasks with an interval of 100 people; in the face of 1000 network
attacks in a short period of time, the financial management system based on blockchain technology
was only invaded 20 times, while the traditional financial system was invaded 200 times. This system,
in terms of time, traceability accuracy, and data security, were all improved over the traditional system.
The design of a secure storage and traceability system for financial documents based on blockchain
technology is conducive to strengthening the security of data and the accuracy of traceability.
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1. Introduction

With the development of information technology, enterprises or organizations in the office process,
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gradually from paper documents to save important information data replacement for the use of
electronic documents. Paper documents after the formation of documents need to manually file,
organize, save; and electronic documents are generated with the data, anytime, anywhere, you can
automatically file the document information management, easy to operate the document at the same
time also easy to share [1-2]. Of course, paper documents are not eliminated, because electronic
documents are also facing some problems, such as electronic documents have a high degree of
volatility, and in the process of its storage, transmission and processing operations are very easy to be
modified; electronic documents in the process of sharing is easy to be stolen, tampered with, etc.;
electronic documents will be due to the collapse of the system, poisoning and other problems caused
by the lack of data [3-5]. Document traceability refers to the process of tracking and restoring
document changes by recording the document modification history [6]. In daily work, often need to
modify and update the document, but sometimes may encounter the need to retrace the previous
version of the situation, document traceability can help us accurately find the historical version, and
restore to the specified point of modification.

Financial industry due to the characteristics of the financial industry's own operations, in terms of
information security requirements are generally higher, in the security design to fully take into account
the factors affecting the business model, not only to ensure the higher availability of business networks,
reliability, confidentiality, but also to the internal core data have a strong defense, control capabilities
[7]- In order to improve the security and traceability of internal documents in the financial industry,
the realization of internal working documents and application systems in the office documents in the
internal flow can be safe and controllable, the realization of the document in the flow process and
storage after being tampered with at will or attacked by viruses, the need to establish a set of perfect
security storage and traceability system [8-9]. To achieve both to prevent the loss or tampering of
documents, but not to affect the use of employees.

Blockchain is a decentralized distributed database, with decentralization, tampering and
traceability [10]. The immutability of blockchain technology means that once a document is stored on
the blockchain, no one can modify the content of the document without authorization [11]. This
provides the highest level of security for electronic documents. Blockchain technology stores data on
distributed nodes rather than a central server. Such decentralized characteristics ensure the credibility
and reliability of the document, even if a node failure or attack, its impact on the system as a whole
will be made up by other nodes [12]. The data on the blockchain is publicly available, anyone can view
and verify each stored document [13]. This transparency can effectively reduce information
asymmetry and fraud, and enhance the credibility of the entire document storage system. Blockchain
technology provides an accurate timestamp for each document storage operation, which ensures the
chronology and traceability of documents [14]. This is especially important for some documents that
need to retain historical records and audit trails. In recent years, blockchain technology has attracted
widespread attention in society, and the applications of blockchain in electronic document storage
include digital signature, file sharing, copyright protection, etc [15-17].

The purpose of this article is to design a secure storage and traceability system for financial
documents based on the blockchain technology, and to explore in depth how to design a financial
document management system with the combination of the blockchain technology to improve data
security and traceability, so that the current traditional financial documents management system can
be improved. Ultimately, it was found that by combining the blockchain technology, the security and
traceability accuracy of the data in the financial document management system was greatly improved.
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2. Blockchain Technology and Secure Storage and Traceability System for
Financial Documents

2.1. Blockchain Technology

Blockchain technology is a decentralized distributed ledger technology. It links data together in blocks,
each of which contains a certain amount of transaction information, along with a hash of the previous
block. With this technology, it is possible to construct a immutable database.

Traditional databases are prone to tampering, high risk and difficulty in traceability, whereas the
problem of data security and reliability can be solved in blockchain by symmetric encryption
combined with digital signatures.

2.2. Secure Storage and Traceability System for Financial Documents Based on Blockchain Technology

The combination of blockchain, distributed file encryption storage, and identity authentication
management technology can solve the problems of data tampering, transmission, and insecure storage
in financial documents, ensuring the authenticity and security of data.

Therefore, this article designs and develops a secure storage and traceability system for financial
documents based on blockchain technology, which meets the needs of companies and individuals for
secure data storage and full traceability of each financial document. A comprehensive financial
document management system can record and track financial data, improve audit and approval
efficiency, and better manage costs. The application of blockchain technology can protect financial
document information from being tampered with by third parties, while also ensuring the authenticity
and traceability of financial information.

In the financial document management system, data related to applicants, approvers, auditors,
finance, and external regulatory departments are classified, and standardized processes and formats
are established.

The information of financial documents includes date, order number, transaction description,
amount, payer/payee information, payment method, tax information, project information, approval
information, additional instructions, and related attachments. The system provides a unified data
access interface to share the required data from other systems on the chain in a public key encrypted
manner. Each node packages the collected data into data blocks and establishes an index. Through
hash operations and random adjustments, hash values are formed and stored in the form of notes on
each block.

3. System Design

3.1. ramework Design

In terms of system construction, it is necessary to consider the connections between various
departments and the permissions of different departments, and establish standards to rely on
blockchain technology to ensure data security and build traceability mechanisms. The framework
design is shown in Figure 1.
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Fig. 1. System architecture design diagram

The designed system architecture mainly consists of two parts. The first is the data module, which
is divided into financial information and approval information. The second is the external interface,
which is composed of approvers, applicants, auditors, and financial personnel interfaces. Approval
information is input into the approval information module. Auditors and financial personnel have the
authority to view approval and financial information, but cannot input to ensure data security.

The design principles for establishing a secure storage and traceability system for financial
documents based on the above framework are mainly as follows:

1) Information sharing utilization: Firstly, the business related needs of each department are sorted
out, and a management system that can facilitate dynamic management is established to ensure that
relevant work can be quickly completed when business intersections occur between departments;
then, according to the management system, the functions of information management, data exchange,
and approval certification are completed, and global information sharing is also achieved to achieve
data coherence and financial information traceability.

2) Division of business and regulations on permissions: By dividing the business into different
departments, the enterprise regulates and restricts the permissions of different departments,
ensuring the correctness and continuity of data while ensuring data security. Based on the work
content of the department, the responsible work business is divided, and the upload and viewing of
data are restricted with permissions to prevent the mixing of erroneous and malicious information
and the leakage of financial document information.

3) Standardization of data content: The system needs to interact and connect with multiple
departments, and various financial data and approval opinions need to be provided by each
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department. The content formats of various data are not the same, and it is necessary to establish
unified standards to standardize the content.

3.2. rchitecture Design

The secure storage and traceability system for financial documents based on blockchain technology
can securely store financial document data, directly connect with document issuing personnel, and
obtain real and reliable traceability information. Therefore, it is necessary to build a fully functional
blockchain system that integrates technologies such as symmetric encryption, hash functions, digital
signatures, as well as privacy protection schemes and distributed ledger protocols.

The division of blockchain architecture is generally the application layer, contract layer, consensus
layer, network layer, protocol layer, and data layer.
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Fig. 2. Hierarchical Architecture of Blockchain

From Figure 2, it can be seen that the application layer is mainly designed for user oriented
applications, including mini programs, apps, online web pages, etc. The design mainly consists of a
user interface and account management, which can help users quickly and conveniently enter or query
documents. The contract layer is the core of smart contracts, including data structures, business logic,
permission control, and interaction interfaces, which together ensure the correctness, security, and
reliability of contracts.

The consensus layer can help solve the problem of data consistency. Each node in the blockchain
needs to maintain a completely consistent ledger data, but various problems may occur during formal
use, leading to inconsistent data. Therefore, the consensus layer achieves ledger consistency in
untrusted environments through consensus protocols such as POW, POS, DPOS, and PBFT. The
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network layer is responsible for encapsulating the networking methods, information transmission
protocols, and data verification mechanisms of blockchain. In traditional client/server communication,
data is usually provided by the server to the client for use. However, in blockchain, the provider of
technical data for each node is also a consumer. This means that every node can access the data, and
the blockchain network uses the Gossip protocol to propagate the data. When a new block appears,
the block information is transmitted to nearby nodes through broadcasting, and after verification, the
new block is officially linked to the blockchain system. The protocol layer is the fundamental
component for building the entire blockchain ecosystem, and solves trust issues in distributed systems
by determining consensus mechanisms. The consensus mechanism is the basic rule for nodes in
blockchain networks to reach consensus, ensuring the security and stability of the network. The data
layer is the top priority of the blockchain architecture system, and its existence determines the
correlation and construction of system data.

3.3. Software Design

In order to meet the secure storage and traceability requirements of financial document management
systems, blockchain platforms need to have the characteristics of connecting all levels of departments.
Therefore, in the construction of blockchain platforms, it is necessary to rely on the characteristics of
blockchain technology to build a financial information collaborative sharing platform, connect various
departments, and achieve full chain tracking of information.

3.3.1. Permission Design.The access and input of company financial data are divided into three levels
of permissions, namely first level permissions, second level permissions, and third level permissions.
Among them, the first level permission is the ability to obtain all financial information and authorize
other users. Without the authorization of the first level permission, other levels of permission cannot
access and upload any information. The second level permission can access financial document
information and review opinion information under the authorization of the first level permission,
while the third level permission can only input financial document information under the
authorization of the first level permission.

To prevent users with different permissions from colluding with each other, each user who enters
the system needs to undergo real name authentication and generate their unique ID. When a user logs
into the system, they need to enter their ID and password for authentication. When users want to
obtain certain information, they need to access it with corresponding permissions or apply for
authorization from a first level authority. When uploading financial document information, the
uploader first needs to select a label as the classification attribute to classify the file. Classification
determines the level of permission and whether the uploader has the authority to upload modified
information. Secondly, the format of the uploaded content is standardized to prevent information
omission and ambiguity.

3.3.2.  Algorithm Design.The following algorithms are used in designing the system:

1) Hash algorithm: The Hash algorithm is used to ensure the integrity and immutability of document
data. The code is:

hash_value = SHA-256(data)

2) Symmetric encryption algorithm: The symmetric encryption algorithms encrypt and decrypt data
with the same key (symmetric key). Only authorised users can access and view the contents of the
document so that the privacy and security of the document can be ensured. Figure 3 presents an
example of the codes:
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from cryptography.fernet import Fernet

key = Fernet.generate_key()

cipher_suite = Fernet(key)

original_message = b"Hello, this is a secret §
encrypted_message = cipher_suite.encrypt(original_message)
print("Encrypted message:", encrypied_message)

cipher_suite.decrypt(encrypted_message)
print("Decrypted message:", decrypted_message.decode())

il |
(T
- i
i)
o

decrypted_message

Fig. 3. Example of symmetric encryption algorithm code

3) Traceability function: It is used to record the creation history of documents and can use on chain
events or logs to record relevant information, such as:

event DocumentCreated(address indexed creator, uint indexed documentld, string documentType);
Here, creator represents the creator of the document; Documentld represents the unique identifier of
the document; DocumentType represents the document type.

4) Identity verification mechanism: It is used to verify the user’s identity and permissions, and digital
signatures can be used to achieve identity authentication. The code is as follows:

signature = sign(private_key, data)

5) Smart contract: A smart contract is a computing contract that runs on the blockchain and can
automatically execute contract operations. However, the intervention of intermediaries can help the
blockchain efficiently and securely execute transactions.

3.4. Blockchain Database Design

This article combines blockchain technology to design a blockchain database, ensuring that all
operational information in the database is complete and reliable, and avoiding the possibility of
tampering. The database management system based on blockchain combines the underlying database
technology with blockchain technology, and writes user operation log records into the blockchain for
distributed storage. During this process, users can store and query data through the client. The
blockchain database framework is shown in Figure 4.
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Fig. 4. Blockchain database system framework

3.5. Design of Security Traceability System

There are five modules in the system, namely trusted third party, data querier, data uploader,

blockchain platform with smart contract, and blockchain database, as shown in Figure 5.
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Fig. 5. Schematic diagram of system participants

Among them, trusted third parties have first level permissions, which can distribute keys and assign
the highest level of security and management permissions to affiliated organizations. The data
queriers have second level permissions and can access the system after being authenticated with first
level permissions. The queriers can trace the payment method, execution location of the business,
responsible person of the business, and relevant information of the products involved through the
traceability system. The data uploader has three-level permissions, including the application initiator,
product manufacturing organization, etc., in the system. After passing third-party authentication, they
can access the system. The data uploader only has the authority to upload data and is supervised when
accessing the system. If malicious data is found, punishment can be imposed. This system adopts a
technology architecture based on blockchain technology. Each distributed node in the system can
perform data uploading behavior, and each data has a unique label. Unique encrypted digits can be
used for searching to ensure the security and accuracy of the data. This system stores financial
document information through a blockchain database. Compared to traditional databases, blockchain
databases have features such as distributed storage, immutability, decentralization, and transparency,
ensuring data security.

4. Specific Implementation

4.1. System Initialization

Firstly, the system is initialized by a third party. Firstly, the init() function is called to initialize the
contract and data. Then, after selecting a security factor, a security key is generated for subsequent
access nodes to complete dynamic access authentication. Finally, the generated public key is
distributed to each data upload node to encrypt the data.

4.2. Data Upload

The flowchart of the data upload function is shown in Figure 6.
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Fig. 6. Data upload process

The data uploader first registers and obtains authorization from a third party, and after
authorization, obtains the master key and public key. Afterwards, the data uploader accesses the
system and executes the key generation algorithm. As the file and keyword plaintext need to be
encrypted separately, two key generation algorithms are used. A searchable encryption key is
generated using the symmetric searchable encryption key generation algorithm to encrypt keywords,
and the symmetric encryption key generation algorithm is used to generate an AES (Advanced
Encryption Standard) key to encrypt files. The specific process of encrypting the dataset and keyword
index after generating symmetric and searchable keys is to first ensure the security of the data by using
symmetric encryption methods to input files and symmetric keys, and then encrypt and output the
corresponding ciphertext. The searchable encryption methods are used to input keyword indexes,
then encrypt and output the corresponding indexes. Finally, attribute-based encryption algorithms are
used to input the public key, security index, ciphertext hash value, and access control structure, and
then encrypt the security index and ciphertext hash value so that only specific users can decrypt the
content, ensuring both security and integrity of the ciphertext.

The encrypted data is uploaded to different locations for storage.

4.3. Data Query

The functional flowchart of data query is implemented, as shown in Figure 7.
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The data query first registers and obtains authorization from a third party, and after authorization,
obtains the user attribute private key and security parameters. After data searchers obtain system
authorization, they can access data in the blockchain. The properties returned by the system include
the encrypted value of the base encryption, the security index value of the base encryption, and the
hash value corresponding to the ciphertext. Afterwards, the system can automatically decrypt and
obtain the security index and corresponding hash value of the encrypted data. This process is
determined by the smart contract to determine whether the user attributes match the access policy
and decide whether to proceed with the query process.

After decryption on the blockchain, data queries can obtain secure indexes from the blockchain, and
the smart contract can automatically process query service requests. After receiving the query request
and security index, the database retrieves the corresponding ciphertext and returns it. When the data
query obtains ciphertext from the database, it is necessary to check the integrity of the ciphertext. This
check is automatically invoked by the blockchain to verify the ciphertext after obtaining it from the
database.

When the ciphertext is confirmed to be complete and not maliciously modified, it is decrypted and
plaintext data is returned. After decryption, the plaintext dataset is obtained, and then the required
content can be obtained through a smart contract.

4.4. Traceability Function

After the above series of operations, a smart contract can be used to split the string in the prefix field
to obtain the unique identifier of the previous node. By using a unique identifier as the new search
target for the next round of data queries, after multiple rounds of splitting and querying, a complete
traceability query result can be obtained. Sorting according to the timestamp dictionary order can
generate a complete traceability chain and complete traceability functions. The traceability process is
shown in Figure 8.
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5. Traceability Speed, Accuracy, and Data Security

Compared to traditional financial document management systems, the secure storage and traceability
system for financial documents based on blockchain has strong advantages in terms of accuracy and
speed of traceability. The comparison chart of traceability accuracy is shown in Figure 9, and the
comparison of traceability speed is shown in Figure 10.
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From Figure 9, it can be seen that the accuracy of traceability was not significantly different when
the number of people in the interval was within 20. However, after the interval exceeded 20, the
accuracy of traceability in traditional systems decreased and became unstable. On the other hand, the
accuracy of traceability in the secure storage and traceability system for financial documents based on

blockchain was relatively stable and high, consistently maintaining above 90%.

From Figure 10, it can be seen that the traceability speed of both systems was very fast within an
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interval of 20 people. However, after exceeding 20 people, the time required for traceability of
traditional financial management systems significantly increased, while the time required for secure
storage and traceability system of financial documents based on blockchain slowly increased, and the
time required for 30, 40, and 50 people intervals was 10 seconds, 20 seconds, and 50 seconds, which
was faster than the 60 seconds, 120 seconds, and 180 seconds required for traditional financial
systems.

The security of data is crucial in the secure storage and traceability system of financial documents.
Firstly, by using different encryption measures in different locations of data storage, attribute-based
encryption technology was adopted to ensure the confidentiality of data on the data chain. Only users
who meet the attributes can decrypt the information. At the same time, searchable encryption
technology and symmetric encryption technology were used to ensure the confidentiality of the data,
which can effectively ensure the confidentiality of the data.

In order to ensure the integrity of data, the combination of the feature that blockchain data cannot
be tampered with and smart contracts ensures the integrity of database return data and blockchain
data.

By controlling different authorization levels to prevent low-level users from accessing data beyond
their authority and unauthorized users outside the company from accessing data, the security of data
access is ensured and the risk of data leakage is reduced.

By attacking two financial document management systems, the number of attacks and the number
of successful attacks were obtained, as shown in Figure 11.
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Fig. 11. Comparison of attack frequency and success frequency between traditional financial document management
systems and the secure storage and traceability system for financial documents based on blockchain

It can be seen that the security performance of both systems was relatively effective in low-
frequency attacks on financial systems. However, under high-frequency attacks, traditional financial
document management systems have been successfully invaded 200 times out of 1000 attacks, while
the secure storage and traceability system for financial documents based on blockchain have only been
successfully invaded 20 times. From this, it can be concluded that the security of the secure storage
and traceability system for financial documents based on blockchain was higher than that of
traditional financial document management systems.

6. Conclusions

This article used blockchain technology to improve the design of a secure storage and traceability
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system for traditional financial documents. Due to the shortcomings of traditional systems, such as
low data security, long traceability process, and low accuracy, the design was combined with
blockchain technology. By utilizing the decentralized, tamper proof, traceable, and secure features of
blockchain, the secure storage of financial documents and the data security of the traceability system
were improved, as well as the speed and accuracy of traceability. The application of three-level
authorization ensured the security of data access, and multiple encryption mechanisms were used to
encrypt information and channels to ensure the security of information. This meets the requirements
for secure storage and traceability of financial documents. However, there are still some problems, as
the continuous increase of data during the data storage process ultimately leads to the database being
unable to accommodate the data or the database being too large, resulting in slower information
retrieval.
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