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ABSTRACT

This paper constructs an overall framework for vulnerability mining, covering the whole process from
code collection to vulnerability remediation. The word vector technique is used to transform code
fragments into vector form, thus preserving the semantic information of the code. A vulnerability
mining system based on semantic graph of source code is further designed, which generates a
semantic graph of code by constructing an abstract syntax tree (SAT), and analyzes the semantic graph
by using graph neural network to accurately locate potential vulnerabilities. At the same time, a
vulnerability repair method based on thought chain is proposed. The results show that the model in
this paper can accurately mine the vulnerabilities of web service software, and it consumes short
latency and has strong stability. The results of web service software vulnerability detection show that
the accuracy rate of the model always stays above 85% under different network structures. In addition,
this paper obtains that the integration degree centrality measure and 60 iteration rounds have the best
effect on the detection of vulnerabilities of the model. Finally, the vulnerability repair experiments
show that at Beams=15, the model in this paper repairs each vulnerability function with a PPP metric
of 61.52% and an average time of 3.168 seconds, which is the best for vulnerability repair.

Keywords: Vulnerability Mining, Word Vector Technique, Source Code Semantic Map, SAT, Chain of
Thought Vulnerability Repair Method

1. Introduction

In today's digitized business world, software has become a core component of enterprise operations
and is ubiquitous from internal business process management to interaction with customers [1-2].
However, as software applications become more widespread, security and reliability issues in the
software supply chain are becoming more prominent [3]. The software supply chain is like a complex
production line involving multiple links such as software development, integration, distribution, and
maintenance, etc. If there is a security breach in any of these links, it may cause serious impacts on the
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organization, including data leakage, business interruption, and reputation damage [4-7]. With the
rapid development of the software industry, the software supply chain has become more and more
complex and diversified, and the complex software supply chain introduces a series of security
problems, which leads to an increasing difficulty in the overall security protection of information
systems [8-10]. Therefore, timely repair to ensure the security and reliability of the software supply
chain has become an important challenge that enterprises must face.

Vulnerabilities against the software supply chain often utilize the inherent security holes in the
system, or pre-built software backdoors to carry out attack activities [11]. Through the network chain
structure formed by the software supply chain will spread the attack effect downstream to all the
participants in the supply chain, through the excavation of vulnerabilities in the software supply chain
after the targeted repair, the common repair steps are generally to confirm the scope of the
vulnerability, vulnerability analysis, the development of a repair plan, the implementation of repair,
and testing [12-15]. With the development of artificial intelligence, deep learning technology is widely
used in optimizing software supply chain vulnerability mining and repair [16-17]. Deep learning is a
branch of machine learning that is based on artificial neural networks and uses a large amount of data
and computational resources for training and optimization [18-19]. In the field of software supply
chain, it is able to utilize advanced technologies and algorithms by analyzing and processing big data
and deep learning methods so as to realize vulnerability mining and repairing in software supply chain
[20-22].

In this study, a general framework for software vulnerability checking is designed. Word2Vec
technique is used to convert the code into a sequence of word vectors, and the model is trained by
constructing positive and negative samples to realize the automatic detection of software
vulnerabilities. In order to be able to retain deeper code semantic information in a more direct way
during the preprocessing process, a vulnerability mining system SGVDNet, which can extract
vulnerability features from graphical representations of source code for vulnerability detection, is
designed in conjunction with the graph neural network model, and a vulnerability detection scheme
based on the semantic graph of source code is proposed. Aiming at the problem that the generation
space of the fixing program is large and the quality of the generated fixing program is low, a
vulnerability fixing method based on the chain of thought is proposed to predict the locations with
higher probability of generating vulnerabilities. Combined with the prediction results, the repair
program is generated more accurately. Finally, the vulnerability detection and repair effect of the
model is analyzed.

2. Software supply chain vulnerability mining and remediation techniques

2.1. General Framework of Vulnerability Mining

The overall theoretical framework of deep learning-based vulnerability mining technology proposed
in this paper mainly includes data preprocessing, code characterization, deep learning, analysis and
optimization. Data preprocessing is the foundation of vulnerability mining, its main task is to extract
useful information from a large amount of source code, the specific steps include code collection, code
cleaning, code labeling and feature extraction. Code characterization can convert the source code into
a form that can be processed by the deep learning model, this paper adopts the code characterization
method based on word vectors, which can represent the code statements or code fragments as high-
dimensional vectors. In the deep learning part, this paper adopts the RNN model, through the training
of the preprocessed code data, the model can identify the code vulnerability. Finally, the vulnerabilities
detected by the deep learning model need to be verified and the false positives and omissions analyzed
to improve the practical application of the model.
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2.2. Word Vector Code and Representation

Prior to code detection, this paper uses Word2Vec method [23] to extract word vectors to characterize
software code.The core idea is to map words with similar semantics to similar vector space locations
based on contextual context. The method mainly consists of 2 models: the continuous bag of words
(CBOW) model, and the Skip-gram model. This paper focuses on the Skip-gram model.

Suppose given a word sequence W, W,, -, W;, the objective function maximization method is as
follows:

%Z > logP(w,,|w,) 1)

t=1 —c<j<c,j#0

where W, denotes the current word, W.; denotes the context word with window size ¢, and
P(w,,; |w,) denotes the probability of predicting the word W,.; given the word W,.

To compute the conditional probability P(W,ﬂ» | Wt), the method is modeled using the Softmax
function, i.e.:

D exp(vy, )

w=1

(2)

where V, is the word vector representation (input vector) of the word w,, V., isthe word vector
representation of the word W,.;,and W is the vocabulary size.

In order to improve the computational efficiency, this paper approximates the optimized objective
function by negative sampling. The basic idea of this method is to transform the multi-classification
problem into a binary classification problem and train the model by constructing positive and negative

samples. The objective function can be expressed as:

k
logo(v,, v, )+ ZEWan(w) loga(—v;,l v, ) (3)

i=1

1
where o(x)= m is the Sigmoid function; & is the number of negative samples; and F,(w)

is the noise distribution.

Next, the model parameters are updated by stochastic gradient descent (SGD). The update rules for
each training sample are as follows.
1) Positive sample update:

v, <V, +n[l- U(V:VM v, )]v"% (4)
v;,w <« v"% +n[l- O'(V:VH/ v, W, (5)
2) Negative sample update:
v, <V, — 770'(\/;,[ v, )v:vl (6)
v:% «— V:V, —770'(1};,[ vy W, (7)

where 77 is the learning rate.
Through the above process, the Skip-gram model is able to effectively learn the low-dimensional
vector representation of words and provide effective support for subsequent vulnerability mining.
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2.3. Vulnerability Mining System Design Based on Source Code Semantic Map

2.3.1. Workflow. Vulnerability mining system [24-25] SGVDNet aims at predicting the presence of a
security vulnerability for each function from the source code input.SGVDNet introduces learnable
parameters for the different types of edges, which are used to obtain a matrix of vectors that reflect
the semantic features of the code. The final result prediction stage is consistent with VDCNet, where
after a dense layer classifier, the final output is a probability distribution P,{pl,pz,...,pt} for ¢
generic vulnerability types. Similarly, SGVDNet takes £, =maX{p1,p2,-.-,pt} as the vulnerability
prediction result of the model.

In the whole workflow, the source code is mapped into the graph code representation in terms of
functions, and the system maps the AST nodes of each function and the various semantic relationships
between the nodes as nodes with multiple directed edges in the graph, respectively.SGVDNet sends the
whole graph features of the functions as inputs to a classifier, thus realizing the vulnerability detection
of the source code at a fine-grained level of the function.

2.3.2.  AST-based code semantic graph generation. This subsection demonstrates how to map the
source code into a code semantic graph assembled with edges consisting of AST nodes and various
semantic relationships between nodes.

1) Source Code Preprocessing. In order to be able to perform the vulnerability detection task at a
function-level granularity, SGVDNet performs data cleaning and function segmentation on the raw
inputs that are exactly the same as VDCNet.

2) Code Semantic Graph Definition. In order to generate code representations based on graphical data
structures, this section uses the open-source vulnerability analysis tool Joern as the front-end parsing
tool for source code. ASTs generated using Joern can be saved in a JSON-like structure, which can
facilitate the extraction of AST nodes and the construction of adjacencies between nodes.

This scheme defines a code semantic graph (CSG), which is a graphical structural representation of
source code: for a given source code file PZ{FYI,FE,...,FT,”}, the CSG of any function FT, is
defined as G (VSi,Eé ), where ¥V =V, represents the set of points of the CSG, which corresponds to
the set of leaf nodes in the AST graph of F7,; and Eg=E,UE.UE, UE,, where E) is the AST
parent-child relationship edge of F7,, E_ is the control dependency edge in the control flow graph
of FT,, E, is the data flow graph of FT,, the data dependency edges, and E; is the leaf node
ordering edges additionally added to the AST in this scheme.

3) Code Semantic Graph Generation. First, use Joern to generate AST, CFG, and DFG for each function
in the source file, respectively, and then use AST to initialize the nodes ¥V, andedges E, of CSG.Next,
traverse all nodes in V5 in depth-first order.

2.3.3.  Vulnerability Detection Model. This scheme uses a graph neural network model B¢ to
process CSGs, whose feature extraction layer is a GGNN-structured network model.

1) Input layer initialization. In the previous subsection, the source code is modeled as a CSG that can
characterize the syntactic structure and semantic information of the code, which is composed of an
AST node ¥, and four kinds of directed edges E,.In order to convert G, (VS,ES) into an input form
that can be computed by B¢, itis necessary to initialize an eigenvector for each node v; €V, mapping
it to the vector space.

In this paper, we use dictionary lookup to initialize CSG nodes: firstmap ¥, toasequence of tokens,
then load the token embedding generated by B¢ for each of the words during pre-training, and find
the word vector of Vv, i.e, €’ el ',

2) Feature extraction and vulnerability classification. For the node V, itshidden layerstate 4, is first
populated from the embedding vector X, to the predefined dimension d by complementary zeros

before the start of the first time step of the GGNN, Eq:
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h = pad (x,,d) (8)

During the aggregation phase at the moment 7, each node communicates its current state 4" to
all its neighboring nodes, using the MLP as a messaging function in this process:

t t-1 7.t-1 !

M = V;;V)MLP(hV A (e)), Y (nv) e 4, ©)
where 4, is the edge relation corresponding to the two columns of the outgoing edge 4’ and the
incoming edge A" of the node v, and N(v) is the set of all neighboring nodes of v, and e,,
denotes all of its neighbors. A" is the state vector of node V in the previous time step, and M! is
the information about the neighboring nodes that node v has aggregated to at moment .

At each time step, each node needs to update its state vector based on the messages obtained from
the aggregation, a process that relies on the GRU units in the GGNN. In order to obtain the state vector
h! ofthenode VvV atthe moment ?,itis necessary to take into account both the state vector hf,'l of
the previous momentand M| obtained from the aggregation at this moment. The computation of the
update gate z. and the reset gate 7 is first accomplished using the product of 4" and M! and
the weight matrices U and W, respectively, in the following process:

2 =c(U'h "+ W M) (10)

r=o(U K+ M) (11)

After obtaining the states of the two gates, the state vector 4, ofthenode V isthen computed, i.e:
B = tanh (U" (/0 )+ "M} (12)

Bo=zi0 e (1-20)0 (13)

The computation of the candidate state W is activated by the tan/ function, and the reset gate
and update gate are involved in the computation of E and #,, respectively, where [ denotes
element-by-element multiplication. For any node, its final feature vector is obtained after repeating to
the time step 7 times preset for GGNN.

The computational process of GGNN is implemented based on the Pytorch Geometric library, and
the features of the same node in different subgraphs are aggregated based on the node weights
generated by MLP learning before the end of each time step to ensure that the model is able to learn

semantic information on different edges according to their importance:
b= o(MLP(K)H,veV (14)
leN

where /4. represents the state vector of node v inthe /thlayer, %, is the state vector obtained by
aggregating the hidden layer states of node V in all the layers of the CSG, and 4. is summed up
according to the weights weighted by the weights computed by the MLP, and N has the value of 4,
representing the of the four edge relationships.

After T time steps of aggregation and updating, the extraction method of SGVDNet for whole graph
features follows the pattern of VDCNet, i.e., performs global maximum pooling sampling of feature
vectors of all nodes in the graph. Next, the whole graph features are input to the fully connected layer
computation and activated using the Softmax function to obtain the final vulnerability prediction
results, and the training process uses the cross-entropy loss function. The whole process is formulated
as follows:

Oy,.y = max(Soft max ((max‘v’/jl‘ (hv[j]))Wf + b)) (15)
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2.4. Vulnerability Remediation Methods Based on Chain of Thought

This paper proposes a vulnerability repair method based on chain of thought, which is mainly
composed of data preprocessing phase, model training phase and vulnerability repair phase.

2.4.1. Data Preprocessing and Data Representation. Data preprocessing: For a vulnerability fix
submission record that exists in the dataset, the pre-modification and post-modification codes are
extracted by searching the historical fix records. Then use tree-sitter to remove all the comments in
the original vulnerability program and the fix program. Using tree-sitter to eliminate all the functions
that do not produce changes, the functions that produce changes are respectively divided into words
using the BPE segmentation algorithm to obtain the vulnerability program and the repair program.
Finally, the difflib tool is utilized to compare the two sequences and generate the fix location
information.

DATA REPRESENTATION: In terms of inputs to the model, this paper follows the previous history-
driven vulnerability-based automated remediation approach by using the tagged vulnerability
program as input. In this case, two special tokens <StartLoc> and <EndLoc> are used to mark the 1st
line of defect code in the vulnerability program. For defects that appear on multiple lines, only the first
line of defect code is also marked.

Code Segmentation: for the input vulnerability program with fixes, the input vulnerability program
is firstly segmented using the BPE algorithm.The BPE algorithm will divide the longer code tokens into
smaller but more common sub-token sequences.These stems help to build better word embedding
models and language models, and have been widely used in language models.

2.4.2. Model training. The model architecture of this paper follows the T5 model [26], which is an
encoder-decoder architecture. Both decoder and encoder consist of 12 layers, each containing 12
attention header transformer layers. This architecture has been applied to many tasks and achieved
state-of-the-art results.

Embedding Layer: the embedding layer consists of two parts: the code embedding layer and the
location coding layer. Assuming that for the input vulnerability program C, a sequence of token
streams (t,-,...,t,,) is obtained after word splitting, and then the semantic vector X; corresponding
to the ith token is searched for in the word embedding matrix £, to obtain the embedding matrix
of the vulnerability program C, X = Concat(xl,...,xn), and xel]™%. The specific process can be
expressed as follows:

x, = lookup (ti E, ) (16)

For the positional coding layer, the positional coding layer is used to capture the relative positional
relationship between any two elements x; and X; inthe embedding matrix X, which encodes the
relative positional relationship from X, to X; astwo vectors a;,a; e, and the specific process
can be expressed as follows:

K_ K
Qi = Welip( j-i k)

v _ .y
i = Weiip( j-i k) 17)

clip(x,k)= max(—k,min(k,x))

where the Clip function serves to crop the relative position between two elements whose distance is
too large, i.e, if the relative position between two elements is greater than £k, the relative position
between them is considered to be k; the relative position encoding matrices wh = Wf{k,. . .,W,f() , and
w' = (Wf/k,---,WkV) is the learnable weight matrix, where wl.K, wl.V el d =64,

Encoder: A linear superposition of 12 structurally identical encoder layers used to encode the input
data into a dense representation while preserving as much as possible some features of the original
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data.

For a single attention head with relative position encoding, the receiver matrix
X=Concat(xl,...,xn) ,and x el ™% as inputs are utilized with 3 linear transformation matrices
we WX w" el to project the input variables to three matrices belonging to three subspaces,
denoted as O, K, and V, respectively, each responding to different Each subspace responds to
different hidden features. The specific computational procedure can be expressed as follows:

o(k+P*Y) )
Attention(Q,K,V)zSoftmax T (V+P ) (18)
where O, K and V, pX, p” are calculated as follows:
Q=XW° K=xw*v=xw"
P* = Concat(pf -, pf),pf =Y af (19)
j=1
P = Concat(p! b\, = 3.a
j=1

After all self-attention heads are computed, the results are connected and fed into the feedforward
neural network. Therefore, the specific process of the multi-head self-attention mechanism can be
expressed as follows:

head, = Attention(QWE , KW . VW)
(20)

MultiHead (Q,K, V) = Concat(head,,--- ,headh)WO

where VKQ,VKK,VZV el “ % is the weight matrix for mapping the inputs in the ith attention head;
WO e[l is used to linearly map the merged vectors in order to obtain the output, where A=12,
the number of subspaces, and the rest of the parameter values are d,=d /h=64,

Finally, the input is processed by a layer of feed-forward neural network, which aims to make the
model more flexible by adding nonlinear transformations that can better capture the relationships
between the elements of the individual input sequences, thus fully utilizing the information within the
sequences. The specific process can be expressed as follows:

FFN (x)=max (0,xW, +b )W, +b, (21)

where W, W, ell x4 are the weight matrices for transforming the inputs, and 5, b, are the
offsets, and the weight matrices of the feedforward neural networks in the different encoder layers
have independent parameters . The encoder consists of a linear superposition of 12 structurally
identical encoder layers, where the output of the previous layer is the input of the next layer. Finally,
the output of the last encoder layer is extracted as the extracted hidden layer state E e[] ™.

Decoder: After obtaining the hidden layer state E extracted by the encoder, the model decodes the
feature using a decoder. The decoder consists of a linear superposition of 12 identical decoding layers,
with the input to layer 1 being the hidden layer state E and the vector matrix Oe[]™% of the
expected outputs after the code embedding layer. The vector matrix O is first passed through the
masked multi-head self-attention layer, and then the same hidden layer state F, is fed into the multi-
head self-attention layer, and the output U, ofthe firstlayer is obtained after the feed-forward neural
network. The specific process can be expressed as:
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{Ul = FFN (MultiHead (E,E,0')) 22
22

O' = MaskMultiHead (O, 0, 0)

After this, the input of each i-layer encoder is the output of the i—1-layer encoder. The specific
process can be expressed as follows:

{Ui = FFN(MultiHead (E,E,U/ ))

U/, = MaskMultiHead(U, ,U, ,U, ) (23)

The output of the last layer accesses a fully connected layer that projects the output into a vector
with dimensions equal to the size of the word list, which is then transformed into a probability
distribution over the word list by a Softmax function to generate the final token probability
distribution matrix. The specific process can be expressed as:

0= Soft max(U_lWV”C“b) (24)

Where W' c[]%% d . isthe size of the word list.
Loss computation: in this paper, we use the cross loss function to train the model, and the specific
process of loss function computation can be expressed as:

Loss ==Y P(1)log(0/(1)) (25)

where £ is the ith element in the stream of tokens generated by the model, P is the probability
distribution of tokens in the ideal case, and O is the probability distribution of tokens generated by
the model.

2.4.3. Vulnerability remediation. After the model is trained, it can be used to generate candidate
repair programs. Specifically, the original vulnerability program is extracted first, and after removing
all annotations, the BPE algorithm is used to obtain the vulnerability program. After that, the
vulnerability program is inputted into the model, and the model extracts and decodes the features of
the sequence to generate the probability distribution of the tokens that constitute the repair program.
In the process of generating the repair program, we utilize the cluster search strategy to select the k
candidate repair programs with the highest probability for output, i.e., to obtain the candidate repair
programs predicted by the model.

3. Analysis of the effectiveness of software supply chain vulnerability mining
and remediation

3.1. Simulation experiment and result analysis

In order to verify the performance of the application of this paper's method in realizing the
vulnerability mining of web service software, simulation tests are carried out, combining MATLAB and
C++ for the vulnerability mining analysis of web service software, and the distribution intervals of the
parameters of the reliability indexes of the web service software are setas [0, 0.3], [0.31, 0.5] and [0.51,
0.8]. In this paper, 2 traditional testing methods, named VDM1 and VDM2, are used to simulate and
test their performance with the model of this paper.

The spectral distribution of the vulnerability detection output is shown in Fig. 1. It is analyzed that
using the method of this paper can effectively realize web service software vulnerability mining, and
the reliability of the spectral distribution is good.
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Fig. 1. Vulnerability detection output spectrum distribution

The results of the comparison of the time delay of the vulnerability detection output are shown in
Figure 2. Analysis has shown that this paper's method for web service software vulnerability mining
time delay than the comparison model is significantly shorter, the fluctuation interval is smaller, the
stronger the stability, and with the increase in the number of tests, the time delay is infinitely close to
0, which can be seen in this paper's model of the vulnerability detection of the output of the higher

efficiency.

™ | | This method
TR [ 1 vDMI

\,/\ . VvDM2

Test frequency
Fig. 2. The delay contrast results of the leak test output

On the basis of the above experiments, the vulnerability mining accuracy rates of the three methods
are compared. The results of vulnerability mining accuracy comparison are shown in Figure 3. The
analysis shows that the vulnerability mining accuracy of VDM1 varies from 62.27% to 71.83%, and the
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vulnerability mining accuracy of VDM2 varies from 59.47% to 71.44%, while the vulnerability mining
accuracy of the research method always remains above 95%, indicating that the method can realize
the accurate mining of vulnerabilities in web service software.
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Fig. 3. The accuracy comparison results of vulnerability mining

3.2.  Analysis of Vulnerability Detection Effectiveness of SGVDNet System

3.2.1. Experimental data set. In this paper, we first collected the SARD vulnerability dataset. It is a
project maintained by the National Institute of Standards and Technology (NIST) and contains 118
CWE vulnerability types. Each sample in the dataset is labeled by its function name with a suffix string
of “good” or “bad”, so it is easy to use this suffix information to generate a label for each sample. In this
paper, the experiments focus on identifying vulnerabilities in C/C++ source code. Therefore only
C/C++ data from the SARD dataset is used, which contains 12,345 vulnerable functions and 21,583
benign functions without vulnerabilities.

The dataset is divided into training, testing and validation sets according to the ratio of 8:1:1
respectively. In this paper, the performance of vulnerability detection is measured in terms of precision,
recall, accuracy and F1_score.

In order to investigate the optimal network structure of SGVDNet and the optimal node centrality
metric, this paper first explores the impact of different network structures on the detection effect, and
explores the impact of four different types of node centrality metrics on vulnerability detection. Finally,
the optimal network structure and the optimal centrality measure are compared with various
vulnerability detection methods to prove the effectiveness of the proposed method.

3.2.2. Experimental results and analysis:

1) Experimental results for different network structures. In this paper, the experiments explore the
vulnerability detection of the model under the same dataset by classifying various network structures
according to whether to use edge attributes including control flow and data flow information, whether
to use SAT structure, whether to use k-subgraph structure or k-subtree structure, whether to use Layer
norm or Batch norm, and which type of GNN to use. The effect of vulnerability detection model is
examined. The Layer norm refers to the normalization of a batch of data during the training process,
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while the Batch norm refers to the normalization of each row of the samples in each batch.

The different network structure vulnerability detection results are shown in Table 1. From the table,
it can be seen that comparing Structurel and Structure2, although the results of using k-subgraph
structure extractor are better, the difference with k-subtree is not significant. k-subgraph takes more
time in the subgraph extraction process, and this slight advantage is not enough to offset the time it
takes, so the real-time nature of the detection is considered. In this paper, we finally use only k-subtree
as the structure extractor in the SGVDNET network model. Comparing Structurel with Structure3, the
accuracy, precision, recall and F1_score of the detection results are improved substantially after
introducing the edge information representing data dependency and control dependency into the
model training, this is because some vulnerabilities tend to be introduced by the data flow or the
transfer of control information, so discarding such information is not desirable. The edge attributes
must be taken into account in the network model implemented in this paper to utilize the data
dependency and control dependency relationships.

Comparing Structurel with Structure4, the introduction of SAT attention structure can effectively
improve the vulnerability detection effect, this is because SAT not only retains the data dependency
and control dependency information, but also retains the code line order information as well by means
of positional encoding, and at the same time avoids the excessive smoothing phenomenon that exists
in general GNNs. Comparing Structurel with Structure5, compared with batchnorm, the use of
layernorm reduces the model's accuracy and precision performance to a certain extent, but the
model's recall and F1_score gain a certain degree of enhancement, but this paper is more from the
accuracy, and in the final network model, the use of the batchnorm normalization operation.
Comparing Structurel, Structure6, and Structure?, the highest accuracy, precision, and F1_score were
obtained using PNA, and the highest recall was obtained using GCN. This is also precisely because PNA
can better understand the information in the graph structure and retains more information about the
neighbors, all things considered, PNA is chosen as the final SGVDNet model structure used in this paper.

Table 1. Different network structure vulnerability detection results

Network structure number Accuracy rate Accuracy rate Recall rate F1_score
Structurel 90.25 84.84 90.21 87.48
Structure?2 90.3 84.94 90.23 87.51
Structure3 87.25 82.41 84.76 83.63
Structure4 88.86 85.77 84.64 85.22
Structure5 89.48 81.15 95.47 87.67
Structure6 89.57 82.84 91.72 87.05
Structure? 88.96 84.51 87.15 85.89

2) Experimental results of incorporating different node centrality metrics. In this paper, by introducing
node centrality, we aim to express more information in the graph structure in the feature vectors, and
in order to explore the best node centrality metrics, the model without embedding node centrality
(NUNC) is compared with the model after embedding degree centrality (UC), Katz centrality (KC),
proximity centrality (UP), and harmonic centrality (HC), and comparing them in terms of detecting the
difference in effectiveness. In this paper, 10 tests are conducted and then the mean values are obtained
for comparison as follows.

The vulnerability detection effects of incorporating different node centrality metrics are shown in
Figure 4. From the results in the figure, it can be seen that in addition to the use of proximity centrality
reduces the accuracy of vulnerability detection, the accuracy of the other three centrality metrics in
the vulnerability detection task is higher than the original model without centrality, especially the use
of degree centrality for the model to improve the performance of the detection of the largest. The
possible reasons for this are: proximity centrality measures the average of the sum of the shortest path
lengths from one point to all other points, whereas the PDG graph used in this paper's method is
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directional, which will include some unreachable points, which is equivalent to the introduction of
more noise for the model as a whole, leading to a decrease in the final detection effect.
The vulnerability pattern features that can be extracted for nodes that are not directly connected

are extremely limited, so using the simplest metric of centrality instead helps the model the most in
terms of detection accuracy.
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Fig. 4. The vulnerability detection effect of the node center metric method

3) Setting of iteration rounds in the model training process. In this paper, the number of iteration
rounds set during the training process of the SGVDNet model is 100, in order to explore whether the
iteration rounds are set reasonably, the results of the iteration rounds and the loss relationship are
shown in Figure 5. From the figure, it can be seen that the value of the loss function decreases to the
lowest value (0.035) after 54 rounds and keeps converging, in order to prevent the phenomenon of
overfitting of the model and the time overhead caused by too many iteration rounds, this paper sets

the number of iteration rounds of the selected dataset to 60 during the training process, which is more
reasonable.



OPTIMIZING SOFTWARE SUPPLY CHAIN VULNERABILITY MINING 5757

0.6

0.5 4

0.4

Loss

0.3
(54,0.035)

0.2

0.1 4

0.0 : . . ; ! ! . | .
0 20 40 60 80 100

Epoch
Fig. 5. Iterative rotation and loss relationship results
3.3.  Analysis of the effectiveness of vulnerability remediation in the system

3.3.1. Experimental setup. This paper uses the same real-world C/C++ vulnerability fixing dataset
that is used to evaluate existing automated vulnerability fixing methods. The dataset consists of two
existing datasets, Big-Vul and CVEfixes, covering 8203 vulnerability fixes for 1582 large open source
software projects and over 150 different types of CWE categories. For each pair of vulnerability
functions and their fixes. In the vulnerability function, each vulnerability region is identified by a
special token, and de-duplication is performed on the dataset to obtain the number of training,
validation and test sets of 4200, 600 and 600 respectively, totaling 5400.

Consistent parameter settings are used to train the vulnerability concern model and vulnerability
repair model: batch size is 6, training rounds are 50, learning rate is 0.001, and the input sequence
length is set to 524. For the vulnerability repair model, the output sequence length is set to 396. In
order to determine the appropriate output length, the statistical results of this study on the number of
tokens within a patch are shown in Figure 6. After analysis, this study selects 384 tokens as the output
length of the remediation model, which is able to cover more than 99% of the patches in the dataset,
ensuring high coverage, accelerating the generation process, reducing resource consumption, and
effectively preventing the problem of infinite generation. This shorter output length significantly
improves the efficiency of vulnerability remediation and avoids the long time needed to directly
generate the entire code snippet. In addition, the T5 model is chosen as the infrastructure of this
paper's approach, which brings better performance and results for handling code-related tasks thanks
to its excellent generality, moderate model parameter size and ability to support multiple tasks.
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Fig. 6. A map of the number of tokens in the patch

3.3.2.  Analysis of experimental results. In order to evaluate the performance of the chain-of-thought
method (CRM) on the task of automatic vulnerability remediation, the perfect percentage prediction
(PPP) was selected as the evaluation metric in this study. In automatic vulnerability remediation, if any
of the remediation patches generated by the chain-of-thinking method using the bundle search
algorithm perfectly matches the target sequence in the dataset, the prediction is deemed successful.
Accordingly, the PPP of the test set is derived by dividing the number of correctly predicted samples
by the total number of samples in the test set. The chain of thought approach methodology proposed
in this paper was analyzed in comparison with the following baseline methods:

VulRepair: an automated vulnerability remediation approach based on the large language model T5.

VRepair: an automated vulnerability repair method that combines transformer modeling and
migration learning techniques to fine-tune to the vulnerability repair task after training with a large
number of bug fixes.

TFix: a large-scale automatic vulnerability repair model that relies on T5 and is pre-trained with a
natural language corpus.

CURE: An automated vulnerability repair method that implements code-aware strategies to enhance
the beam search generation process.

The experimental results of the PPP performance comparison of each method at Beams=1, 3, and 5
are shown in Fig. 7, where it can be observed that regardless of the Beams parameter setting of 1, 3,
and 5, the chain-of-thinking approach method proposed in this study outperforms all the control
baseline methods in terms of the PPP metrics and achieves optimal remediation. In particular, at
Beams=3, the chain-of-thinking approach method showed the greatest improvement over other
baseline methods, with 8.98%, 24.77%, and 37.94% improvement over VulRepair, VRepair, and TFix
based on pre-trained models, respectively, and 18.07% improvement over CURE with a decoder-only
model. These data fully demonstrate the excellent performance of the chain-of-thinking approach on
the vulnerability remediation task.
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Fig. 7. Comparison results of the PPP performance in different beams

In addition, this study explores the performance of the chain-of-thinking approach over a wider
range of Beams values. The PPP and time performance of the modeled thought chain approach in this
paper under different Beams is shown in Fig. 8. From the figure, it can be found that the PPP metrics
and the average repair time of the chain-of-thinking method show an upward trend as the Beams value
increases. When the Beams value is set to 15, the chain-of-thinking approach achieves a PPP of 61.52%,
which means that at least 369 vulnerability functions are correctly repaired out of a total of 600 test
samples. However, as the Beams value continues to increase, while the increase in the PPP metric tends
to moderate, the average repair time shows a linear increase. For example, when the Beams value
increases from 15 to 25, the PPP metric only improves by 0.927%, but the fix time increases almost
1.57 times.
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Fig. 8. The PPP and timeliness of this model under different beams
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In view of this, this study adopts a weighted summation method that aims to find the best
compromise between the PPP indicator and the average restoration time, and the relevant formulas
are shown below:

Scorezwpxp+w,xf (26)
5_ D~ Puin
P=Li"Pun_ ;o120 27
pmax_pmin [ ] ( )
T=1-—i"tn i e[1,20] 28
tmax_min’ , ( )

where Score denotes the normalized score, W, and W, denote the weights of the PPP indicator and
the average restoration time, respectively, and the sum of the two is 1; P and T denote the
normalized PPP and the average restoration time, respectively; and p;, Pn.« and P, represent
the current PPP value, the maximum and minimum values of PPP, respectively. ¢, 7., and 7.,
represent the current time, the longest time and the shortest time, respectively. Ultimately, in order to
maximize the PPP indicator and minimize the average restoration time, the weight ratio of
w,:w, =4:1 was selected for weighted summation in this study to obtain a result reflecting the PPP
indicator and the average restoration time, and the result of the tradeoff between the PPP and the
average restoration time is shown in Figure 9. The normalized scores were maximized at a Beams
value of 15. Therefore, this study determines that the optimal repair Beams value for the chain of
thought approach is 15, when the PPP metric for repairing each vulnerability function is 61.52% and
the average time is 3.168 seconds.
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Fig. 9. The compromise between the PPP and the time of repair
4. Conclusion

In order to improve the efficiency of vulnerability mining and the quality of remediation, this paper
proposes a vulnerability mining system based on source code semantic graph and a vulnerability
remediation method based on chain of thought to provide technical support for the security
management of software supply chain.

The main conclusions are as follows:
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1) The method in this paper can effectively realize the accurate mining of web service software
vulnerabilities, and the model consumes the shortest delay, the smallest fluctuation interval, the
strongest stability, and the accuracy of the model for web service software vulnerability mining is
above 95%.

2) The model in this paper has obvious advantages in the detection of network service software
vulnerabilities, and the precision rate, recall rate, accuracy rate and F1_score value of the model always
remain above 80% under different network structures. And after the experiments, the measure of its
integration centrality and the optimal number of iteration rounds (60) are determined.

3) The results of the vulnerability repair experiments demonstrate the effectiveness of the chain-of-
thinking-based repair method. By evaluating the comprehensive performance of this paper's method
under different Beams values, the optimal repair Beams value of 15 is obtained, at which time the PPP
index for repairing each vulnerability function is 61.52% and the average time is 3.168 seconds.
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