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ABSTRACT 
Wide-area protection systems are capable of eliminating or mitigating the consequences of 
disturbances by obtaining multi-point information about the grid system through measurement and 
communication techniques, and power system control and protection systems. In this study, 
distribution data in the grid system is collected and preprocessed, the distribution state of the grid 
system is estimated using data fusion methods, and an optimization method for distribution state 
estimation based on distributed computing methods is proposed. Then the grid wide-area protection 
system is designed by combining the grid system fault diagnosis method. Simulation and example 
analysis results show that the grid wide-area protection system based on data fusion and distributed 
computing has good performance in processing grid data and detecting and localizing grid faults, and 
the maximum localization error of faulted line points is maintained within 0.770%. In addition, this 
grid wide-area protection system is able to accurately detect a certain circuit fault in a regional grid 
system where faults are frequent, avoiding large-scale power outages and ensuring the stable 
operation of the grid system. This study has important scientific significance and application value for 
grid multivariate data fusion modeling and real-time fault detection, and provides an effective wide-
area protection scheme for the grid system. 

Keywords: data fusion processing, distributed computing, grid wide-area protection 
 

1. Introduction 

The concept of wide-area protection was proposed in the process of studying the conventional 
drawbacks of regional power grid protection, which led to the in-depth study of backup protection. 
Due to technical and theoretical immaturity and other reasons, the concept of wide-area protection 
system has not yet formed a unified standard [1-4]. However, according to the background and demand 
for wide-area protection system, there are two main interpretations of its fundamental meaning: one 
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is an automatic control function system, and the other is a safe and stable control system based on 
online dynamic safety analysis and wide-area measurement system [5-7]. The former is a system that 
utilizes multi-point information to quickly and accurately eliminate faults and analyze the impacts 
suffered by the system after the elimination of faults, as well as take corresponding control measures 
to realize the protection and automatic control functions. Although there are some differences in the 
expression, but the understanding of the system function is the same [8-11]. 

The design and realization of the grid wide area protection system is inseparable from the computer 
technology, network technology and communication technology and other modern information 
technology. Advanced computer technology can provide large-capacity storage equipment for the grid 
wide-area protection system, which provides the possibility of storing and efficiently processing large 
amounts of data and information [12-15]. The establishment of the database for a variety of 
measurement data, online calculation control strategies and other data storage, calculation and 
processing to provide a huge space, so that the data unity, peace of mind and reliability are better 
maintained. In addition, the continuous improvement of computer operation speed can also provide 
corresponding technical support for the improvement of the calculation efficiency of the algorithm of 
wide-area protection system [16-19]. 

Literature [20] proposed IWAPC, a system capable of providing protection and control for wide-area 
power grids using new synchronous high-speed communication technology, which includes key 
technologies such as wide-area intelligent reclosing and wide-area load shedding, which not only 
integrates the three lines of defense for power system protection and control, but also improves the 
security of the power grid. Literature [21] describes important contributions to improve the security 
and resilience of WAMPAC networks. Describes a security framework and defense-in-depth 
architecture for WAMPAC applications, as well as an exploration of attack-resistant algorithms for 
WAMPAC. It is emphasized that its findings will open new paths for research in this area. Literature 
[22] provides the latest components of the WAMS architecture and innovations in WAPAC research 
development using PMUs. Based on the literature review a wide area protection scheme based on 
PMUs is proposed, the concept is based on describing the dynamic operation of a transmission line 
with differential equations and when a fault occurs the set of equations becomes nonlinear and helps 
to ensure the sustainability of the power flow. Literature [23] provides a major categorization of the 
scope of WAMPAC cybersecurity and guides a survey of recent research in the field of WAMPAC security. 
The aim is in laying the foundation for the researchers concerned to study the relevant applications of 
WAMPAC in smart grids. Literature [24] proposes an LWA-based EBDP strategy in which the microgrid 
is divided into multiple protection zones at the core of the bus. A microgrid model with multiple dgs is 
constructed through the PSCAD platform. Simulation results show that the proposed LWADP exhibits 
good performance and has the potential to be widely applied to large-scale microgrids. Literature [25] 
emphasized the critical bus data fault identification method based on Wide Area Measurement System 
(WAMS) data and three metrics based on grid currents. PSSE simulation and OPAL-RT real-time 
simulation were also applied to test the bus system, and the results pointed out that the algorithm is 
not only capable of detecting faulty lines in the network, but also identifying faults from power swing 
and load encroachment situations. Literature [26] introduced a wide area protection scheme in a 
400kv network, in order to detect and initiate remedial measures, and applied SCADA with phase 
measurement units for wide area protection, thus ensuring the robustness of the facility network. 
Literature [27] points to the “intelligent” transformation of the power system, and the adaptation of 
this transformation and the implementation of innovative solutions is not possible without the 
continuous development of the grid, which requires special attention to the protection devices, so as 
to ensure the successful coordination of the power system. 

In this paper, we first collect multi-source data in the distribution grid system, and pre-process the 
grid data by using missing value processing and normalization processing methods. Combined with 
the measurement information and bus load data in the grid system, the relationship between the grid 
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data volume measurement and the state volume is solved according to the weighted least squares 
algorithm to realize the fusion of data and the estimation of the state of the distribution grid, and the 
data fusion module of multi-intelligent terminal is constructed based on the data platform. Then, 
according to the characteristics of the grid system, the distributed computing method is used to 
optimize and improve the grid state estimation method, which provides an accurate data base for the 
grid wide-area protection system. Subsequently, the grid fault diagnosis and localization method is 
proposed, and the grid wide-area protection system is constructed by combining the data fusion 
module and the grid fault diagnosis module. This study analyzes the real-time processing performance 
and effect of the grid data fusion module and the fault detection and localization module through 
simulation experiments, and then explores the empirical effect of the grid wide-area protection system 
by using example analysis. 

2. Method 

2.1. Methods for estimating the state of the grid system 

2.1.1. State estimation methods based on data fusion: 

1) Data pre-processing. Various types of terminal data of distribution network have different 
characteristics and advantages, while the distribution data measured by different terminals overlap, 
resulting in a waste of resources, so multi-intelligent terminal data fusion will certainly become one of 
the future trends in the development of distribution network. Based on the above, this paper proposes 
a multi-intelligent terminal data fusion scheme, i.e., the data middle station system provides data 
support for the grid wide area protection system through data pooling and completing data fusion 
based on data fusion of distribution network state estimation. 

Missing data, that is, one or more attribute values in the sample set are lost, which is mainly 
manifested in the sample data in this paper as the data of a certain moment or several consecutive 
moments are null values. Usually the missing data must be filled in manually. Part of the missing data 
can be deduced from the trend of the original sample set, and the commonly used filling methods are 
clustering, mean, hot card, special value, etc. In this paper, considering the small amount of missing 
data in the sample, the relatively simple method of mean filling [28] is used for processing, with the 
following formula: 

 1 1

2
i i

i

x x
x  
  (1) 

where, ix  is missing data. 

Data normalization processing [29], due to the influence of the factors of the scale, units and load 
data are not the same, in the calculation process may appear different degrees of influence on the role. 
In order to eliminate the different effects between the influencing factors and load data, need to be 
specification, so that each factor indicator and load data are in a certain common range of numerical 
characteristics, easy to calculate, set the normalization formula for: 

 
min

max min

' i
i

x x
x

x x




  (2) 

where ix  is the original data, max min,x x  is the maximum and minimum values of the sample data, 
respectively, and ix   is the normalized value. After the above normalization process, each data is 
transformed to the value range of [0, 1] and is a dimensionless quantity with the same scale. Finally, 
for the output training, testing and prediction data, the inverse normalization process is performed 
again and restored to the actual values by reduction calculation. 
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2) Grid state estimation based on data fusion. Grid state estimation refers to the use of corresponding 
algorithms to estimate the state of the distribution network system with high accuracy, completeness 
and reliability based on the measurement information of the distribution system and supplemented 
with pseudo-measurement data such as bus load prediction and non-remote sensing telemetry data. 
The accuracy of each type of terminal data in the distribution network is different, and a reasonable 
allocation of the weight of each measurement can increase the accuracy of state estimation, realize 
effective data fusion, and provide a basis for the state assessment and identiϐication of weak links in 
the distribution network. In state estimation, the relationship between quantitative measurements 
and state quantities is: 

 ( )z h x n   (3) 

where z  is defined as the measurement vector, x is defined as the state vector, and n is defined as 
the measurement noise. 

The weighted least squares algorithm [30] is one of the most widely used methods for solving the 
state estimation problem at present, and according to the relational equation between the state 
variables and the measurement vectors, its essence is to solve the following mathematical problem: 

 min ( ) ( ( )) ( ( ))TJ x z h x W z h x    (4) 

 
( )

2 ( ) [ ( )] 0TJ x
H x W z h x

x


   


 (5) 

 ( ) ( ) [ ( )] 0Tf x H xW z h x    (6) 

where h is the measurement equation and W  is the measurement weight. In distribution network 
state estimation, different physical quantities can be selected as the state variables to be sought by the 
system, including node voltage, branch current and branch power. Each quantity measurement will 
have a corresponding nonlinear measurement function, and the measurement accuracy can be 
expressed as: 

 d m      (7) 

where   is the error of the measurement data as a whole, d   is the error due to time 
synchronization, and m  is the measurement error of the measurement device. Where: 

 d dRt   (8) 

where R  is the rate of change and dt  is the measurement delay. The measurement error m  is 
given by the manufacturer. Determining the weights based on the measurement time difference 
calculation error is a more appropriate solution. The time of difference between the calculation 
moment and the signal reception moment is st , and the error  is: 

 i i s ik t     (9) 

Assuming the existence of three systems with different characteristics (dispatch automation system, 
power usage information collection system, and distribution automation system), the estimation 
weights are set: 
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where , ,R A S
i i ia a a  is the estimated weight of dispatching automation system, power usage information 

collection system, and distribution automation system, respectively, and , ,R A S
i i i    is the integrated 

error of each measurement system, respectively. 

2.1.2. Multi-intelligent terminal data fusion program. Data center is a complete concept and system, 
which can better support the rapid innovation and iterative development of front-end applications by 
pooling data from various business systems to form a big data platform infrastructure, which mainly 
includes various aspects such as data collection, storage management, computation and presentation, 
and data circulation and transaction, and consists of three levels: technology, platform and service. The 
ϐlow of the multi-intelligent terminal data fusion application program based on the data center system 
is shown in Figure 1. The multi-intelligent terminal data fusion application scheme based on the data 
center system utilizes the data center system to acquire data collected by the intelligent terminals of 
each system, form a big data platform after processing and fusing the data, and then provide the data 
required for evaluation according to the data demand and application of the real-time state evaluation 
system. 
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Fig. 1. Network data fusion process 

2.1.3. State estimation optimization based on distributed computing. For ease of presentation, the 
grid data state equation is ϐirst given in the form of equation (11): 
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where P  is the set of all regions in the distribution network, subscripts .z i  and .z ij  are nodes i  

and lines i j   in region z  , and jH   is the set of nodes in the region downstream of node j   and 

connected to node j . ,tzij zijP Q  is the active as well as reactive power transmitted in each line, zijI
  is 

the line current, and Lzj LzjP Q   is the active as well as reactive power of each node load, respectively. 

, ,,z j z jP Q    are the active power as well as the reactive power of each distributed power source, 

respectively, and ,
t
z i  is the voltage magnitude at each node. ,zij zijr x  are the resistance as well as the 

reactance on each line, respectively. 
First, according to the grid system characteristics, the line power sensitivity matrix within the region 

itself is calculated one by one, starting from the end line of the region z  and following the order of 
calculation from the end to the beginning. Therefore, the bias derivation of the active injected power 
for the nodes inside the region can be obtained: 
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The 2 2
1, 1, 1 12 ))( ) ( (( ) /n n n n n n nP Q P     
       in Eq. is 2 to 3 orders of magnitude smaller in comparison 

with the rest, so it can be ignored in simplifying the calculations and, in turn, can be characterized as: 
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The line sensitivity matrix of the end line of the region to the active injected power of the node at 
the end of the region, which will be calculated in the order from the end to the beginning of the region 
can be obtained from the sensitivity matrix of all lines within the region to the active injected power 
of all the nodes, and its specific calculation expression is shown in Eq: 
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In the formula: 
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The mathematical expression for the derivation of the resulting line to all nodes reactive power 
sensitivity matrix is shown in Eq: 
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In the formula: 
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In calculating the nodal voltage sensitivity, the voltage squared term is viewed as a whole and 
denoted by v in order to simplify the solution process. Thus, the mid-node voltage equation can be 
described again as: 
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The sensitivity of the node voltage at the beginning of the region to the node injected power at a 
point in its own region, which is calculated in the order from the beginning to the end of the region can 
be obtained by the sensitivity matrix of all the node voltages within the region to the injected power 
of all the nodes, which is calculated mathematically as: 
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In the formula: 
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2.2. Grid fault diagnosis and localization methods 

In the distribution network, a threshold value can be set for the fault starting element in the grid, and 
this protection is activated when the fault current in the grid is greater than this value, and the method 
of calculating this starting element can be can use the fault component algorithm: 

 SETI I   (23) 

where SETI   is the threshold value, which can also be referred to as the setting value, 

SET N(0.1 0.3)I I   and NI  are the rated currents: 

 | ( ) ( ) | | ( ) ( 2 ) |I i k i k N i k N i k N         (24) 

where I  is the starting amount of phase current,   indicates the three phases of A, B and C, ( )i k  
is the sampling value of current at k , and N   is the number of sampling points of an industrial 
frequency cycle. Moreover, as a backup protection, a time limit can be set, when after a certain time 
limit, the original main protection does not act, i.e., the protection based on the local electrical 
information acquisition does not act or the circuit breaker refuses to act, then this backup protection 
will act. 

Whether a two-phase or three-phase short circuit occurs in the downstream or upstream line of the 
grid at a boundary node, the amplitude of the current flowing through the grid increases, but the 
direction of the short-circuit power is different. Therefore, the following two conditions need to be 
satisfied in fault area localization. 

1) Determine whether the current in the boundary area crosses the boundary About the threshold 
value of overcurrent protection can be adjusted according to the maximum load current of the line, as 
Eq: 

 MAXI I   (25) 

where I  is the effective value of phase current. MAXI  is the maximum load current value. 
2) Judge whether the power direction is consistent with that flowing through the upstream and 

downstream switches 
If the power direction is positive and is consistent with the downstream power direction, this area 

can be considered as the fault area. When the power direction is negative and is opposite to the 
upstream power direction, the region can also be considered as a fault region. 

2.3. Grid wide protection system design 

The grid wide-area protection system based on data fusion and distributed computing is shown in Fig. 
2, which divides the region in the figure into an islanded region and a non-islanded region, both of 
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which can operate independently after a fault in a non-domestic region. First, information is exchanged 
between 1IFTU  and 2IFTU  to determine the fault region and determine whether it is within the 
circle. Second, depending on the location of the fault point, the grid at each location sends a trip signal 
to the corresponding 2IB . If the fault area is inside the circle, the circuit breaker at the bus that the 
IIDG is connected to trips ( 2IB ). If the fault area is outside the circle, the protection at that section of 
the line should trip ( 1B ) and the in-circle area continues to supply power to the in-circle area. Whether 
the fault is in the park or out-of-circle, it is due to be equipped with the appropriate automatic reclosing 
device, if it is a transient fault, the recloser recloses and then closes. If it is a permanent type fault, the 
reclosing gate is reclosed and then tripped. 

 

 

 

IFTU1 IFTU2

IFTU4

Network 
main station

A

IB1
F1

IB2

B F2

IB3

IIDG

 

Fig. 2. Grid wide range protection scheme 

3. Results and discussion 

3.1. Performance analysis of real-time processing of grid data fusion 

3.1.1. Simulation experiment design. The purpose of this experiment is to verify the real-time 
processing performance of distribution network data in the grid wide protection system based on data 
fusion and distributed computing proposed in this paper. This experiment restricts the cluster physical 
resources, and ϐirstly determines the maximum throughput rate and average processing latency under 
the current environment when Flink parallelism is 6 for executing a simple data processing task, 
keeping all the operators of the data processing task without generating backpressure and with a good 
load condition. The measured data is used as the processing performance standard under the current 
physical resource constraints. After obtaining the processing performance standard, the maximum 
throughput rate and average processing delay of each Flink task and each stage of the task for real-
time multi-source data processing in the grid wide-area protection system under the same physical 
resource limitations are measured under the same operating state. Compared with the processing 
performance standard, the impact of each data processing stage of real-time processing distribution 
system on throughput rate and processing delay is judged. At the same time, combining Checkpoint 
status, Flink Metrics parameters and other data to judge the operation status of each component of 
the real-time processing system, the performance indexes of each link of the real-time processing 
system are comprehensively derived. The performance index of the real-time processing system has 
two parts, the ϐirst part is the data processing efϐiciency of the distribution grid data of the grid wide-
area protection system, including the data throughput per second, the average processing latency of 
each piece of data and the data and status of the backpressure situation and the load situation of the 
arithmetic operator of each link in the data processing process. The second part is the overall 
processing delay of data other than distribution network data and the delay of processing links. 
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3.1.2. Experimental results and analysis. The experiments were conducted by limiting the data input 
throughput rate from 10000 items per second to 50000 items per second under the current physical 
resource constraints and with a parallelism degree of 6. The results of the data processing throughput 
rate experiments are shown in Fig. 3. When the data input throughput rate is 35000 items per second 
and below, the average processing throughput rate and the average output throughput rate of the grid 
wide area protection system are close to the data input throughput rate. When the data input 
throughput rate reaches 35,000 items per second and above, the difference between the data 
processing throughput rate and the output throughput rate and the input throughput rate widens, 
indicating that the data processing throughput rate cannot keep up with the input throughput rate, 
resulting in a data pileup between the input side and the processing side. It can be seen that the 
processing of data in the distribution network by the grid wide area protection system can be 
maintained in a stable state at 35,000 items per second, without generating high backpressure and 
high load, and maintaining a low latency of data processing while ensuring a high processing speed. At 
the same time, it can be seen that under different data input throughput rates, the data processing 
throughput rate is almost the same as the data output throughput rate, which shows that the 
performance bottleneck of the system does not appear in the data output stage. 

 

Fig. 3. Data processing rate test results 

The experimental results of the load cases at various stages of the data processing task in the wide-
area protection system of the grid are shown in Fig. 4. Without limiting the rate at which data is sent 
into the wide area protection system, the data fusion processing task shows very high backpressure 
(88.26%) and load conditions (92.63%) at the processing end, and high backpressure (26.48%) and 
load (59.67%) at the output end. When backpressure occurs in one part of the data processing task of 
the system grid, it indicates that data pileup occurs upstream or downstream of that part, and the 
higher the percentage of backpressure indicates that the data pileup is more serious, and not only the 
average processing delay of the data will be seriously affected, but also the data throughput rate of the 
system will be reduced. Similar to the results in the above data processing throughput rate analysis, 
when the data input throughput rate is below 35,000 items/second, the backpressure (0.29%-15.64%, 
0%-0.09%) and high load (4.88%-22.11%, 2.93%-7.04%) situation between the processing end and 
the output end are also better, and the data fusion and distributed algorithms-based grid wide-area 
protection system of data processing performance is in a stable state. 
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Fig. 4. Data processing load 

3.2. Simulation Analysis of Grid Fault Detection and Localization 

3.2.1. Simulation grid system establishment. In this paper, the IEEERTs-24 system and the actual 
operation data of a provincial grid were used to simulate and test and analyze the system 
respectively.IEEERTS-24 is a reliability standard test system with a total installed capacity of 3,552 
MW and a maximum annual load of 2,965 MW, containing 30 nodes with 18 load nodes, a total of 36 
lines, 7 transformers, and 30 generator sets. Since the components involved in sampling include four 
categories of lines, nodes, generators and transformers, a transformer is added between the 
generators and loads in the system above 220Kv and the high-voltage bus to connect it to the high-
voltage grid, and it is set that the failure of each category of components shall not be greater than two, 
and the total number of failures shall not be greater than three. The reliability component modeling of 
a provincial power grid adopts the mode in which the high-voltage (above 220Kv) grid is the main one 
and the low-voltage grid is attributed to the corresponding parameters of the high-voltage. In order to 
adapt to the needs of operational reliability assessment, the modeling of loads, generators, lines, and 
buses are not merged, especially the buses, which are modeled as unmerged bus segments with small 
branches, which makes the reliability assessment of the grid wide protection system more accurate, 
and the assessment results are more suitable for online applications. Nevertheless, this modeling 
nearly doubles the number of nodes and branches. After modeling, this grid includes a total of 211 HV 
nodes, 195 lines, 64 generators, 182 transformers, and 32 section constraints (stability constraints). 

3.2.2. Fault Scenario Simulation Results. In order to verify the diagnostic analysis and localization 
effect of the wide-area protection system on the location of fault points and fault types in the simulated 
grid system, the IEEERTs-24 grid and a provincial grid simulation system are set up to have faults on 
the L22-25 lines and L18-19 lines, respectively. The fault locations are at 5%, 20%, 50% and 90% from 
the circuit bus, respectively, and the fault types are A-phase ground fault AG, A-phase and B-phase 
short-circuit fault AB, A-phase and B-phase short-circuit ground fault ABG, and three-phase short-
circuit fault ABC, and the setups of the AG and ABG faults have a transition resistance of 300Ω. The 
real-time analysis results of injected currents in the grid wide-area protection system are shown in 
Table 1, and the fault detection results in a provincial grid simulation system are shown in Table 2, 
when various faults occur in the lines in the IEEERTs-24 grid simulation system, respectively. In the 
table, dI22, dI23, dI24, dI25, dI18, and dI19 represent the line node fault injection current amplitude 
detected in the wide-area protection system, and their values are taken as the steady state values after 
1 week wave of the fault. The distance error (%) of the grid wide-area protection system for the 
diagnosis and localization of the fault point in the simulated grid = (distance of the localized fault - 
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distance of the real fault)/line length × 100%. In the case of various faults occurring in lines L22-25 
and L18-19, respectively, the grid fault detection and localization module in the grid wide-area 
protection system based on data fusion and distributed computing in this paper is able to accurately 
identify nodes on both sides of the faulty line and detect the faulty line. The localization distance errors 
for various fault points of lines occurring in the two simulated grid systems are 0.458% and 0.266% 
on average, which will not cause misjudgment of normal lines in the region and have a high margin. 

Table 1. The results of the failure analysis in IEEERTs-24 grid simulation system 

Fault 

type 

Fault 

position f /R   dI22 dI23 dI24 dI25 Fault line 
Distance 

error (%) 

AG 

5% 
0.01 0.0049 0.1896 0.0975 0.1456 L22-25 0.325 

300 0.0303 0.0496 0.0921 0.1382 L22-25 0.151 

20% 
0.01 0.0937 0.1253 0.0786 0.1664 L22-25 0.751 

300 0.1151 0.1964 0.052 0.1179 L22-25 0.77 

50% 
0.01 0.0381 0.1768 0.1837 0.0268 L22-25 0.474 

300 0.157 0.0068 0.125 0.0382 L22-25 0.068 

90% 
0.01 0.0475 0.1017 0.0227 0.1267 L22-25 0.489 

300 0.1369 0.009 0.1515 0.0823 L22-25 0.479 

ABG 

5% 
0.01 0.0732 0.1832 0.1346 0.0203 L22-25 0.47 

300 0.0373 0.1966 0.0389 0.0452 L22-25 0.07 

20% 
0.01 0.1309 0.1225 0.134 0.0514 L22-25 0.11 

300 0.1262 0.1984 0.1213 0.1076 L22-25 0.556 

50% 
0.01 0.0926 0.1514 0.0538 0.1033 L22-25 0.754 

300 0.0631 0.0662 0.1442 0.1649 L22-25 0.642 

90% 
0.01 0.0824 0.0999 0.1071 0.0749 L22-25 0.357 

300 0.0854 0.1638 0.0903 0.0162 L22-25 0.69 

AB 

5% —— 0.1348 0.1202 0.1398 0.1834 L22-25 0.743 

20% —— 0.1949 0.1214 0.1722 0.1468 L22-25 0.654 

50% —— 0.1725 0.0251 0.0348 0.1938 L22-25 0.711 

90% —— 0.0134 0.1055 0.041 0.0553 L22-25 0.118 

ABC 

5% —— 0.1873 0.0482 0.0607 0.151 L22-25 0.651 

20% —— 0.0629 0.0365 0.039 0.0176 L22-25 0.408 

50% —— 0.0404 0.0602 0.0141 0.0534 L22-25 0.254 

90% —— 0.089 0.1066 0.1967 0.0069 L22-25 0.285 
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Table 2. Analysis of failure analysis in provincial grid simulation system 

Fault type Fault position f /R   dI18 dI19 Fault line Distance error (%) 

AG 

5% 
0.01 0.1146 0.1321 L18-19 0.245 

300 0.0798 0.1203 L18-19 0.304 

20% 
0.01 0.1975 0.0699 L18-19 0.388 

300 0.0932 0.0388 L18-19 0.237 

50% 
0.01 0.1693 0.1324 L18-19 0.334 

300 0.1127 0.0612 L18-19 0.333 

90% 
0.01 0.0507 0.0237 L18-19 0.248 

300 0.0175 0.1029 L18-19 0.343 

ABG 

5% 
0.01 0.0692 0.0513 L18-19 0.263 

300 0.1817 0.1776 L18-19 0.241 

20% 
0.01 0.1953 0.1246 L18-19 0.23 

300 0.0607 0.0942 L18-19 0.233 

50% 
0.01 0.0188 0.1197 L18-19 0.376 

300 0.1378 0.1008 L18-19 0.201 

90% 
0.01 0.0628 0.1442 L18-19 0.282 

300 0.1314 0.1694 L18-19 0.228 

AB 

5% —— 0.1957 0.0218 L18-19 0.272 

20% —— 0.071 0.1331 L18-19 0.254 

50% —— 0.1494 0.0686 L18-19 0.129 

90% —— 0.1305 0.1221 L18-19 0.289 

ABC 

5% —— 0.1855 0.1989 L18-19 0.398 

20% —— 0.129 0.0912 L18-19 0.309 

50% —— 0.1706 0.1612 L18-19 0.16 

90% —— 0.1611 0.0499 L18-19 0.097 

3.3. Analysis of application examples of power grid wide area protection system 

3.3.1. Operation of a regional power grid. In this paper, the empirical case study selected a city 
regional power grid as the object, through the recent years of the regional power grid operation 
process occurred during the fault record statistics, due to faults and triggered by the occurrence of 
regional blackout accidents in the statistical results shown in Table 3. A comparison of the data from 
2015 to 2021 shows that the average number of regional power outages caused by grid faults is about 
13 times per year. It is due to the limitations of the traditional grid relay protection system that it 
cannot intelligently remove fault-induced regional blackouts. The differential protection in the 
traditional relay protection system of the regional power grid can realize the protection of the entire 
length of the line, but there is no upper and lower level cooperation. Quick-break protection can be up 
and down with, but the number of system distribution level for 3 or even 4, quick-break with high 
sensitivity, it is easy to overstep trip, and the protection range is only 25% ~ 40% of the line. The power 
supply in the traditional relay protection system cannot maintain the isolated network operation of 
the regional grid, and in the case of double circuit tripping of the regional grid feeder, the generating 
units in the system will be unlisted, and cannot remove part of the load to maintain the security load 
of the grid. In addition, most of the distribution stations do not have fault recording system, even if 
there is a good or bad degree, the integrity of the recording can not be guaranteed, which is not 
conducive to stability and accident analysis. It can be seen that the regional power grid belongs to a 
typical case, and the analysis results obtained by applying the grid wide-area protection system 
designed in this paper to the regional power grid are representative. 
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Table 3. Statistical analysis of the area failure of the grid 

Month/year 2015 2016 2017 2018 2019 2020 2021 

January 2 3 1 0 2 0 1 

February 0 2 0 1 2 3 1 

March 1 1 2 2 0 0 1 

April 2 0 0 0 1 3 1 

May 2 0 0 1 3 2 0 

June 0 1 0 1 1 1 0 

July 0 0 1 2 1 3 2 

August 0 2 0 0 1 0 1 

September 3 0 0 3 1 2 0 

October 0 0 2 1 0 2 2 

November 1 0 0 1 2 3 0 

December 3 0 0 0 3 2 1 

Total 
14 9 6 12 17 21 10 

89 

3.3.2. Results of the application of the grid wide protection system. In this study, the designed grid 
wide-area protection system was applied to the regional power grid, and it was found that the wide-
area protection system monitored the overall grid system from the time period of January 2022-
January 2023, and the speciϐic monitoring results are shown in Table 4. The grid wide-area protection 
system found a total of 10 line faults and was able to accurately monitor the point where the line fault 
occurred, assisting the staff to repair the faults in time and preventing large-scale power outages from 
occurring. 

Table 4. Grid failure detection results 

Time Fault line 
Voltage rating 

(kV) 
Fault type 

Failure 

phase 

The departure 

of the line 

Fault 

line 

Failure 

phase 

Trip 

avoidance 

2022.4.5 Hengjing line Ⅱ 220 Ground A 0.51 √ √ √ 

2022.5.2 Wuma line 220 Interphase AB 0.65 √ √ √ 

2022.5.19 Cangyi line 220 Ground BC 0.68 √ √ √ 

2022.6.8 Sungao line 220 Interphase ABC 0.41 √ √ √ 

2022.8.9 Cangyi line 220 Interphase A 0.72 √ √ √ 

2022.9.6 Changqing line Ⅱ 220 Ground A 0.87 √ √ √ 

2022.10.8 Changqing line Ⅰ 220 Ground BC 0.35 √ √ √ 

2022.10.19 Fangci line 220 Interphase AB 0.22 √ √ √ 

2022.11.14 Beiqing line Ⅰ 220 Ground ABC 0.65 √ √ √ 

2022.12.3 Antong line 220 Interphase C 0.81 √ √ √ 

4. Conclusion 

In this paper, a data fusion strategy is proposed to process large-scale data in the distribution network 
system, and the performance test results of the distributed algorithm data fusion processing module 
are used to find that the processing of data in the distribution network by the power grid wide area 
protection system can maintain a stable state when there are 35,000 data per second, and the back 
pressure (0.29%-15.64%, 0%-0.09%) and high load (4.88%-22.11%, 2.93%-7.04%) of the processing 
end and the output end are also good. There is no high back pressure and high load situation, and the 
high processing speed is maintained while maintaining the low latency of data processing. The 
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verification of the grid fault detection method in simulation experiments shows that it can accurately 
identify the nodes on both sides of the faulty line in the grid system and detect the faulty line, and the 
error in the distance of locating the fault point is 0.458% and 0.266% on average, which will not cause 
miscalculation of the normal lines in the region. In the example application of a city regional power 
grid system, the grid wide area protection system proposed in this paper is able to monitor the 
existence of circuit faults in the power grid system and warn the staff in time to stabilize the good 
operation of the power grid system. 

Compared with the traditional relay protection system, the proposed wide-area protection system 
has strong advantages in preventing the expansion of faults and accidents in the power grid system 
and taking timely measures, which theoretically and practically proves that the system is very 
beneficial to the maintenance of the safe and stable operation of the power grid. 
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