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ABSTRACT

In order to improve the consistency of on-chain-off-chain interaction of private data supported by
blockchain and reduce the redundancy of data storage performance, this paper applies an efficient
data interaction method of prefix hashing with improved red-black tree index to store public indexes
and improve the efficiency of retrieval and interaction of blockchain data. Under the idea of
generalization, anonymous region (AR) is used to hide the real location of participating nodes and
protect the privacy of realized nodes. To reduce the computational overhead of the selection process,
a cooperative sensing location privacy preserving optimization mechanism, LPPOM, is proposed. The
scheme in this paper has a slow growth of data size on the chain with higher storage efficiency, larger
throughput, and shorter query time (0.1899ms). The time cost consumed when the number of privacy
chains is 15, 30, and 60 only increases by 0.2309-0.4855ms compared to the single chain system,
indicating that the scheme scales well. When the file size is within 200 and the number of encrypted
attributes is less than 4, its total encryption time meets the user's privacy data encryption needs
(between 66.1765-236.7081ms). The IPFS read/write module is able to satisfy the people's daily use
needs under the public network conditions, and its read/write speed is between 0.1568 and
0.2639MB/ms (file <100M).

Keywords: Blockchain, Data on-chain off-chain interaction, Prefix hashing, Improved red-black tree
indexing, Co-awareness

1. Introduction

In today's digital age, data consistency is critical to operations in all areas. However, data consistency
is often a challenge due to complex information systems and distributed environments. To solve this
problem, blockchain technology can provide an effective solution [1-4]. Blockchain technology is a
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distributed ledger technology that stores data on different nodes through decentralization. Data
consistency is one of the core principles of blockchain [5-7].

Blockchain can be used to ensure data consistency by means of cryptographic hash functions,
consensus mechanisms, smart contracts, timestamps and decentralization. It provides a secure and
reliable way to store and transmit data, making it impossible for data to be tampered with, deleted or
lost [8-11]. In today's era of information explosion, the accuracy and reliability of data is crucial.
Blockchain technology provides a powerful tool for various fields to ensure data consistency, which in
turn enhances the efficiency and trustworthiness of business. However, blockchain technology also
has some challenges and limitations [12-15]. First of all, the performance problem of blockchain
technology is an urgent need to be solved nowadays. Since the nodes need to agree and store the data
of the whole blockchain, the performance of blockchain network will be limited in the case of large
data volume and frequent transactions. Secondly, due to the decentralized feature of blockchain
technology, it will become difficult to recover data once there is an error or dataloss [16-19]. Therefore,
for some application scenarios that do not require high data integrity, the traditional centralized
database is more suitable.

Literature [20] systematically discusses the security and privacy properties of blockchain. By
introducing the concept and utility of blockchain and reviewing the security and privacy techniques
for implementing security attributes in blockchain-based systems, it is concluded that the results of
the study are beneficial for the readers to understand the security and privacy of blockchain in terms
of concepts, attributes, and techniques. Literature [21] emphasizes the wide application of blockchain
technology and the impact it has on the healthcare industry. It is pointed out that blockchain
technology plays an important role in securing patient data and healthcare supply management.
Literature [22] proposed a personal data privacy protection scheme based on federated blockchain,
which ensures the user's privacy and security by synergizing off-chain storage and on-chain
transmission with lighter encryption and segmentation, and realizes the personal data privacy
protection. The effectiveness of the proposed method is demonstrated through experimental results.
Literature [23] proposes a blockchain-based data collection and processing architecture. The
architecture ensures the security of loT data through data consistency. The DPA-PBFT algorithm with
self-optimization capability is designed and the performance improvement of this algorithm under the
proposed architecture is evaluated through many experiments. Literature [24] employs blockchain
technology in order to address data security and trustworthiness issues. The mobile agent technology
is adopted to deploy a distributed virtual machine agent model, through which the integrity protection
framework based on blockchain is constructed. The research results verify the effectiveness of
blockchain technology. Literature [25] introduces the blockchain-based AMI security framework, and
reshapes the AMI data management system architecture by combining the characteristics of
blockchain. And the blockchain's consensus algorithm and other technologies are utilized to solve the
security problem of AMI data. The feasibility of blockchain technology for AMI is verified through
analysis and experiments, demonstrating the reliability of the framework. Literature [26] examines
the terminology and current status of auditable data structures, and proposes a generalized
framework based on blockchain capable of privacy-preserving auditing. A detailed description of the
framework implementation and experimental results are provided and the effectiveness of the
framework in proof generation and evaluation is emphasized. Literature [27] designed a blockchain-
based decentralized model that consists of collaborative verification nodes to avoid malicious
tampering. And proposed data integrity verification algorithm. The experiments reveal the superior
performance of the proposed method. Literature [28] proposes a blockchain privacy protection
scheme based on zero-knowledge proof for secure data sharing. The theoretical analysis of this scheme
shows that this its ability to satisfy the confidentiality requirements of security, integrity and validity.
Literature [29] proposed the SOC approach to achieve data security in government. It is pointed out
that the method is able to realize the trustworthiness of data content and the controllability of data
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ownership. By applying it in practice, it is confirmed that the SOC method provides a feasible solution
for sharing data in government. Literature [30] proposed an efficient and secure data consistency
verification scheme based on blockchain technology. A Merkle hash tree is constructed by using
cryptographic tags to generate unique and lightweight validation. Theoretical and experimental
analyses emphasize that the scheme has excellent performance in terms of security and verification
speed.

In order to solve the problem of low effectiveness of blockchain data interaction in industrial
Internet, it is proposed to utilize the combination of blockchain technology and off-chain database,
supplemented with prefix hash indexing method and red-black tree construction method to store
industrial Internet data information, to realize the key data keywords on-chaining and with a large
number of data off-chain storage mechanism to achieve efficient and safe search. Considering the
location privacy and data consistency of side-chain nodes in the process of cooperative sensing, this
paper proposes the location privacy protection optimization algorithm of anonymous region and the
corresponding data consistency optimization method to improve the consistency of the interaction
between on-chain and off-chain of private data supported by blockchain.

2. Blockchain-enabled privacy data on-chain and off-chain interaction
technology

2.1. Blockchain technology

2.1.1. Overview of Blockchain. Blockchain combines blocks of data into specific data structures in
chronological order in the form of chains, and multiple blockchain nodes store block data in the form
of a shared ledger, the distributed shared ledger [31] network is shown in Figure 1. The operations of
querying and updating the data on the blockchain are constructed in the form of specific messages,
often called transactions. Transactions are packaged into blocks and linked to the previous block via
the block's cryptographic hash. Operations on shared ledger data are required to be broadcast into the
blockchain network by constructing a new block, which undergoes a consensus mechanism to achieve
consistency among nodes and is stored.
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Fig. 1. Distributed Shared ledger network diagram

Blockchain technology has the following characteristics:

Distributed architecture: blockchain networks have a distributed architecture, where block data is
not stored and managed centrally by a centralized authority, but is stored dispersed across nodes in
the blockchain network. Each node has a copy of that shared ledger, and the copies are updated
synchronously and consistently during the consensus process. Decentralized Trust Mechanism:
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Blockchain builds a decentralized trust mechanism through distributed architecture and open and
transparent bookkeeping. Transactions between nodes do not need to be endorsed by a trusted third
party, and all blockchain nodes keep accounts together, ensuring that transactions between any two
parties can be carried out credibly. Open and transparent data: blockchain data is stored
synchronously among nodes, and account and transaction information in the blockchain network is
recorded on the blockchain. Without special encryption, block data can be retrieved from any
blockchain node. The data cannot be tampered with: Blockchain adopts chained block structure with
timestamps to store data, which is highly traceable and verifiable, and at the same time with
cryptographic algorithms and consensus mechanisms to ensure the blockchain's tamperability.
Blockchain protocol can be divided into public chain and coalition chain based on the different ways
of node access control. In public chain networks such as Bitcoin, any organization or individual is able
to build nodes to join the network or withdraw at any time. In coalition chain networks, due to better
network conditions and node authentication mechanisms than public chains, the consensus algorithm
can achieve higher throughput and lower latency based on more trust between nodes than public
chains. In the scenario considered in this study, the number of enterprises or departments related to
a particular IoT data is limited, and they need to coordinate and agree with each other in advance
before they can interact with the data. Therefore, the federation chain is more suitable as the
underlying architecture of the IoT data sharing system.

2.1.2. Consensus Algorithms. Blockchain ensures the consistency of block data between blockchain
nodes through a consensus process. The consensus algorithm [32-33] involves how to add new blocks
to the blockchain network while ensuring that each active working node is able to add consistent
blocks. The process in which permissions to submit new blocks are assigned and new blocks are
published into the network usually varies depending on the consensus algorithm. In public chain
systems, since nodes are able to join or leave the network at any time, consensus algorithms need to
provide incentives for nodes to be online and participate in the consensus to ensure that the network
is active.Algorithms such as POW and POS provide incentives by giving rewards to nodes submitting
new blocks.The POW algorithm employs the arithmetic competition for the right to make a block and
the longest chain mechanism to ensure the consistency of the data and the fairness of the incentives.
The nodes participating in the consensus can only find a random number that satisfies certain
conditions by traversing, and the node that finds the random number obtains the block right of the
current block. When adding a new block to the blockchain, other nodes are able to verify that the
random number satisfies the conditions. The blockchain with the maximum block height is a valid
blockchain, so nodes that receive longer chains will switch from the short chain to the long chain, and
eventually all nodes in the blockchain network will reach agreement on the block data within a certain
period of time, then it is guaranteed that the data will gradually converge to be consistent after a
sufficient amount of time.

In a coalition chain network, the nodes in the blockchain network have agreed in advance on the
power of their respective obligations, so no additional consensus incentives are required. The main
purpose of the consensus process in a coalition chain network is to achieve distributed consistency
under conditions that can withstand a Byzantine attack. The Byzantine attack consists of any one of
the node's error methods and possible attacks, and its consistency is needed to ensure system security
and activity. Threshold conditions for consensus algorithms capable of resisting Byzantine attacks to
maintain security and activity in asynchronous networks have been demonstrated.

2.1.3.  Smart Contracts. A smart contract [34] is a collection of code and data that can be deployed
for execution on a blockchain network. Similar to blockchain data, smart contracts also ensure the
consistency of the computing process through a consensus mechanism. Smart contracts are able to be
written and deployed based on rules agreed upon in advance, and when trigger conditions are met,
operations such as adding, modifying, etc. are performed on some state variables stored on the



RESEARCH ON BLOCKCHAIN-ENABLED CONSISTENCY ENHANCEMENT 8983

blockchain. Smart contracts are executed by all nodes participating in the consensus at the same time,
and the input and output variables of their arithmetic logic are data on the blockchain, so the execution
results of smart contracts are also consistent and tamper-proof.

Before a smart contract is deployed, the algorithmic logic needs to be encoded into a specific form,
and the algorithmic logic is submitted to the blockchain by initiating a transaction or creating a
contract account. It provides a certain indexing method that allows the user to invoke the execution of
the smart contract, and the user invokes the smart contract by submitting the transaction containing
the index. Based on the algorithmic logic and transaction inputs, the smart contract reads and
manipulates the state variables of the contract or invokes other deeper contracts, and ultimately
returns the results to the user. Therefore, in a public chain network, the transaction that invokes a
smart contract is usually billed based on the complexity of the smart contract's algorithmic logic.
Similarly, in federated chain networks, the design of smart contracts should try to optimize the
complexity of algorithms, so as to avoid the execution of overly complex algorithms in smart contracts.

2.2. Blockchain-enabled on-chain and off-chain interaction methods for privacy data

2.2.1. Problem Description and Requirements Analysis. The first of the existing problems is that
industrial data storage services face complex and diverse security risks, and the second aspect is that
due to the large-scale and heterogeneous nature of industrial data, it makes the data redundant in
storage resources in the whole process flow links such as transmission, storage, utilization, and
processing of private information, which in turn leads to a decline in the ability of data retrieval. In this
paper, this paper makes full use of the characteristics of the blockchain, decentralized design to make
up for the existing tree structure is vulnerable to a single point of attack resulting in system paralysis
shortcomings. The design architecture of prefix hashing, improved red-black tree indexing, and stack
proposed in this paper separates data information for processing on demand. Not only does the off-
chain separation of large amounts of data storage to reduce the redundancy of the blockchain structure,
but also allows sensitive private information to be protected and not easily publicized.

2.2.2. Prefix Hashing and Improved Red-Black Tree Interaction Methods for Up and Down Chaining:

1) Prefix Hashing and Improved Indexing. Most of the existing on-chain and off-chain storage schemes
belong to Diffie-Hellman or traditional mapping scheme (TBS), and the indexing mode also utilizes the
cloud service or common database own index form. This scheme proposes a prefix hash blockchain
construction model with improved red-black tree indexing to improve the efficiency of on-chain + off-
chain indexing and optimization of storage resources.

2) Chain data separation and prefix hash indexing. Considering that industrial data contains a large
amount of information, such as characters representing countries, domains, enterprises, countries,
domains, enterprises and other information is bound to exist part of the same code, just like the
beginning of IP address 182 can represent an area network, because of its characteristics this paper
innovatively proposes a prefix hash indexing mechanism, which will be the attribute data of the
industrial Internet, timestamps, IP addresses, port numbers, relevant protocols and other information
as data metadata stored in the off-chain database. Construct prefix hash index in the on-chain part:
according to the data structure, construct the prefix hash index cluster EK=(EK1,EK2,.... ,EKn), here is
based on the longest prefix to generate EK, and prefixes followed by different data information is
constructed to generate FExy, and Ex prefix match to form a prefix hash index similar to hash index
[35] form of prefix hash index, which is the origin of the name of this method. Finally the prefix hash
index cluster is added to the blockchain header to form an extended block header.

In response to the problem of infinite expansion of block header that may be brought by massive
data, this paper adopts the scheme of limiting the block size and deciding the prefix of block header
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inversely by the number of data in the block body. A comparison of the three chain form mechanisms
is shown in Table 1, and 6 blocks are assumed in this section to show the partial correspondence
between prefixes and data. The default block size in the system is 15MB, of which the header is 3MB
and the block body is 12MB, the maximum size of each piece of industrial data specified is 2KB, and
10,000 pieces of data can be stored in each block body after rounding down the calculation, which
corresponds to the prefix of at least 1 (50byte), up to 1000 prefixes (0.05MB).

Table 1. Comparison of three chain forms mechanism

Block serial number Block header - prefix Block body - data
1 EK, Fy~ E—I0,000
2 EK,,EK, SEKlo,ooo F by Eo,ooo-l
3 EKAaEKC FAI _FA6,0005FC
4 EKB’EKD FBI _FBS,OOO’FD
5 EKE’EKF FEl - FEG,OOO’FFI - FF4,000
6 EKG FF4,001 _FFS,OOO’FG

3) Index improvement based on red-black tree. Aiming at the characteristics of industrial data, the
data is deconstructed into a-complete and -enterprise indexes and uploaded into the customized
block body, in which the arrangement of the two corresponding indexes follows the rules of the red-
black tree, and the red-black tree-based data structure arrangement constructed by the two indexes
will be addressed by the automated code within the smart contract to interact with the off-chain
database, in which the embedded [(-enterprise indexes are indexed directly into the cache stack to
improve indexing efficiency. Red-black tree & Buffer stack is customized for its characteristics,
experiments can be seen under the massive data only query performance, the structure of the red-
black tree is better than the underlying MySQL database B-tree structure, LevelDB and jump table
structure, in the experimental part of this paper, a performance comparison to be confirmed. The stack
structure is used to retrieve the data from the previous retrieval pressed into the stack in a fast and
sequential manner. After repeated calibration, the height of the stack is set to logn, where n is the total
number of data within the system. The idea of improvement in this paper is to directly check the
existence of two child nodes on the path that are both red when finding the insertion position and
solve the problem immediately to complete the task in a specified time.

2.2.3.  On-chain and off-chain smart contract design:

1) Overall smart contract process. The overall smart contract process is shown in Figure 2. In the user
side can be man-made, [oT devices query industrial data, it also needs to send a query request through
a query smart contract, through the prefix hash index in the blockchain nodes in the way of anchoring
nodes, and by its block header information points to the index of all the corresponding blocks, to get a
complete index and enterprise-level index returned to the query smart contract to continue to carry
out step (7), the red-black tree & Buffer's indexing The way to get information from the DB. Finally,
under the operation of the feedback smart contract in step 8, the retrieved information is fed back to
the user to complete a complete retrieval process.
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Fig. 2. Flow chart of intelligent contracts

2) Smart Contract Interaction. Query smart contract: This smart contract contains four functions, their
role is to obtain the end of the query request and then interact with the blockchain nodes, database.
Among them, GetQuery() immediately executes FindNode() after obtaining the request to find the
specified node according to the prefix hash index method proposed in this paper, and then GetIndex()
will input the industrial Internet data to be queried as a parameter to execute, and then according to
the node's block header information to get the complete, enterprise-level index stored in the block
body pre red-black tree & Buffer retrieval, and finally QueryDB() will be used to retrieve the data from
the node, and finally QueryDB() is used to retrieve the data from the node, and the database. Buffer
retrieval, and finally QueryDB() interacts the index with the external database to complete the smart
contract function.

Feedback smart contract: This contract is relatively simple, only contains two functions
GetDataFromDB() and PushDataToUser(), in the Database query to the Data as an input to the smart
contract, the role of the database query to obtain the number and push feedback to the demand
initiator. Considering the efficiency of third-party external components, this paper utilizes smart
contracts for data feedback without using a predicate machine.

Index on the chain smart contract: This contract is designed to obtain the data index after the
separation of the complete and enterprise-level index, respectively, by GetOnlylndex () and SplitIndex
(), which is an internal loop to determine and maintain the two stacks EntireArr [] and EnterpriseArr
[] used to build the two different sets of indexes, and then pushed to the blockchain nodes for
subsequent storage of the indexes by the The PushNode() function pushes to the blockchain node for
subsequent index storage.

3) Retrieval process. The overall retrieval process and the innovative research proposed in this paper
are more in the form of internal algorithms, and the manifestation of the surface is not well concretely
displayed except in the efficiency quantization, but in the interaction process can be a further
understanding of its execution process. First indexed to the prefix part, and then in the chain string to
find the corresponding index, retrieval is completed will get its data where the specific block number,
may be in this block, may also be distributed in other blocks, this randomness ensures that a large
amount of data under the retrieval efficiency will not be reduced.

2.3. Coordination-aware privacy data consistency optimization approach

Compared with the traditional single-chain structure of the perceptual system, the introduction of side
chains and the construction of smart contracts help to process transactions in parallel and largely
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improve the throughput and processing efficiency of the system. At the same time, the sidechain can
also ensure the privacy of the records on the chain and the anonymity of the participating nodes to a
certain extent. However, the sensitive information of task execution nodes in the sidechain may still be
leaked to other nodes, such as location information, which may affect the enthusiasm of node
participation. Therefore, in this paper, we propose a spatial location privacy preserving algorithm
(LPPOM) combined with the idea of generalization, which utilizes the anonymous region instead of
the actual location of the participating nodes in order to facilitate the preservation of location privacy.

2.3.1. Co-aware location privacy preserving optimization algorithm. In order to protect the location
privacy of the nodes on the chain, this paper combines the idea of generalization and uses randomly
constructed anonymous regions (ARs) to hide the real locations of the participating nodes to achieve
location privacy protection of the nodes. However, the uncertainty of the anonymization region makes
it more difficult to select the appropriate task execution node in the case of location privacy protection.
Meanwhile, the anonymization regions constructed by different nodes may overlap, increasing the
computational overhead of the selection process. Therefore, this section proposes a privacy-
preserving query optimization mechanism, LPPOM, to reduce the computational overhead of the node
selection process for collaborative sensing [36] without compromising the security and privacy of the
system. In the IoT collaborative sensing process, if the participating nodes want to accept and perform
tasks, they need to submit the corresponding job information, which also includes location
information. Based on these location data, the blockchain system will automatically create random
anonymized regions to generalize the real location using smart contracts, and construct the
corresponding query anonymized regions (QARs) based on the predefined query radius r to recruit
the appropriate nodes for task execution.

When a circular region is used as the shape for constructing an anonymous region, the area of the
total query region S, can be calculated as follows:

S, =x(F+r) (D

where 7 represents the radius of the circular anonymized region and 7(7)> represents the area of
the region.

When a rectangular region is used as the shape for framing the anonymous region, the area of the
total query region can be calculated as follows:

S =ab+2(a+b)r+xr’ (2)

where a and b denote the two sides of the rectangle and ab denotes the area of the region. In
order to simplify the calculation, this paper mainly uses the circular region as the shape for
constructing the anonymous region. The specific location privacy protection optimization process is
as follows:

1) Generate initialized anonymous region: in the process of task execution node selection,
combining k- the anonymity idea and privacy requirements req = (k,7), on the basis of the node's
real location, the system continues to find other k-1 task execution node locations within the

neighborhood to obtain {L1 (x50 )seen Ly l(xk Vi 1)} , and then calculates the £ initialized random
anonymous region {AR,AR,,...,AR,_ 1} and satisfies:

Radius( A (3)

f

{Center )= L (x,,)
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where the first inequality indicates that the user's real location L (x,,), 0<i<k-1 will not be
situated in the geometric center of the randomly generated anonymous region, L, (xo, yo) is the

actual location of the node, and Radius(ARl.) represents the radius of the anonymous region AR,.

2) Merging overlapping query anonymized regions: after generating & anonymized region
{ARO,ARI,...,ARH} , the system will construct the corresponding query anonymized region

{QARO,QARI,...,QARH} based on the predefined query radius r , and calculate the area
{S(QAR0 ) , S(QAR1 ) yeees S(QAR,C_1 )} and determine whether there are overlapping query anonymized

regions and whether it is necessary to perform the merging operation. In order to reduce the
computational overhead in the sensing process, the query anonymized region should be guaranteed:

S . =min ZIO: S(04r,) (4)

where, S . denotesthe smallest area sum of querying anonymous region @ARi after optimization,

QIR,, denotes the ith anonymous region after optimization and satisfies 0<i</, 0</<k-1. The

specific optimization process mainly consists of the following three steps:

Determine whether the anonymous regions overlap or not: in order to improve the selection
efficiency of task execution nodes in the system, the location query overhead of the current node
should be reduced as much as possible. If any two anonymous regions AR, and AR, can further
reduce the overall query area by merging operation, they will be selected and merged by the system.
Therefore, the conditions for determining whether two anonymized regions overlap should be
satisfied:

QAR ; = arg min {S (QAR#/ )} ,Vi,jel0,k—1] (5)
and are satisfied at the same time:

Center (QARW,) =L (x.y,)
Center(QARiq/,) #L, (X_,«,y,) (6)

i.e., the user position does not lie at the geometric center of the query anonymous region.
Selection of merged region: any two anonymous regions AR, and AR, can be merged by

generating function Gen after judgment in order to generate a new anonymous region, i.e.,
AR, . =Gen (AR,.,ARJ.), and the corresponding new query region QAR, ; is able to be obtained based

on the query radius calculation. If satisfied:
S(OAR)+5(04R, )= 5(04R, ) ()

Then the system will merge the anonymous regions, otherwise, no merge operation is performed.

Repeat the execution: determine whether the anonymous regions overlap and select the merged
regions until there are no anonymous regions to be merged. Finally, the system will obtain the
following set of anonymous regions:

Re gions , = {QRO, QRI yeeos QRZ} (8)

Combining k- the anonymity idea, the k& locations of the participating nodes are used to
generate anonymized regions {ARO,ARI,...,ARH} associated with them, which are eventually
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merged to obtain a collection of anonymized regions Re gions,, thatcan be used for the selection of
nodes for the execution of tasks in the collaborative sensing process.

2.3.2. Data consistency optimization methods. In the first step, define the block confirmation time
in the blockchain network as 7, the number of sidechains as M , and the number of task execution

nodes needed for a single taskas N . Assuming that the validation time for a single transactionis 7,,

. . . . . T
for the agent nodes in the sidechain, the maximum number of transactions can be computed as -+,

t

. : T, .
and the number of transactions that can be carried out by all the agents as —= M . In order to avoid
t
signing up for a number of task execution nodes that are much higher than that needed for the actual
task number; it should be satisfied:

. T
min—<M-N
. 9)

t

T TM
Define ¢ as the number of redundant contracted nodes, i.e., ¢c=—<M —N. Then, T = NC can
+c

t

be obtained. therefore, the value of 7, can be dynamically adjusted to reduce the system overhead

due to contracting redundant task execution nodes.

In the second step, in order to achieve the final consistency of the data, control parameters P and
Q are defined to filter the redundant contracted nodes and avoid the over-coverage of the hotspot
region. Where P denotes the maximum number of task execution nodes required for a single work
area and Q denotes a multiple of the task coverage target. To improve the task assignment success
rate, P and Q should satisfy the following constraints:

Vjen,Zx,.,jSPj,Zx,.,jsl.,‘,ZQgS (10)

iem iem

3. Blockchain privacy data security performance test results analysis

3.1. Analysis of the results of the privacy data on-chain and off-chain secure retrieval scheme

This section comprehensively evaluates the performance of our proposed scheme in various aspects
such as storage efficiency, throughput and query time, objectively analyzes the effectiveness and
feasibility of the scheme in this paper, and provides the necessary basis for deployment and
adjustment in practical applications. In our designed scheme, by storing the keyword ciphertexts and
the hash values of data file ciphertexts in the chain, while the actual data file ciphertexts are stored in
the cloud, the limitations of storage capacity and read/write speed of blockchain are effectively solved.

3.1.1. Comparison of storage efficiency. This experiment evaluates the size of on-chain data in each
scheme when the stored blockchain-supported privacy data transaction volume is different, based on
the use of encrypted one-to-two lookup tables. The transaction volume is set to 2000, 4000, 6000,
8000, 10000, and 12000, respectively.The storage efficiency comparison results are shown in Fig.
3.The storage efficiency of the traditional blockchain storage scheme and the Diffie-Hellman scheme
do not differ much, and the size of the data on the chain in all of them increases with the increase of
the transaction volume. In contrast, this scheme possesses obvious advantages, especially when the
transaction volume of blockchain-supported private data is large (12000), the on-chain data size
stored by this paper's scheme (LPPOM) is approximately only 19.98% and 19.28% of the traditional
blockchain scheme and the Diffie-Hellman blockchain scheme. The on-chain off-chain storage scheme
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used in this paper does not need to store the original data on the blockchain, therefore, the on-chain
data size grows slowly and has higher storage efficiency.
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Fig. 3. Storage efficiency comparison results

3.1.2. Comparison of the throughput of the programs. Our proposed scheme achieves better results
in terms of throughput when compared with existing methods. We sent requests at different rates and
set the size of each request record data at 50B, 500B, and 1000B, respectively, and evaluated the speed
of the system to process the request data.The TBS scheme stores all the raw data on the blockchain,
and all participants use the blockchain as a shared database. The throughput of each scheme is shown
in Fig. 4, (a) to (c) are the throughput of each scheme when the size of the file record data is 50B, 500B,
and 1000B, respectively. When the request sending rate grows linearly, the request processing rate of
TBS is limited by the blockchain full copy storage. When the request sending rate is less than 375, the
request processing rate of the TBS scheme grows linearly and is not much different from the other
schemes. However, as the request sending rate of the system increases, its efficiency begins to decrease,
resulting in a large number of request messages not being processed in a timely manner. Experimental
results show that under the same conditions, the Diffie-Hellman scheme and the scheme in this paper
(LPPOM) achieve better throughput performance compared to the TBS scheme. However, our scheme
also reduces the on-chain data storage requirements by utilizing an on-chain-off-chain secure storage
architecture and ensures user privacy and security. Therefore, our scheme is more suitable for
blockchain applications with massive blockchain-backed privacy data.
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(a)Handling of all cases(50B) (b)Handling of all cases(500B)

1000 4 |
TBS
v Diffie-Hellman

LPPOM
800

600
400

200

Request processing rate throughput size(B)

200 400 600 800 1000
Request send rate throughput size(B)

(c)Handling of all cases(100B)

Fig. 4. Handling of all cases

3.1.3. Comparison of query times. Fig. 5 shows the results of time cost consumed in the retrieval
process using traditional based scheme and Red Black Tree & Buffer respectively. Comparison of the
time cost consumed in the retrieval process by both schemes reveals that the system retrieval time
increases as the number of requested keywords increases. Comparison with the blockchain-supported
privacy data blockchain traditional lookup for information retrieval scheme shows that the traditional
lookup table mechanism prolongs the local query processing time, and the average query time
corresponding to a single keyword is computed to be 0.3512 ms, while the average query time of the
Red-Black-Tree & Buffer scheme is 0.1899 ms, which is a result of the fact that the traditional lookup
table corresponds to multiple data items, which need to be individually computation of homomorphic
encryption algorithm results. Meanwhile, another important reason for the high time cost of our
scheme is that the multi-chain architecture proposed in this scheme can realize cross-chain data
interoperability and sharing, which may also affect the retrieval efficiency to some extent.
Experimental results show that our scheme is still within a reasonable range in terms of multi-chain
based query speed. It is worth mentioning that our Red-Black-Tree & Buffer scheme enhances the
security of the algorithm by a pseudo-random function with a 120-bit key, which realizes the privacy
protection of the indexed data.

TBS

4000 - Red black tree &buffer

3000

2000

Time (ms)

1000

2000 4000 6000 8000 10000 12000
Request key words



RESEARCH ON BLOCKCHAIN-ENABLED CONSISTENCY ENHANCEMENT 8991

Fig. 5. The result of the cost of time in the retrieval process

3.1.4. System performance test results. Next, we designed experiments to test the scalability of the
scheme in this paper. In order to evaluate the degree of impact of the proposed side-chain nodes on
the system performance, we first conducted a performance test under a single-chain system, and then
set the number of enterprise chains Nb to 0, 15, 30, and 60, respectively, and tested the query time of
this paper's scheme under large-scale blockchain-supported privacy data scenarios. The query time
test results of this paper's scheme under large-scale blockchain-supported private data scenarios are
shown in Fig. 6, and the system response time is the shortest under the single-chain system, which
takes only 0.6652 ms on average.This is because the main chain can initiate the retrieval directly to
the cloud after receiving the user's retrieval request without the need of interacting with the
enterprise private chain. With a different number of sidechain nodes, the system query time gradually
increases as the main chain stores multiple types of blockchain-supported private data and needs to
further request the corresponding enterprise chain to initiate retrieval to the cloud after receiving the
retrieval request. In addition, each private chain needs to store, process and verify data independently,
which likewise leads to an increase in storage and computational load. However, the average value of
time cost consumed by the number of enterprise chains of 15, 30, and 60 is 0.8961ms, 1.0967ms, and
1.1507ms, respectively, which is only 0.2309-0.4855ms more than the single-chain system, and the
trend of change is relatively stable. Therefore, this scheme has a certain degree of scalability.
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Fig. 6. The query time test results in large block chain support

3.2.  Privacy data on-chain off-chain encryption performance test results

The data encryption function uses the AR algorithm designed in this paper that utilizes the anonymous
region to hide the real location of the participating nodes and the QAR algorithm that queries the
anonymous region to protect the user's private data, and it is the core functional module of the system,
and the performance of the data encryption module has a direct impact on the performance of the
user's performance during the depositing and uploading of certificates. The performance test of data
encryption mainly includes two aspects, exploring the impact of the file size submitted by users and
the complexity of the access control policy set by users on the encryption performance of the system,
respectively. On this basis, the test of the data encryption function module is divided into two groups:
one group keeps the access control policy unchanged (two sets of encryption attributes) and takes the
file size as a variable to test the effect of file size on the data encryption performance; and the other
group keeps the file size unchanged (file size 100MB) and uses a more complex access control policy
to test the effect of the access control policy on the data encryption performance.
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3.2.1. Dataencryption performance testing. The data encryption performance test results are shown
in Fig. 7, (a) and (b) represent the file data size and the number of access control policy data,
respectively. From the experimental results, it can be seen that the data file size directly affects the
performance of the AR algorithm module in the QAR algorithm for file encryption, while the
complexity of the access control policy affects the performance of the QAR algorithm module. In
common scenarios, i.e., the file is less than 200M and the number of encrypted attributes is less than
4, the total encryption time of QAR algorithm is between 66.1765-236.7081ms, which meets the user's
demand for encryption of private data.
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Fig. 7. Data encryption performance test results

3.2.2. File Read and Write Performance Tests. This system uses the IPFS interstellar file system to
store the electronic certificate of deposit files uploaded by users. In the electronic deposit system, the
upload and download operations of the user's deposit involve a large number of file read and write
operations. Therefore, the performance of reading and writing files stored in IPFS is an important
performance bottleneck. In the following, we test the read and write speeds of files of different sizes
in IPFS in LAN and public network environments respectively.

The IPFS data file read and write performance test results are shown in Figure 8. From the test
results, we can see that when the file size is 100M, the IPFS read/write module can achieve a
read/write speed of 0.1568~0.2639MB/ms under the public network conditions, which is basically
up to the upper limit of the bandwidth of the test server, and can satisfy the needs of people's daily use.
In the LAN environment with good network conditions, the file reading and writing speed will be
greatly improved.
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Fig. 8. IPFS data file reading and writing performance test results

3.2.3. Blockchain Read/Write Performance Testing. The read and write performance of the
blockchain is also one of the bottlenecks constraining the performance of the system. Here the
performance of data query and transaction submission is tested directly using the QAR-based
blockchain access module in the system. The blockchain read and write performance test results are
shown in Table 2. It can be seen that the average values of QAR federation chain data search throughput
and transaction submission throughput in this system are 205 TPS and 127.5 TPS, respectively. And
when the concurrent volume of requests is high, it will affect the successful submission of transactions
to a certain extent. According to the analysis, the main performance bottleneck of the query is the
server bandwidth, while the transaction submission performance has a relatively high demand on the
server's CPU resources because it involves a large number of encryption and decryption calculations
and hash calculations. If the server configuration is improved, the system performance will be more
satisfactory.

Table 2. Block chain reading and writing performance test results

Type Success Failure Send rate (TPSW) Throughput (TPSW)
1000 0 100 100
Query 1000 0 200 196
1000 0 300 264
1000 0 400 260
1000 0 100 98
Transaction 988 12 200 146
submission 956 44 300 144
864 136 400 122

4. Conclusion

In this article, the blockchain-supported interaction consistency enhancement technique for private
data on-chain and off-chain is investigated, and an optimization algorithm for location privacy
preservation in anonymous regions is proposed to investigate the secure retrieval and encryption
performance of private data on-chain and off-chain. The following conclusions are drawn:

1) The scheme in this paper has higher storage efficiency when the transaction volume of privacy
data supported by the blockchain is large (12000) and the data size on the LPPOM chain grows slowly.
And the LPPOM scheme is to ensure the user's privacy security by reducing the storage requirements
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of on-chain data, the more blockchain data, the better the application. Red Black Tree & Buffer
consumes the least time cost in the retrieval process, and its average query time corresponding to a
single keyword is only 0.1899ms.

2) Protecting data privacy and security by using coordination-aware technology to find the location
of private data as a blockchain storage structure. This paper tests QAR's privacy data depository
system from both functionality and performance aspects and finds that the functionality and
performance performance of QAR's algorithmic module can meet the needs of practical application
scenarios.
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