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ABSTRACT 
The article uses the appropriate equipment for research data, designing the face and physiological 
signal emotion recognition network respectively, and putting its recognition features into the random 
forest classifier for training in order to realize the construction work of emotion recognition model. 
In-depth interpretation of the random forest algorithm based emotion recognition model in the 
application of information systems, combined with the research data, respectively, the emotion 
recognition model and system safety performance testing assessment. The emotion recognition model 
of this paper based on the 25% retention method has a recognition rate of 96.16% for the 14-
dimensional B emotion features, which has the highest recognition efficacy and can well meet the 
system emotion recognition needs. The experimental group is found to be significantly different from 
the control group, and it is concluded that by introducing the emotion recognition model into the 
traditional information system, all three security performance indicators of the system are 
significantly improved. 

Keywords: random forest; facial features; physiological signals; emotion recognition model; 
information system; safety performance 
 

1. Introduction 

With the rapid development of artiϐicial intelligence technology, emotion recognition technology is 
becoming more and more mature, and the emotion recognition model based on physiological signals 
has become one of the hot spots in current research. Physiological signals are the response 
mechanisms within the human body, such as electrophysiological signals, physiological changes and 
biochemical signals, etc. These signals are often closely related to the generation of emotions [1-4]. 
Random forest, on the other hand, is a classical integrated learning algorithm, which is characterized 
by its ability to deal with high-dimensional data, solve the overϐitting problem, and be able to evaluate 
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the importance of features [5-6]. The development of emotion recognition models incorporating 
random forest algorithms has great application prospects in areas such as information system security 
performance improvement. 

In today's digital era, the security of information systems has become a great concern for 
organizations and individuals. With the popularization of the Internet and the increase of information 
collection and storage, information systems are facing more and more threats and risks [7-10]. In 
order to protect the security of information systems, a series of safeguards are essential. First of all, 
access control is the foundation of information system security, which veriϐies the identity of users and 
manages their access rights to system resources [11-14]. Proper access control prevents unauthorized 
personnel from accessing the system and sensitive data. Common access control measures include 
strong password policies, multi-factor authentication, role and permission management [15-16]. 
Secondly, data encryption is an important means of data security, which ensures the conϐidentiality of 
data by converting it into a form that cannot be read by unauthorized parties. Common data encryption 
methods include symmetric encryption, asymmetric encryption, and digital certiϐicates [17-20]. 

Literature [21] points out the prevalence of cyber-attacks in the era of Industry 4.0 and examines 
the impact of information system security practices on risk management and supply chain 
performance in online supply chains, revealing that operations have a direct or indirect impact on 
supply chain performance. And governance directly affects supply chain agility and indirectly 
inϐluences supply chain performance. Literature [22] emphasized the importance of information 
security and illustrated that transformational leadership of information security managers can 
improve the effectiveness of information security. It also suggests the need for leadership education 
programs and points out the important role of job training for information security managers. 
Literature [23] identiϐies deϐiciencies in current university information systems and suggests feasible 
recommendations to mitigate information security risks, including. Conducting training, developing, 
implementing and enforcing anti-virus security policies, etc. to ensure data protection. Literature [24] 
examined the impact of speciϐic phases of information security management system on information 
security performance. It also described the impact of security PCDA cycle model on information 
security performance. Literature [25] explored effective methods to measure the level of information 
security and cyber security performance, especially the use of private cloud and its recommendations. 
Recommendations are also made based on the current shortcomings. It provides reference to the 
application of information security in universities. Literature [26] emphasizes the development of 
emotion recognition technology, its application, and the risk of privacy and public security it raises. It 
also systematically studied the implications of emotion recognition technology and discussed the 
delicate balance between improving public safety and protecting individual privacy. 

The above studies emphasize the importance of information security and propose appropriate 
measures based on the deϐiciencies of the current information security system, but the improvement 
of information system security performance by incorporating the emotion recognition model of 
random forests is not reϐlected in these studies. This indicates that although the security of information 
systems has been emphasized, advanced algorithms and techniques have not been used in the 
protection of information security. 

The article sets the sampling frequency of the data acquisition equipment, and the subjects are 
tested using the equipment to realize the work of emotion feature acquisition. The face emotion 
recognition network and physiological signal emotion recognition network are designed respectively, 
and the random forest algorithm is used as the feature classiϐier, and the recognized features are put 
into the classiϐier for training to complete the task of constructing the emotion recognition model, and 
in order to improve the processing speed of the model, the recognized features are screened. In 
response to the existence of limitations of traditional information systems. In this regard, the security 
improvement of information system by integrating emotion recognition model is proposed. The 
experimental samples are selected, groups are set up, and the security performance indexes of the two 
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groups are compared and analyzed to conϐirm the role of the emotion recognition model in improving 
the security of the information system. 

2. Emotion recognition model construction and its application 

2.1. Emotion Recognition Model 

In this paper, the overall ϐlow of the model of the bimodal emotion recognition method combining 
facial expressions and physiological signals If the two results are the same, the classiϐication results 
will be used as the ϐinal emotion classiϐication results; if the results of the two sensors are different, 
then ϐirstly, feature dimensionality reduction is performed on the facial expression features, so that 
the number of facial expression features is the same as the number of physiological signal features, 
and ϐinally, through the Random Forest, the facial expression signal features are classiϐied with the 
physiological signal features for the feature fusion classiϐication, to get the ϐinal emotion classiϐication 
results of the different samples of the two sensors. 

2.1.1. Data acquisition. The data source for this study was the face recognition data collected 
through the emotion experiment, and before the emotion data was collected (in order to avoid 
contamination by the latter), 4-minute EEG data was collected at hourly intervals as a third type of 
neutral data. The entire experiment was conducted using equipment for face recognition image 
acquisition with a sampling frequency of 256 Hz. as a result, a total of 24 minutes of face recognition 
images were recorded from the subjects with 138,120 data points. 

2.1.2. Face emotion recognition network. VGG-16 network is a representative classical network 
model in CNN, and it is the most widely used among VGGNet networks.VGG-16 convolutional neural 
network mainly includes the following structures: convolutional layer, pooling layer, fully connected 
layer, and softmax classiϐier. The convolutional layer is the key structure of the convolutional neural 
network. When the data is input into the convolutional layer, the features in it are extracted by the 
convolutional operation of the convolutional kernel. Convolution operation is a linear, translation 
invariant operation, it will be all the input and output information for the local weighted combination 
of the process of feature extraction: the input image data as an n-dimensional matrix, and then use a 
m × m-dimensional (m < n) convolution kernel, from the upper-left position of the image in accordance 
with the order of the slide from left to right, from the top to the bottom of the order of the slide, every 
slide, the corresponding elements of the corresponding elements will be multiplied together after the 
addition of the summation can be The new feature matrix can be regarded as a representation of the 
input features, and the new feature matrix is called feature map or feature mapping. 

Convolutional kernels are commonly used in the sizes of 3×3, 5×5 and 7×7. Larger convolutional 
kernels can obtain a larger receptive ϐield, but replacing larger convolutional kernels with several 
smaller ones can reduce the parameters while obtaining the same receptive ϐield, so most of the 
convolutional neural networks use smaller convolutional kernels. 

The pooling layer reduces the spatial size of the feature mapping by downsampling operations. 
Neighboring pixels in an image often have similar values, so the feature mapping obtained through the 
convolutional layer usually has similar values, which can make the extracted features contain 
redundant information, to prevent model overϐitting and improve the generalization ability of the 
model, a pooling layer is added after the convolutional layer in many convolutional neural networks. 
Average pooling and maximum pooling are more commonly used pooling functions, the output of 
average pooling is the average of all values in a region in the input feature mapping, corresponding to 
smoother features; while the output of maximum pooling is the maximum value in the region, 
corresponding to more signiϐicant features. 

The main purpose of the fully connected layer (FC) in the deep network is to enable the network to 
carry out correct classiϐication, usually placed at the end of the model structure, the input features to 
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do feature weighting, that is, to do an integration of the features, and then the integrated feature image 
for downsizing operations.FC does not specify the size of the input image size, as long as the last layer 
of the network in the downsampling of the image size can be enough. 

The softmax classiϐier is usually placed after the fully connected layer, and in the classiϐication task, 
its role is to normalize the input vector and calculate the probability value of the corresponding 
category, so that the probability of each category is distributed between (0, 1), and the category with 
the highest probability value is the ϐinal prediction of the image category, the formula of softmax is as 
follows: 
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There are ϐive convolutional layers in the VGG-16 network, two convolutional kernels of size 3×3 are 
stacked in both the ϐirst and second convolutional layers with channels 64 and 128 respectively, and 
the last three convolutional layers are stacked using three 3×3 convolutional kernels, all with channels 
512.The adjacent convolutional blocks are connected using a maximal pooling layer, which reduces the 
spatial size of the feature mapping through the pooling operation to enhance the image feature 
invariance while reducing redundant information and computational parameters, enhancing the 
model generalization ability, and using the Re LU activation function to prevent gradient vanishing 
when training the model. The features obtained from the above steps are passed through three FC and 
one softmax layer to output the classiϐication results. 

2.1.3. Physiological signals emotion recognition network: 

1) Feature extraction. The face video is converted into a continuous image sequence, and the face 
region of each image frame is extracted by the face detection algorithm. The forehead region of the 
face is selected as the ROI region to extract the IPPG signal, and the key point detection model in the 
Dlib library is used to obtain the key points of the forehead region of the face, and the rectangular box 
of the forehead region is drawn according to the key points. The color channel separation is performed 
on the forehead region image, and the images of three different channels, R, G and B, are obtained 
respectively. 

Taken together, this paper uses eight feature parameters for recognizing emotions, ϐive time domain 
feature parameters, SDNN, PNN50, PNN20, RMSSD, SDSD, and three frequency domain feature 
parameters, LF, HF, and LF/HF, respectively. The computation of HRV features is described in detail in 
the following. Before analyzing the heart rate variability, it is necessary to obtain the RR interval 
sequence, which is the time between two peaks. The IPPG signal can be obtained by the previous 
method and analyzed for heart rate variability. Detect the wave peaks of IPPG signal, record the value 
of the horizontal coordinate corresponding to the peak point, and calculate the time interval between 
the two peak points to obtain the RR interval. Based on the RR interval, time domain and frequency 
domain features were extracted. 

2) Time domain features: 
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SDNN is the standard deviation of all RR intervals, which reϐlects the deviation of heart rate 
variability from the mean. where RR is the mean of the RR intervals and iRR  denotes the ird RR  
intervals. I.e: 
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PNN20 is the percentage of the number of RR intervals of 20 ms or more that reϐlect 
parasympathetic activity.The meaning and calculation of PNN50 is similar to that of PNN20. 
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RMSSD represents the root mean square of the difference between adjacent RR intervals, which can 
be used to measure the effect of the parasympathetic nervous system on heart rate. To wit: 
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SDSD denotes the standard deviation of the RR interval difference, which more ϐinely represents the 
overall change in HRV. 

3) Frequency domain characterization. Frequency domain analysis of the IPPG signal using Welch 
power spectrograms was implemented based on the fast Fourier transform at the end of the averaging 
window. The signal of length N is divided into K intervals with M data present in each interval. The 
window function n is added to the time series and the periodogram for each part is: 
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Among them: 
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Treating the results of each component derived from the above calculations as uncorrelated yields 
the ϐinal power spectrum estimate: 
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2.1.4. Characterization. The merit of the classiϐication model used in the emotion recognition 
process is directly related to the accuracy of the recognition results. Four machine learning models, 
Support Vector Machine, K-Nearest Neighbor Algorithm, Decision Tree and Random Forest, have been 
widely validated in the research related to emotion recognition, while Random Forest used in this 
paper is used as a classiϐier for emotion recognition. 

Random forest is constructed by multiple different decision numbers, and the decision trees are 
independent of each other. K samples are randomly selected from a dataset, and M decision trees are 
generated by sample features and information gain, and the ϐinal output is determined by the output 
category with the largest number of output categories among the M decision trees. For test sample a , 
the number of output categories is c , then the output  F a  of the random forest recognition model 
can be expressed as equation (10): 
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where  mf a  the output category of the m nd decision tree. 

2.1.5. Mathematical modeling. For the data whose facial expression and physiological signal 
classiϐication results are different, it is also necessary to use the classiϐier to classify their emotions. As 
can be seen from the above, the classiϐier is mainly used for emotion classiϐication when the 
classiϐication results of the two sensors are not the same, and at this time, the decision-making results 
of facial expression may not be good enough, thus, in this paper, we choose the random forest 
classiϐication model to classify the feature fusion of facial expression and physiological signal features. 

Random forest (RF) is an integrated machine learning method, which is a combination of random 
repeated sampling statistical method bootstrap and node random splitting method to construct 
multiple decision trees, and then get the classiϐication results by voting [27-29]. Random forest can 
analyze complex features with good robustness and faster speed, so in this paper, random forest is 
chosen as the classiϐier for dual sensor feature fusion. Random forest is a classiϐier integrated by many 
decision trees, the speciϐic steps to generate random forest are: 

Step 1: Extract k samples from the original training set to form a subsample set by bootstrap method, 
i.e., random sampling method with put-back. 

Step 2: Generate a decision tree for the extracted sample set. Randomly and unrepeatedly select no 
more than m features out of the total number of features, and among these features select the most 
suitable for classiϐication for node splitting and let each tree grow freely. 

Step 3: Repeat steps 1 and 2 n times to obtain n decision trees. 
Step 4: Combine the n decision trees obtained in Step 3 to become a random forest, use this forest 

to predict the classiϐication of the test sample, and decide the prediction result by ballot method. 

2.1.6. Characterization. The total number of data points for all faces is 138,120, which corresponds 
to 340 features. Obviously, not all of the features are effective for the classiϐication result, and this kind 
of features is called “redundant features”. The existence of “redundant features” will not only make the 
classiϐication results bad, but also lead to slow computing speed, so this subsection uses the feature 
selection algorithm based on the importance of the features to ϐilter the features, so the random forest 
classiϐier is chosen for the Wrapper-style feature ϐiltering. 

Feature importance assessment is to look at the contribution made by each feature in each tree in 
the forest from the random forest, followed by taking the average value that is the feature importance 
of the feature. In this paper, Gini coefϐicient is used as the evaluation index of feature importance, FI is 
used to denote feature importance and GI is used to denote Gini coefϐicient, and the number of features 
is M in total, then the steps for solving the importance of the j st feature in the random forest jFI  
are: 

Step 1: Find the Gini coefϐicient of node q qGI : 
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where C  denotes the total number of categorized categories and qcp  denotes the probability that 
the categorization result on node q  is c . Its physical meaning is the probability that the category 
labeling results of two samples randomly drawn from node q  are inconsistent. 

Step 2: Find the importance jqFI  of the j th feature at node q , that is, ϐind the amount of change 
in the Gini coefϐicient at node q  before and after the branch: 

 jq q ql qrFI GI GI GI    (12) 

Step 3: Solve for the importance of the j st feature on the ind decision tree jiFI : 
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
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Where Q is the set of nodes in which feature j  appears in that decision tree. 
Step 4: Find the importance of the j rd feature in the random forest jFI : 
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and normalize it with the ϐinal result: 
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where M  is the total number of features. 

2.2. Emotion Recognition Modeling in Information Systems 

In the information system operation and maintenance management, the organization can try to take 
the state secret algorithm of face recognition identity authentication and access control technology, 
using the built-in or external camera, boot start to take the local face plus ϐingerprints dual biological 
factor authentication, connecting to the network to take face recognition authentication and local face 
authentication key veriϐication, refresh, through the camera to continuously extract the user's face 
information during the use of the information equipment Perceptionless background authentication 
is carried out at any time to ensure that the user's identity and access privileges are legal and 
compliant throughout the process, and imposters are eliminated. In addition, face recognition can also 
be applied in other scenarios, for example, if external personnel enter a classiϐied place without a 
bystander accompanying the personnel, the face recognition system will alarm and capture; and 
conduct full monitoring and auditing of other equipment requiring identity identiϐication and access 
control, such as cryptographic ϐile cabinets. 

The traditional information system identity identiϐication and access control measures only focus 
on one-time password authentication of the equipment. In this process, the conϐidentiality measures 
can be taken to stay in the “control their own passwords, control their own U-key” and other 
educational level, there is no direct and effective means of human management in technology. 
Theoretically, as long as the impostor illegally obtains access to the information system once, he can 
illegally access or even steal conϐidential and sensitive information for a long time. 

The emotion recognition model has the following advantages over traditional identity identiϐication 
and access control measures. First, it can effectively prevent the situation of impostor in the 
intermediate links. For example, if a person is replaced in the middle of the terminal use process, the 
information system of human-fused emotion recognition model can immediately recognize the 
violation, lock and record the violation log. Secondly, it can make it easier and faster for legitimate 
users to log in and access the system with a better experience. For example, users do not need to enter 
user names and passwords, and can directly brush their faces to log in senselessly. Third, it has anti-
snooping and anti-screen photo functions. The information system integrating the emotion 
recognition model can capture the face of peeping tom, cell phone camera taking pictures and other 
violations throughout the whole process, and lock the screen alarm in time, leaving the violation log. 

3. Emotion Recognition Modeling and System Safety Performance Testing 

3.1. Emotion Recognition Model Detection 

3.1.1. Model testing and results. According to the principle of decision tree (DT) and the model in 
this paper, the corresponding Matlab program was written for algorithm simulation and the 25% 
reservation method and 5-fold cross-veriϐication were used to classify and identify the A and B 
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features (7-dimensional and 14-dimensional) under the four emotional states (happy, angry, sad and 
happy) of the dataset, and the confusion matrix of face feature classiϐication accuracy of the decision 
tree algorithm based on 5-fold cross-validation and 25% reservation method veriϐication is shown in 
Fig. 1(a) and (b), respectively, based on 5-fold cross-validation and 25% The 7-dimensional B-feature 
classiϐication accuracy confusion matrix of the decision tree algorithm veriϐied by the retention 
method is shown in Fig. 2(a) and (b), respectively, and the 14-dimensional B-feature classiϐication 
accuracy confusion matrix of the decision tree algorithm veriϐied by the 5-fold cross-validation and 
25% retention method is shown in Fig. 3(a) and (b), respectively. The confusion matrices of the A-
feature classiϐication accuracy and confusion matrices of the proposed model based on 5-fold cross-
validation and 25% retention method are shown in Fig. 4(a) and (b), respectively. The 7-dimensional 
B-feature classiϐication accuracy confusion matrices of the proposed model based on 5-fold cross-
validation and 25% retention method are shown in Fig. 5(a) and (b), respectively. Based on the 5-fold 
cross-validation and 25% retention method, the 14-dimensional B-feature classiϐication accuracy 
confusion matrix of the proposed model is shown in Fig. 6(a) and (b), respectively. The F1-Score results 
of A-feature classiϐication for each emotional state based on the decision tree and the model in this 
paper are shown in Fig. 7, the F1-Score results of B-feature classiϐication for each emotional state based 
on the decision tree algorithm are shown in Fig. 8, the F1-Score results of B-feature classiϐication for 
each emotional state based on the model in this paper are shown in Fig. 9, and the accuracy of the 7-
dimensional A, 7-dimensional B, and 14-dimensional B feature classiϐication of the decision tree based 
on 5-fold cross-validation and 25% retention method veriϐication and the sentiment recognition 
model in this paper is shown in Table 1. 

 

(a)5 fold cross veriϐication    (b)25% set asiB for forensic testing 

Fig. 1. A feature classiϐication accuracy confusion matrix based on DT 
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(a)5 fold cross veriϐication    (b)25% set asiB for forensic testing 

Fig. 2. Accuracy confusion matrix of 7-D B feature classiϐication based on DT 

 

(a)5 fold cross veriϐication    (b)25% set asiB for forensic testing 

Fig. 3. Accuracy confusion matrix of 14-D B feature classiϐication based on DT 
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(a)5 fold cross veriϐication    (b)25% set asiB for forensic testing 

Fig. 4. A feature classiϐication accuracy confusion matrix based on Our model 

  

(a)5 fold cross veriϐication    (b)25% set asiB for forensic testing 

Fig. 5. Accuracy confusion matrix of 7-D B feature classiϐication based on Our model 
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(a)5 fold cross veriϐication    (b)25% set asiB for forensic testing 

Fig. 6. Accuracy matrix of 14-D B feature classiϐication based on Our model 

 

Fig. 7. Comparison of F1-Score results of DT and Our in A feature classiϐication 

 

Fig. 8. DT-based algorithm of B feature classiϐication F1-Score results 
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Fig. 9. Our-based algorithm of B feature classiϐication F1-Score results 
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Table 1. Classiϐication recognition accuracy based on DT and random Our model 

Dimension 

DT 
Average 

classification 

accuracy of DT 

Our 

Average classification 

accuracy of Our model 
5 fold cross 

verification 

25% set asiB 

for forensic 

testing 

5 fold cross 

verification 

25% set asiB 

for forensic 

testing 

A 76.62% 82.37% 79.50% 78.26% 82.49% 80.38% 

7 dimensional 

B 
88.56% 91.42% 89.99% 93.36% 94.56% 93.96% 

14 

dimensional B 
89.64% 92.48% 91.06% 94.46% 96.16% 95.31% 

3.1.2. Results and analysis. It can be seen from the recognition accuracy confusion matrix and Table 
1 that for the DT classiϐication algorithm, the accuracy of the classiϐication and recognition of 
sentiment using the B feature is 10.50% higher than that of the A feature with the same feature vector 
dimension, and the accuracy of the classiϐication and recognition of emotion using the 14-dimensional 
B feature is higher, with an average classiϐication accuracy of 91.06%, which indicates that the 
classiϐication and recognition of emotion using the 14-dimensional B feature is the most effective. 
Meanwhile, the classiϐication accuracies based on the 25% leave-out method are all 3.82% higher than 
the classiϐication accuracies using the 5-fold cross-validation method on average, which indicates that 
the DT algorithm using the 25% leave-out method is more effective in recognizing the emotional state 
using the features. For the model in this paper, under the same dimension of feature vectors, the 
accuracy of classifying and recognizing emotions using B features is 13.59% higher than that using A 
features on average, and the accuracy of classifying and recognizing emotions using 14-dimensional B 
features is even higher, with an average classiϐication accuracy of 95.31%, which indicates that the 
classiϐication and recognition of emotions using 14-dimensional B features is the most effective. 
Meanwhile, the classiϐication accuracy based on the 25% leave-out method is higher than that using 
the 5-fold cross-validation method by an average of 2.38%, thus indicating that this paper's model 
using the 25% leave-out method is more effective in recognizing emotion states using the features. In 
summary, the model of this paper validated using the 25% leave-out method is most effective in 
recognizing emotional states for B features. 

3.2. Information system security performance testing 

3.2.1. Experimental samples. According to the above subsection 2.2, it can be seen that the emotion 
recognition model can enhance the security performance of information systems, in order to further 
substantiate the above research point, this study covers a total of 50 cases, which are randomly divided 
into experimental and control groups, each containing 25 cases each. The experimental group received 
an information system that incorporated the emotion recognition model, while the control group 
continued to use an information system that did not incorporate the emotion recognition model, and 
the following is a comparison of the overall data between the experimental group and the control 
group. 

3.2.2. Analysis of results. In this study, the information security risk of the experimental group and 
the control group was comprehensively assessed, and the observation indexes included the three 
dimensions of privacy, experience, and resistance to leakage, and the results of the information system 
security performance testing are shown in Table 2. SPSS statistical software was used to analyze the 
data in this study. For continuous variables, mean and standard deviation were used for description. 
For categorical variables, frequencies and percentages were used for description. Comparisons 
between the experimental group and the control group were made using independent samples t-test 
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or non-parametric test, selected based on data normality and variance chi-square, and the signiϐicance 
level was set at p<0.05. In terms of the system privacy indexes, the experience indexes and the anti-
leakage indexes, the mean values of the experimental group were signiϐicantly higher than those of the 
control group and the difference was signiϐicant (p<0.05), which indicates that by adding the emotion 
recognition to the traditional information management system model in traditional information 
management system, all security performance evaluation indexes of the system are improved. For 
example, there is a lack of sufϐicient security in some places, and there are considerable hidden dangers 
if users are coerced into identity authentication during identiϐication. Therefore, when the user uses 
the identiϐication system, the user's facial expression is detected to assist in coercion detection. When 
the system detects the user's fearful expression, the system issues an early warning to alert the 
background staff. 

Table 2. Information system security performance test results 

Case 
Control group Experimental group 

Privacy Sense of experience Leak resistance Privacy Sense of experience Leak resistance 

1 2.96564 2.76318 2.40108 3.86737 3.40154 3.52309 

2 2.77672 2.58884 2.89888 3.1284 3.29933 3.65423 

3 2.32168 2.33807 3.16333 2.94415 3.43308 3.59385 

4 2.32252 2.51455 2.32341 3.33044 3.62127 3.83797 

5 2.03719 2.17124 2.76245 3.10931 2.50948 4.3129 

6 2.76382 2.68936 3.21788 3.7309 3.21919 2.84073 

7 2.76948 3.04927 2.66881 3.6612 3.21597 4.17887 

8 2.02023 2.3251 2.54828 3.93463 3.83803 3.41165 

9 2.53936 2.32252 2.84162 3.58692 3.87453 3.82018 

10 2.10888 2.65052 3.04196 3.40643 3.86227 3.78479 

11 2.71204 2.61475 2.60163 2.93803 3.83614 3.4046 

12 2.08533 2.55192 3.23884 3.80876 3.49685 3.22177 

13 2.87057 2.05983 2.82419 3.83154 3.31033 2.83529 

14 2.35011 2.61221 1.98977 4.20148 3.56275 2.86016 

15 3.3105 2.85333 2.68153 3.46729 4.39951 3.68843 

16 2.52859 1.92611 2.82143 3.46448 3.75093 3.16969 

17 2.10401 2.88532 2.85027 3.09474 4.02084 3.9585 

18 2.56861 2.61407 2.58938 3.982 3.63763 3.41056 

19 2.45177 2.47144 2.87123 3.7768 3.00307 4.82186 

20 1.97467 2.13174 2.93214 3.2573 3.9168 3.40168 

21 2.43294 2.5626 2.27374 3.16747 3.79724 4.01005 

22 2.6145 3.17526 2.50097 4.50259 4.65813 3.75394 

23 2.19007 3.10536 2.53292 3.31158 3.30415 3.44428 

24 2.40757 2.55712 2.52073 3.95731 3.54781 4.3711 

25 2.17206 2.74357 2.41348 2.67963 2.91891 3.75493 

26 2.28128 2.53407 2.49716 3.38554 3.46472 3.59488 

27 2.5791 2.35694 2.84151 3.74186 3.10118 4.67756 

28 2.40233 2.39481 1.86912 3.50409 3.6059 3.77125 

29 3.02386 2.3593 1.96738 3.64639 3.71887 3.34656 

30 1.54686 2.47226 2.22599 3.39009 3.10802 3.814 

Total 2.48±0.312 2.52±0.306 2.67±0.329 3.45±0.41 3.57±0.38 3.68±0.41 
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4. Conclusion 

In this paper, we ϐirst take the data collection as the starting point, formulate the emotion recognition 
network of face and physiological signals respectively, use the random forest algorithm to complete 
the work of classiϐication of emotional features, and ϐinally complete the work of constructing the 
emotion recognition model, and then in order to enhance the security performance of the information 
system, we propose to improve and optimize the system by using the emotion recognition model, and 
based on the research dataset, we explore the emotion recognition model and the security 
performance of the information system. 
1) Regardless of the kind of algorithm used, the recognition effect of B features is better than A features. 
Compared with the effect of emotion recognition based on decision tree algorithm (DT), the model of 
this paper has a higher priority in emotion recognition, and in addition the model of this paper, which 
is validated by adopting the 25% leave-out method, has the most signiϐicant effect of emotion 
recognition on B features. 
2) Adding emotion recognition model on the basis of traditional information system, the system 
privacy index, experience index and anti-leakage index are signiϐicantly improved, while P<0.05, 
indicating that the emotion recognition model has a signiϐicant positive correlation on the security 
performance of information system. 
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