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ABSTRACT

In order to strengthen the construction of network security defense system and effectively respond to
new types of threat attacks appearing in the network environment, this paper constructs a network
security threat prediction model using data mining algorithms. The network security threat posture
needs to be assessed before the security threat prediction. Accordingly, this paper assesses the four
security threat postures of services, vulnerabilities, weaknesses, and hosts on the basis of the
quantitative assessment method of hierarchical security threat posture. After that, a network security
threat prediction model is constructed based on the support vector mechanism, and a genetic
algorithm is used to optimize the parameters of the model. The three evaluation index values of MAE,
RMSE and MAPE for the GA-SVM-based cybersecurity posture prediction method proposed in this
paper are 0.0106, 0.0133 and 0.0222, respectively, which are better than those of the ABC-SVM-based
and PSO-SVM-based prediction methods. It indicates that the method in this paper has smaller error
and higher accuracy in cyber security posture prediction. This shows that the method in this paper
usually achieves better accuracy in cyber security threat posture prediction.

Keywords: Data Mining, Support Vector Machine, Genetic Algorithm, Cyber Security Threat Prediction

1. Introduction

While the rapid development of the Internet has brought convenience to life, work and study, cyber
attacks also exist. These cyber-attacks target the vulnerabilities existing in the system and software,
submit some processed special data to realize the exploitation of the vulnerabilities, thus threatening
individual or collective assets. There are four main forms of cyber-attacks: viruses and malware, fake
websites and phishing, data leakage, and distributed denial-of-service attackers [1-4]. Whereas, cyber
security has several types of threats such as property damage, personal privacy leakage, counterfeit
fraud, information destruction and loss [5-8]. For this reason, the prediction of network security
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threats can discover potential network threats in time, grasp the development trend of threatening
events, predict possible future threats, and provide a strong basis for network security decision-
making.

Network security threat prediction refers to the analysis of past network attacks, through the
analysis of the network environment, the attack mode and the behavior of the attacker, etc., to predict
the possible future network attacks [9-11]. Network security threat prediction can provide reference
in preventing and solving network security problems, and effectively improve the level of network
security. There are 3 main aspects of network security threat prediction. First, data analysis. The past
cyber-attack events are collected and data analysis is performed to find the attacker's patterns and
behavioral patterns, and by learning the attacker's patterns, the possible future cyber-attack events
can be better prevented [12-13]. The second is event prediction. It is based on machine learning,
support vector machine, data mining and other technologies to predict possible future cyberattacks,
predictive auditing can not only effectively improve the efficiency of responding to cybersecurity
events, but also provide accurate guidelines and methods for cybersecurity defense [14-17]. Third,
risk modeling. Establish a set of perfect network risk model, the network environment, risk
assessment, attack patterns and other aspects of modeling, in order to better improve the accuracy of
network security prediction [18-19]. Network security threat prediction is not a one-time work, but a
cyclical and progressive analysis and response process. Only through long-term data collection,
analysis and processing can we better improve the level of cybersecurity and reduce cybersecurity
risks.

In this context, security researchers use techniques such as support vector machines and data
mining algorithms to analyze and predict complex network situations [20-21]. Through cybersecurity
threat prediction, we can better understand the evolution of cyber threat patterns and provide help
and guidance for cybersecurity defense and attack practices.

The study of predicting cybersecurity threats requires first analyzing information related to
cybersecurity such as services, vulnerabilities, weaknesses, hosts, etc., and reasonably calculating the
value of cybersecurity threat posture. On this basis, a support vector machine-based prediction model
is constructed to predict the change trend of the resulting sequence. At the same time, the genetic
algorithm is used to optimize the parameters of the support vector machine to accelerate the speed of
network security threat posture prediction. Finally, simulation experiments are conducted on the
prediction model to compare the single model and other combined prediction models, and the
feasibility and accuracy of the GA-SVM-based prediction model are proved according to the results of
evaluation indexes.

2. Network security threat posture assessment

The assessment and quantitative calculation of network security threat posture is the premise and
foundation of security threat prediction. In this chapter, on the basis of the hierarchical security threat
posture quantitative assessment [22] method, the definition of the four security threat postures and
the quantitative calculation formula are given by comprehensively considering the information in the
host related to the alarm mechanism of the intrusion detection system.

2.1. Service Threat Landscape

Definition 1: Service threat posture (Rs) is the extent to which the security policy of a service of a
certain level of importance on a host is violated after a certain number and intensity of attacks.

The normal access to the service varies under different time periods, and given a time analysis
window Az, the threat posture of service Sj at moment 7 is RSj» , which is computed as:

RSj — N:,amum(counttﬂ Xlobi—signs([) ) (1)

Sﬂ:l
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Where: N;/_ is the normal number of visits to service Sj at the moment of . 053/. is the weight
of service Sj. nm is the total number of different attacks. count}l_ is the number of attacks i on
the service Sj from f to t+At time. b, is the severity of the attack i. The schematic function
signs(i) is defined as:

i indicates invalid attack

(2)

other

signs(i) = {(1)

Definition 2: An attack event A is said to be an invalid attack if the attack event A4 relies on a
specific vulnerability 7 and the vulnerability 7 is notinthe system S being attacked.
The discriminant of an invalid attack is:

Ap €KNA, ePATES=A (3)

Where: K is the set of legitimate addresses of the system. AW is the destination port of the
attack. ADP is the source port of the attack. P is the set of open ports of the system. S is the set of
vulnerabilities that the system already has.

If there are m services in host k and the set number of time analysis windows is 4, its service threat
posture Rs, is:

Rs, = ZR, (4)

t=1j=1 i=l

The greater the value of RS, , the higher the threat level of the host.

2.2. Vulnerability Threat Landscape

Definition 3: Vulnerability Threat Posture ( R/ ) refers to the extent to which a vulnerability of a certain
level of importance on a host has its security policy violated after a certain number and intensity of
attacks.

Consider the threat of a vulnerability to a host in terms of confidentiality, integrity, and availability.
Denoting the vulnerability threat posture of host k by R/, , its quantitative computational formula
is:

c C é
1 2 n
e
Rl =[C* 1 4], 1, A (5)
Al AZ n e

Where: 7 is the number of vulnerabilities. C;,]l.,A,.(i =12--- n) is the weight of vulnerability i
in terms of confidentiality, integrity and availability respectively. c v k,Ak is the weight of the host
k interms of confidentiality, integrity, and availability. el.(i =1,2,---,n) isthe complexity of attacking
the vulnerability. The higher the value of le , the higher the level of threat to the host.

2.3. Vulnerability threat posture

Definition 4: Vulnerability Threat Posture ( R) refers to the extent to which a vulnerability with a
certain degree of importance exists in the host software or system configuration that has had its
security policy violated after a certain number and intensity of attacks.

If there are M vulnerabilities on host £ and the weight of vulnerability  is ﬂr, the number of
times vulnerability & has been attacked by attack i and the severity of attack i on vulnerability &
are Efep; and ;(lf, respectively, and assuming that the total number of different classes of attacks is
U, the vulnerability threat posture Rrk of host £ is:
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Ry =3 .3 (Rfreq; x107 ") (6)
r=1 i=1

For an attacker, the purpose of attacking by utilizing weaknesses in the system is to gain more
privileges, and from the property of weakness attacks, weaknesses are only meaningful if they give
more privileges to the attacker. Therefore, the severity of a weakness attack that has not gained
privileges is downgraded by means of a schematic function when calculating its threat posture value.
The definitions for determining whether attack i is a weakness attack and schematic function

signr(i) are respectively:

(P(gst) A F(gst,i,r) > P(—gst)) = i Get more permissions (7)

i did not get more permissions

signr(i) = {(1) (8)

other

Where: P(gst) represents the set of permissions initially set by the client &S? by the
administrator. F(gst,i,r) isthe client &S? to the weakness » using i type of attack. The higher
the value of Rl’k , the higher the threat level to which the host is exposed.

2.4. Host threat posture

Definition 5: The host threat posture R/ is the extent to which the security policy of a host has been
violated due to multiple services, vulnerabilities, and weaknesses of varying degrees of importance on
the host after a certain number and intensity of attacks.

For host £, its host threat posture is calculated as:

Rh, =Rs, + R, +R], 9

If 0O is the host weight determined by the host's environment, asset value, etc. for a network
segment with ftotal(total > 0) hosts, the threat posture R is:

total

R=> " p.Rh, (10)
k=1

2.5. Application of Data Mining in Cybersecurity Threat Posture Assessment

In the process of conducting cybersecurity threat posture assessment, the simplified processing of
large-scale cybersecurity event database can be effectively accomplished through data mining
technology. Data is the basis of research, and the selection of data types plays an important role in the
final research results. Data acquisition includes three parts, which are device log acquisition, sensor
acquisition and data preprocessing in order. Device logs are mainly the collection of log data
originating from different security devices generated by the network. Sensors provide more complete
data and improve the reliability of the analyzed results. Preprocessing mainly preprocesses the
collected data and removes some invalid data to get more accurate analysis results.

3. Cyber security threat prediction model based on support vector machine

3.1. Support vector machine algorithm

Support vector machine (SVM)-based prediction models outperform general prediction algorithms,
especially for highly complex nonlinear problems [23].

A cybersecurity threat posture training sample is provided: {(x;,,),--~(x,,»,)}, where X, and
Y: denote the cybersecurity threat posture input vectors and output values, and 7 denotes the
number of training samples. Support vector prediction is performed by a nonlinear mapping ¢
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function that maps nonlinear data X; to a high-dimensional feature space H and performs linear
prediction in that high-dimensional feature space, i.e:

f(X)=0"x)+b (11)

where @ denotes the weight vector of the hyperplane of the support vector machine and b is the
bias.
Thus, support vector prediction is to solve an optimization problem as follows, i.e:

3 1 T < *
Mopss =@ “’“2 (G+e) (12)

where the constraints are:
y,—w-x,—b<e+&
wx,+b—y <e+&  i=1,n (13)
£20,E >0

where C denotes the penalty parameter, é‘l,rfl* denotes the slack variable, & the insensitive loss
function, and ¢ is defined as follows:

Lx(.f('x)i’yi):{K(Xi)_yJ_g ’f(xi)_y[|28

,otherwise

(14)

Passing into the introduction of Lagrange multipliers transforms the nonlinear prediction problem
into the following:

L:la)Ta)
2
+cz(; +&)
-2 e-n+ () (15)
—Za;‘ (& +e-y,+f(x))

—Z(mé +77, &)

where Oll.,O!: denotes the Lagrange multiplier.
According to the KKT condition, the support vector machine prediction problem can be solved by
solving the dyadic problem of Eq. (12), i.e:

f) =Y (e, —a)) k(x,x)+b (16)
i=1
The constraints are:

0,L=0=>" (a,—a;)=0

i=l

Oéa,.,a,.*<c,z'=1,2,---,l (17)

8@L=O:>a)=zi: (a,—a; ) p(x)
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where k(x,x) denotes the support vector machine kernel function, which describes the inner
product of the high-dimensional feature space.

Since the Gaussian kernel function is better than other kernel functions, this paper chooses the
Gaussian kernel function as the support vector machine kernel function, and the Gaussian kernel
function is defined as follows:

k()c,xl.)zexp[|| = | j (18)
O'
Then, the final expression of the support vector machine prediction model is:
f(x)= Z(a a, )exp(” = I J”’ (19)

where O denotes the Gaussian kernel function width.

3.2. Support vector machine prediction model parameter optimization

When the kernel function of the support vector machine is a Gaussian kernel function, the parameters
to be optimized for the prediction model are: ¢-¢ and O'.The parameters of the traditional support
vector machine are generally determined by empirical method, exhaustive method and network
search method. The parameters selected by the empirical determination method are generally not
optimal, and the prediction accuracy of the model is low, while the exhaustive method and the network
search method are quite time-consuming, and it is difficult to find the optimal parameters, so in order
to improve the prediction accuracy of the cybersecurity threat posture, the first step is to solve the
optimization problem of the parameters of the support vector machine.

Genetic algorithm is a kind of heuristic algorithm that simulates the mechanism of natural selection
and population evolution in the biological world, which has the ability of global and parallel search,
and the speed of finding the optimal is quite fast [24], so this paper adopts genetic algorithm to
optimize the parameters ¢.¢ and O of the support vector machine.

3.3.  Cybersecurity Threat Prediction Process with Support Vector Machines

1) The collection of cybersecurity threat posture data and the processing of the number anomalies and
undesirable data in the collection.

2) Pre-processing of cyber security threat posture data. As the network security threat posture is
affected by a variety of factors, the data sometimes differ greatly from each other, and the support
vector machine prediction model is most sensitive to between (0, 1), so it is necessary to normalize
the original data of the network security threat posture to the range of (0, 1). The specific processing
is as follows:

X —X .
x;z i min (20)
xmax _xmin

Where X; is the original value of network security threat posture, x; is the normalized value of

network security threat posture, X ;, and X, represent the minimum and maximum values of
network security threat posture, respectively.
3) one-dimensional network security threat posture data by determining the embedding and time
delay into multi-dimensional network security threat posture data, this paper sets the data network
security threat posture time delay for 1, embedding dimension by 2, 3, ... etc. gradually try to put
together, and finally determine the number of embedded dimensions of #7. Set one-dimensional
network security threat posture data for {)q,xz,---,xn}, then converted into multi-dimensional
network security threat posture data is shown in Table 1.
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Table 1. Multidimensional network security threat situation data

Sample input Expected output
-xla-xza"'axwl xm
X5 X3t 5 X, KXol
X35 Xgo™ " 5 X X2
xn—m ° xn—m+1 L) xn—l xn

4) Divide the cybersecurity threat posture data into two parts: the training set and the test set, input
and output data of the training set to the support vector machine, use genetic algorithm to optimize
the parameters of the support vector machine, and use the optimal parameters to establish the optimal
prediction model of the cybersecurity threat posture.

5) The optimal network security threat posture prediction model is used to predict the test set, and
the prediction result is converted into the actual network security threat posture value by the inverse
normalization formula of equation (20), and the current network security threat state is judged
according to the network security threat posture value:

'xl' :'X:l, X(xrmx _xmin)_xmin (21)

3.4. Network Security Threat Prediction Model Implementation

In this paper, the specific steps to optimize the parameters of the hybrid kernel function of the support
vector machine constructed above using the genetic (GA) algorithm are as follows:

1) Firstly, the mapping relationship between the phenotype and genotype is established, when the
individual characteristics are complex, a large amount of coding is required to accurately describe
them, so in order to improve the efficiency and accuracy of the operation, the potential solution of the
problem is encoded by utilizing floating-point coding. In the genetic algorithm, each decision vector
X isrepresented by a chromosome V :

X=(x,x)) =V =[v,v,.v T (22)

Where X is the phenotype, V' is the genotype, a V, represents a gene, the length of the
chromosome 7 depends on the coding method of the chromosome, this paper adopts the floating-
point coding method, X; using the floating-point number within the [U. ,U ] to represent the
genes V; that make up the chromosome, and the value of the 7 is equal to the number of decision
variables 7.

2) Randomly generate a set of feasible solutions, i.e., the first generation of individuals, as the initial
population, denoted as £ (0), set the evolutionary generation counter ¢ =0, and set the maximum
evolutionary generation 7 =100.

3) Select the fitness function. In this paper, the mean absolute percentage error (MAPE) is chosen as
the fitness function, and this can measure the prediction results:

11y -0
I’l; Y ( )

Where ), is the true value and )A/l. is the predicted value. Set the individual fitness is (),
because the fitness function to meet the non-negative, single-valued, continuous, maximization
requirements, and M (») is a minimization problem, so the above M (y) to be processed as the
fitness function, that is:
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1
FO) =13, o (24)
4) Selection strategy. Also known as the selection operator, it is the process of randomly selecting some
individuals from the parent generation to survive and the rest to be eliminated according to a selected
selection strategy, in accordance with Darwin's theory of evolution, with reference to the fitness
function.

In this paper, we use tournament selection method as a selection strategy, repeating to select the

best individual into the offspring population based on fitness, this method is generalized to
maximization and minimization problems, and does not need to convert its fitness value when dealing
with minimization problems, which is more convenient and easy to operate than roulette selection
method.
5) Crossover. Crossover is to randomly exchange certain genes of two individuals in the population
through the crossover rate, so that they can produce a new combination of genes to achieve the
purpose of combining good genomes together, which optimizes the combination of certain genes of
the surviving parent individuals, and exchanges certain genes of the corresponding positions of the
two parent individuals with each other to produce new individuals.

The crossover operators applicable to binary coding are: single-point crossover, two-point crossover
(multipoint crossover), and uniform crossover, and the crossover operators applicable to floating-
point or real-number coding are: discrete recombination, intermediate recombination as well as linear
recombination, simulated binary crossover, and hybrid crossover.

In this paper, the floating point encoding is chosen, so the analog binary crossover is used as the
crossover operator in this paper, and the crossover rate is set to 0-6.

The analog binary single point crossover method:

%, (0) =0.5x[(A+y,)x,,(0) +(1=y,;)x,,;(1)]

%, (1) = 0.5x[(1= 7 )3, (1) + (14 7 ), ()] (25)
R
u,)™, u; <0
Among y; = s (26)
[———1"", other
2(1-u,)

u; €U(0,1),7>0 is the index of the distribution, and it is noted in the Agrawal paper that n=1 is

recommended, so in this paper we use n =1, which converts the above equation:

1

(2u,)?, u, <0

J
7/]' - 1 1 (27)
[—1?, other
2(1-u;)

6) Mutation. In this paper, the boundary variation is chosen as the variation datum because when the
optimal point is located at or close to the boundary of the feasible solution, by randomly selecting one
of the two corresponding boundary gene values on the genome to replace the original gene value, it
makes this problem can be solved optimally.

Finally, the radius of the radial basis of the optimal parametrization kernel function  , the order
of the polynomial kernel function d , and the linear combination coefficients 7 are determined to
obtain the optimized support vector machine model, which is used to predict the cybersecurity threat
posture and obtain the cybersecurity threat state.
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4. Simulation results and data analysis

4.1. Outcome evaluation indicators

In order to better compare cybersecurity threat posture prediction methods horizontally, three types
of metrics commonly used in regression prediction problems were chosen for evaluation, namely,
mean absolute error, root mean square error, and mean absolute percentage error. These three types
of metrics can facilitate the evaluation of the accuracy of situational prediction.

The mean absolute error (MAE) evaluates the absolute error between the test value and the actual
value in the experimental dataset, and the smaller the value indicates that the mean absolute error of
the model is smaller and the prediction accuracy is higher, with the following formula:

1,
MAE=—2 ]y =/ | (28)
i=1

In equation (28), )/ is the target actual value and yl/ is the target predicted value.

The Root Mean Square Error (RMSE) evaluates the deviation between the test value and the actual
value of the experimental dataset and is the square root of the mean square error (MSE). Its formula
is as follows:

(29)

RMSE is extremely sensitive to anomalous data, and the larger its value, the greater the deviation
and the lower the prediction accuracy.

Mean Absolute Percentage Error (MAPE) is the result of the percentage of Mean Absolute Error
(MAE), and the value of MAPE represents the average percentage deviation of the predicted value from
the actual value, with the following formula:

n a _ f
MAPE:(lZM)XIOO% (30)
n

i=1 i

4.2. Selection of cybersecurity threat posture data

The security test data of a company from March 1-April 29 and May 1-June 29, 2023 are selected and
sampled four times per day, the security test data are taken as a batch of two months, 240 posture
values are obtained from each batch after calculation, and experiments are carried out on both batches
of data respectively with the same process, through MATLAB 7.5.

4.3. Forecasting the Cybersecurity Threat Landscape

The cybersecurity threat posture prediction model given in the paper is tested for generalizability and
validity. Using the two sets of reconstructed data obtained above, the unimproved GA-SVM model and
the improved model are used to make predictions respectively, and then the prediction results
obtained from the two models are compared. The specific operation method is as follows:

1) The first 200 points of the two sets of reconstructed data are first used as training samples for the
training of the two methods and the construction of the model. The last 40 points of the two sets of
data are used as test samples for comparing the prediction results of the two models with the actual
values.

2) The training samples of the two sets of reconstructed data are input into the SVM for learning
respectively, and the three parameters of the SVM are optimized with the improved particle swarm
optimization algorithm to obtain the first batch of data at o=5, ¢£=0.001, and ¢=93, and the
second batch of dataat =5, €=0.001,and ¢=75.98.
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3) Using the three parameters obtained from the two data sets then input the two reconstructed data
sets into the support vector machine for learning and training respectively to obtain the prediction
results of the new model.

4) Comparing the original unprocessed values, the prediction results obtained by the method given in
the paper and the prediction results obtained by the unimproved GA-SVM, the comparison results of
the threat posture values are shown in Fig. 1. The prediction results obtained by the improved GA-SVM
are basically consistent with the trend of the original values, and the average error is 0.3635.

Original value Unimproved value Improved value
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=/

2 4 6 8 10 12 14 16 18 20 22 24

Sample serial number

Fig. 1. The comparison of the threat situation value

The comparison of the errors of the two methods compared to the original values is shown in Table
2. The error between the threat posture values predicted based on GA-SVM and the original values is
less than 1 on different samples, while the error value of SVM prediction is maximum 7.298, which is
a large difference from the original values. It shows that the future cybersecurity threat state is
predicted with high accuracy and low error using the cybersecurity threat posture prediction method
given in the paper.

Table 2. The error comparison of the two methods

Sample Unimproved Improved Sample Unimproved Improved
number value value number value value
1 0.815 0.308 13 0.066 0.481
2 0.558 0.842 14 1.21 0.731
3 1.884 0.328 15 0.053 0.074
4 1.683 0.986 16 0.149 0.097
5 2.082 0.6 17 0.165 0.064
6 7.298 0.58 18 0.097 0.092
7 0.102 0.865 19 0.055 0.069
8 1.665 0.938 20 0.041 0.096
9 2.849 0.31 21 0.178 0.054
10 3.634 0.346 22 0.084 0.028
11 6.868 0.017 23 0.184 0.164
12 1.625 0.585 24 0.018 0.069
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4.4. Comparison of prediction results with other combined models

Further comparing this paper's method with the PSO-SVM-based posture prediction model and the
ABC-SVM-based posture prediction model, the experimental prediction results are shown in Fig. 2.
Although the ABC-SVM-based prediction method is basically fitted to the actual posture values on the
whole, the latter is better fitted to the actual posture values compared with the GA-SVM-based method
proposed in this paper.

—Original value GA-SVM PSO-SVM—— ABC-SVM

T /

16

14 b

12\

\/
10 F\U

2 4 6 8 10 12 14 16 18 20 22 24

Threat status

Sample serial number
Fig. 2. Experimental prediction

In order to compare the posture prediction accuracy of the three combined models more clearly, the
absolute value of the error with the original value is analyzed, and the comparison results are shown
in Table 3. The average error values based on PSO-SVM and ABC-SVM are higher than GA-SVM by 1.283
and 0.727, respectively.

Table 3. Prediction accuracy of the three composite models

Sample Sample
number GA-SVM PSO-SVM ABC-SVM number GA-SVM PSO-SVM ABC-SVM
1 0.308 0.983 1.119 13 0.481 0.869 0.647
2 0.842 1.351 1.891 14 0.731 0.201 0.577
3 0.328 2.657 0.448 15 0.074 0.561 1.365
4 0.986 1.656 1.099 16 0.097 1.1 1.033
5 0.6 0.985 1.086 17 0.064 0.348 0.706
6 0.58 5.212 1.065 18 0.092 0.897 0.872
7 0.865 1.66 0.865 19 0.069 0.76 1.126
8 0.938 0.32 0.741 20 0.096 0.906 2.057
9 0.31 2.149 1.972 21 0.054 0.416 1.179
10 0.346 0.162 1.103 22 0.028 0.831 0.829
11 0.017 1.378 0.49 23 0.164 0.297 3.116
12 0.585 1.246 0.028 24 0.069 0.308 0.747

In order to more conveniently analyze the difference in accuracy between them and the method of
this paper, the values of each indicator were calculated and retained four decimal places in
combination with the calculation method of evaluation indicators given above, and the comparison of
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the values of each indicator of the prediction results is shown in Figure 3. The values of MAE (0.0106),
RMSE (0.0133) and MAPE (0.0222) of the GA-SVM-based method proposed in this paper are smaller
than those of PSO-SVM and ABC-SVM, which indicates that the average absolute error and deviation of
this paper's method are small, and the degree of deviation of the predicted value from the actual value
is low, so the prediction accuracy is good.

o [ndex value‘

M~ —

0.09 r’ 0.0882 |

Fig. 3. Evaluate the index value contrast
5. Conclusion

The study constructed a cyber security threat prediction model based on support vector machine and
improved the model using genetic algorithm. The predictions of the support vector machine based
cyber security threat prediction model and GA-SVM model are compared. The average error between
the threat posture values predicted by the optimized GA-SVM and the actual values is 0.3635, which is
basically consistent with the trend of the original values. It shows that the optimization method
designed in this paper can improve the prediction accuracy. The GA-SVM model is compared with ABC-
SVM and PSO-SVM models respectively. The MAE, RMSE and MAPE values of this paper's method are
0.0106, 0.0133 and 0.0222, respectively, which are better than the prediction results of the other two
combination models. It shows that the method of this paper has better prediction effect compared
with other combination models.
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