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ABSTRACT

Currently, the severity of information leakage is increasing, and attacks and protection against
cryptographic devices have become a research hotspot in the field of information security. In order to
increase the security of SM4 algorithm structure against side channel attack, the paper focuses on the
protection scheme of adding masks to cryptographic circuits to resist DPA attack, and proposes a
cipher algorithm design method of finite domain additive coding. Experimentally, it is proved that the
additive coding SM4 algorithm used in this paper can correctly and efficiently perform encryption, and
the encryption efficiency is improved by 56.54%~82.42% than the general SM4 algorithm. Meanwhile,
it has the security against 1st-order and 2nd-order side-channel attacks, and the success rate against
attacks reaches 93.67%, which is higher than that of the compared algorithms by 5.34%~21.00%. It
also proves that the scheme has high security against side channel attacks and can provide a reliable
solution for the information security of wireless LAN.

Keywords: Finite domain, SM4 algorithm, additive mask, cryptographic algorithm, attack resistance,
information security

1. Introduction

Cryptographic algorithms are important cornerstones in the field of information security, and their
design and analysis play a vital role in protecting users' privacy and confidential data. First of all, the
design of cryptographic algorithms should have certain principles [1-3]. One of them is confidentiality,
i.e,, ensuring that only authorized users can decrypt the ciphertext and obtain the original plaintext
information. In order to achieve confidentiality, common cryptographic algorithms include symmetric
key encryption algorithms and asymmetric key encryption algorithms [4-6].
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Symmetric key encryption algorithms use the same key to encrypt and decrypt plaintext. Its design
principle is based on the confidentiality of the key and a secure encryption function. Common
symmetric key encryption algorithms are DES, AES and RC4. These algorithms are designed with full
consideration of security requirements such as key length, key expansion process, substitution and
obfuscation operations [7-10]. Asymmetric key encryption algorithms, on the other hand, use two
related keys: public key and private key. The public key is publicly available and can be used to encrypt
plaintext, but only the owner of the private key can decrypt the ciphertext. Common asymmetric key
encryption algorithms are RSA, DSA and ECC [11-14]. These algorithms are based on the intractability
of mathematical problems, such as the decomposition of large prime numbers or the discrete
logarithm problem, which ensures the security of the key. Secondly, during the design process of
cryptographic algorithms, it is also necessary to consider the possible means of attack adopted by
attackers. Common attack means include exhaustive attack, chosen plaintext attack and chosen
ciphertext attack [15-18].

Literature [19] examined three encryption algorithms DES, AES and Blowfish based on considering
performance metrics such as execution time, memory and throughput. It is pointed out through
experiments that Blowfish algorithm has the best performance in comparison to the other two
algorithms. Literature [20] emphasizes the importance of cryptography and states that there is a wide
variety of cryptographic algorithms used to secure networks, and research on new cryptographic
algorithms is currently underway with the aim of developing more advanced communication security
techniques. Literature [21] evaluated the efficiency of encryption techniques such as AES and DES
based on the security and performance of image data in cloud environment. These algorithms are
analyzed and tested through statistical analysis, performance analysis and other analytical tests so as
to analyze the efficiency of each algorithm in terms of security and performance. Literature [22] has
comparatively analyzed various symmetric encryption algorithms such as DES and AES. The
performance of the algorithms is also evaluated by encryption and decryption time, throughput and
memory usage. Finally the implementation was possible using Java program on computers based on
different operating systems. Literature [23] points out the widespread use of the Internet and the use
of encryption algorithms and compares the results with the Arduino benchmarking results based on
benchmarking of the most well-known encryption algorithms on the RaspberryPi platform. Literature
[24] systematically describes cloud computing and its related issues of data privacy, reliability, and
anonymity. It also discusses the various encryption algorithms used to improve the security of the
cloud. Literature [25] provides the evaluation of symmetric and asymmetric encryption algorithms
using different types of files such as binary files and image files. The evaluation parameters such as
encryption time and decryption time are also used to compare these encryption algorithms. The
simulation results show the effectiveness of the algorithms. Literature [26] analyzed the comparison
of cryptographic encryption algorithms in terms of their key characteristics and explored their
performance cost based on some selected key standards and selected algorithms such as CAST128,
AES, Blowfish for the study. Literature [27] systematically introduces cryptography and analyzes
various cryptosymmetric algorithms such as TripleDES, AES and asymmetric key encryption
algorithms such as RSA and analyzes them in terms of their data security capabilities, characteristics
and other aspects. Literature [28] compares the performance of three cryptographic algorithms DES,
3DES and AES in e-voting systems. A comprehensive comparison of the effectiveness of various
algorithms was carried out by comparing the criteria including speed, key size and the results pointed
out that AES performs better than other algorithms.

The study introduces the gray SM4 algorithm from the key extension part that generates the wheel
key and the part that realizes the function of encrypting and decrypting the data information. Aiming
at the deficiencies that SM4 cryptographic algorithm can be attacked by CPA attack and DPA attack,
the additive mask protection scheme based on SM4 cryptographic algorithm is proposed, and the
additive mask process of this scheme is derived in detail. On this basis, the diffusion rate is introduced
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to simulate and test the SM4 algorithm of additive masking, and several sets of test data are selected
to compare and analyze the encryption time consuming between the general SM4 algorithm and the
SM4 algorithm of this paper, to explore the encryption performance of the SM4 algorithm of additive
masking in this paper. Then the verification experiments of first-order DPA attack and second-order
DPA attack are carried out to explore the attack resistance of SM4 algorithm with addition mask.
Finally, other cryptographic algorithms are selected to conduct comparative experiments of time-
consuming and successful defense to test the superiority of the proposed method in terms of
encryption efficiency and security.

2. Finite domain based cryptographic algorithm design

Wireless LAN has been widely used because of the advantages of open interconnection, easy
deployment, flexible access, and economic price, but there are also great security risks. WAPI standard
is a wireless LAN security protocol that uses SM4 algorithm to ensure the confidentiality of data in
wireless LAN. Based on the information security of wireless LAN, the implementation of SM4
algorithm hardware encryption is studied.

2.1. SM4 algorithm

SM4 packet cipher algorithm is abbreviated as SM4 algorithm, which has a packet length and a key
length of 128 bits, and consists of two parts, the encryption/decryption algorithm and the key
extension algorithm, each of which adopts a nonlinear iterative structure of 32 rounds and has the
same arithmetic operation in each round, consisting of the different-or operation, the cyclic-shift
operation, and the S-box of the nonlinear device.

2.1.1. Key Expansion Algorithm.For the purpose of illustration of the algorithm, symbol 2z}’ is used
to denote the ” bit vector, symbol [J <i denotes that the 32 bit data is cyclically shifted left by i
bits after this operation, and symbol @ denotes the different-or operation.

The key expansion algorithm in the SM4 algorithm is used to generate the round key used in the
encryption/decryption algorithm. Let the 128-bit input key be M:(MQ,M,MQMQ) G(Zgzl ’
after the key expansion algorithm to obtain the wheel key for rk; € Z;z, i=0,1,...,31. Order K, e 222 )
i=0,12,---,35 the algorithm to generate the wheel key of the specific process can be expressed as
follows:

(K, K., K, K,) = (MK, ® FK,, MK, ® FK,, MK, ® FK,, MK, ® FK., ) 1)

rk =K, =K ®T'(K

i+4 i+l

®K,., DK, ®CK)) (2)

Where, FK EZSZ, i=0,1,2,3 are the system parameters and its hexadecimal representation is in
the form of FK,=A3BIBAC6 , FK, =56A443350 , FK,=677[9197 , FK,=B27022DC .
i=0,12,..31, CK EZ;Z are the fixed parameters used in the algorithm and 7" denotes a synthetic
transformation.

The T’ -transform is compounded by the nonlinear transform ¢ -transform and the linear
transform L'-transform,ie., 7'(-)= L'(T(')). A

Let the input of the ¢ -transform be A:(ao,al,aQ,ag) e(zi) and the output be
B :(bo,bl,bz,b3) € (zﬁ) . The 7-transform can be expressed as follows:

B =(by,by,by,b,) = 7(4)

=(Sbox(ao),Sbox(al),Sbox(az),Sbox(a3)) (3)
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Since the output of the nonlinear transform r transform results in the input of the linear }ransform
L' transform, the input of the L’ transform can be expressed as B:(bo,bl,bz,b3) e(zg) .The L'
transform can be expressed as follows:

L'(B)=B® (B <<<13)® (B <23) (4)

2.1.2. Encryption and decryption algorithms.In SM4 algorithm, the encryption/decryption
algorithm mainly accomplishes the encryption/decryption operation of plaintext Eiphertext.

Let the 128-bit plaintext used for encryption be X:()('I,X2,)(3,X4) € zgzj , and the 128-bit
ciphertext obtained after encryption by the algorithm be Y:(X,Yz,}g,Y;) € Zg ) . The round keys
used in the encryption process are 7%k, ezg2 and i=0,L...,31, then the whole process of encrypting

the plaintext information can be expressed as follows:

Xi+4:F(Xi:Xi+1’Xi+2>Xi+3>rki)
5
=X 0T (X, ©X,,0X,,0rk) )
(YoaYl>Y2’Y3):R(staX33rX34aX35):(X35’X345X33’X32) (6)

where F' isthe wheel function, R is the inverse transform, and 7 is the synthetic transform, i.e.,
T(-)=L(z’(- ), which is also composite of the nonlinear transform 7 transform and the linear
transform [ transform, but where the linear transform [ transform is:

L(B)=B®(B<<<2)®(B<<<10)

(B <<18)® (B <<<24) (7)

2.1.3.  S-box.As the only nonlinear device in the SM4 algorithm the S-box is an important guarantee
for the security of the whole algorithm.
A finite domain multiplication based inverse is utilized to construct the S-box:

Sbo(x)a=1(a-4+C)-4,+C, (8)

where ¢ is the input of the S-box, 1() is an arithmetic operation to accomplish the inverse of the
elements in the parentheses, and the cyclic matrix 4,4, € GL(& 2) and row vector C,,C, € GF(28)
are used to affine transform the input of the S-box so that the input of the S-box is transformed into
the finite domain GF (28 ), which can be expressed as respectively:

11100101
11110010
01111001
10111100
A=%= 01011110 )
00101111
10010111

11001011

G =G, =(1,1,0,0,1,0,1,1) (10)

From Eq. (8), it can be seen that in order to take this approach to realize the S-box itis necessary to
complete two affine transformations and one inverse operation on the GF (28 ) -domain. The inverse
operation on the GF (28) -domain is a nonlinear operation, and its realization is relatively more
complicated. In order to be able to simplify this operation, the complexity of the operation is simplified
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by the method of introducing a new composite domain into which the inverse operation on a finite
domain is transformed to be performed.

[t is divided into the following three steps:

1) Transform the input of the S-box into the finite domain 8GF(2) by affine transformation, and then
transform the elements in this domain into the composite domain by using homomorphic mapping.

2) The inverse operation on the finite domain GF(28) is transformed into the one in the composite
domain one at a time.

3) Perform an isomorphic inverse transformation on the result of the inverse operation to transform
the result of the inverse operation in the composite domain C into the finite domain ', and then
perform an affine inverse transformation to yield the 8-bit output of the S-box:

01011110 00110000
01111100 10100100
11010000 10011000
01010000 | _, |10110100
L= I = (11)
00101110 01011010
11001110 10010010
00001010 01011000
00101101 01010001
1000 1000
T, - 1110 T - 1010 (12)
1100 0110
0001 0001

Where ] and ,{, are the homomorphic mappings from finite domain GF(Zg) tq composite
domain GF (24) and from finite domain GF (24§ to composite domain GF((22)3, and Tl_1
and TZ_1 are their inverses.

From the realization process of the whole S-box, the affine transformations and homomorphic
mappings in steps (1) and (3) are linear transformations, which are relatively simple to realize. And
the matrices 4,4, EGL(8,2) and row vectors C,,C, EGF(28) for affine transformations are
already given by Egs. (9) and (10), while the matrices for homomorphic mapping are given by Eqgs.
(11)-(12). Step (2) mainly involves the inverse operation on the composite domain, which is much
more complicated compared to the general linear transformation, therefore, this paper will focus on
the derivation process of the inverse transformation on the composite domain.

The following relation is satisfied between a binary polynomial a(x) and its multiplicative inverse
a(x)" on a finite domain:

a(x)a(x)”" =1mod M(x) (13)

) 2
where M (¥) denotes t%efilig%cjucible polynomial in that finite @b 6(1212 )S%candly, the transformation
of the finite domain to the composite domain is obtained from the
irreducible polynomial by a quadratic algebraic expansion. GF((2” ’”)
For all arithmetic operations on the composite domain it is necessary to modulo two
domains to produce polync(’)[glc'al,s) 9(») and P(¥) where 20) isa binary polynomial used to
construct the subdomain , which can be expressed as:

Q(y):yn -’_qn—lyn_1 +- “+q1y+laqi eGF(Z),i:I,Z,-- '9n_1 (14)
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P(x) isa polynomial over the domain GF (2") and is used to construct the composite domain
GF ((2") j, which can be expressed as:

P(x)=mx" +q, X" +-+qx+q,,q, € GF(2”),1' =0,L---,m—1 (15)

The irreducible polynomials for quadratic algebraic expansions in finite fields can be generated by
the above methods, which can be denoted as respectively:

GF(27):x + yx+ 0 (16)
GF ((22)2):x2 +Ux+E (17)
GF(((ZZ)Z)Zj:xZ Xy (18)

In order to simplify the operation, the parameter 1 in Egs. (16)-(18) are made equal to 44,44, L
and takentobe @ ={1}, ¢ ={10} and v={1001} It should be noted that when &.¢,v is taken to be
different values, the corresponding binary mapping matrices are generated differently.

Carrying out the derivation of the inverse operation process on the comppsite, domain, for the
inverse operation on the finite domain GF (28) to the composite domain GF (24) ,itis necessar
to first transform the element on the finite domain GF(28) to the composite domain GF (24
through the homomorphic mapping 7, and for any element in the composite domain GF 24) ,
which can be expressed as a linear polynomial on thy GF (24) domain by Eq. (15), therefore, for an
element & on the composite domain GF (24) can be expressed as g=},y+},, where
VisVo € GF(24), and the inverse of this element is denoted by d=06,y+9,, where 9,5, € GF(24 ), is
then obtained from Eq. (13) and Eq. (18):

gd=(71y+70)(51y+50)m0d(y2+y+v)=1 (19)

Simplify equation (19) and then make the coefficients of the corresponding terms on the left and
right sides of the simplified equation equal:

o, +y,0,+7,0 =0
{71 0o T 7001 T 710 (20)
Y00y + 7,6y =1
Enter and seek out:
-1
5 =(riv+rn+rn) n
(21)

-1
& =(rv+r,+7) (%+7)

2.2. SM4 Algorithm Additive Mask Protection Technique

The S-box in SM4 algorithm is highly susceptible to DPA attack and masking technique as the most
common protection technique against power analysis attack. The multiplicative masks of
cryptographic algorithms suffer from the defect of zero-value attacks, and the new masking mask
scheme has a smaller hardware implementation area compared to other mask protection schemes.
The protection scheme adopts a combination of multiplicative and additive masks, which is able to
resist zero-value attacks, thus ensuring the security of side-channel power analysis attacks. Therefore,
this paper focuses on the additive mask technique in the SM4 algorithm.

By finite fields it is known that any element on the domain GF (28) can be represented by a linear
polynomial on the domain GF (24 ), e.g., ¢ belongs to the elements on the domain GF (28 ) , a, a,
belong to the elements on the domain GF (24 ), which can be expressed as:
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a=a,x+a, (22)

When no mask is added to the S-box, the procedure for inverse on the composite domain GF (24)
domain is as follows:

(a,x+a,) =a,'x+a, (23)
a'=a xd' (24)
an':(am+a”)><d' (25)
d=(a,x p,)+(a,xa,)+a (26)
d'=d"' (27)

where p), is a quadratic expansion polynomial in the domain of GF(24), and a,'n and a,', are the
inverse of 4, and @,, respectively. The above derivation process does not add a mask when the
inverse of the process on the composite domain GF(24), based on this process, when the S-box
added when the mask, assuming that the maskis /, /€ GF(28), S-box input is (a+/), and similarly
based on the finite domain know that any element on the GF(28 ) -domain can be represented by a

linear polynomial on the GF (24 ) -domain as:
(a+l):(am+lm)x+(an+ln) (28)

The process of adding a mask in the S-box to the inverse over the composite domain GF(24) can
be based on the inference equation for the unadded mask in the S-box as follows:

((a,+1,)x+a, +ln))71 =(a,’+1,")+(a,'+1) (29)

where a,'n,a’ I',I' is the inverse of a,a,l Il respectively, and both belong to elements on the

n2"m2°n n2>"md’"n’

domain GF (24 ) :

a,+1, = f((a,+1,).(d'+1,).1,.0.,.1})

=a, xd +I (30)
a,+1,'=f,((a,'+1,).(a,+1,).(d'+1,).1,.1,.1,.1,")
=(a, +a,)xd' +1’ G1
d+1,=f.((a,+1,).(a,+1,), pe1,.1,.1,) G32)
=a xp,+a,xa +a +1,
d'+10,=f,(d+1,1,,1,)=d"+1, (33)

Where the unmasked inference formula is converted to the masked inference formula in the
functions f,, f,, f. and f, are in all belong to the composite domain GF(24), and for the
function f,,replace @, with @, +[ and d' with d+l,, respectively. Then there are:

(am +lm)><(d'+ld’) =a,xd'+[ xd'+a, xI,'+I xI,' (34)

It can be concluded that a, Xd'-i-lm' in the inference equation (26) is one of the parts, and the
additive mask produces mask factors that should be eliminated in their entirety, including
(am +lm)><ld’, (d' +ld')><lm, [ xl,',and [,'. Then the correction function f, is defined as:
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I, =(1,8,t,u,V) =rxs+SXt+rxXv+xv+u (35)

where r=(a,+1,), s=(d'+1,'), t=1,, u=1',and v=I, all belong to the elements of domain
( ) ompared to f, ((a +1,),(d"+1, ),lm,l 'l ) The expected result is: @, xd'+[ '. Setting
u=\["=1[, v=I'=l itcan be expressed as follows:

f,=(a, +1,)x(d"+1,)

dm4

+(d'+1,)x1, +(a, +1,)x1,

, , (36)
+1 + Im7>< A |
Similarly correction function fb is defined as:
fp, = s, t,u,v,w,x)=r+sxt (37)

FIXUFSXX+V+EWHUXX

where r=a '+ ', s=a +l, t=d'+l', u=[, v=I' w=I[', x=l' belong to the elements of
domain GF"(2 Then it can be expressed as:

fy=(a,xd'+1,)+(a,+1,)x(d +1,)
dm5

+(d'+1,)x1, +a,+1,)x1,

(38)
+1 +1 +1 I
P
Similarly correction function fc is defined as:
f.=(r,s,t,u,v,w)= PEXt+rXs+S8*+rxy
(39)

+sxu+utxt+vi+uxw+u

where r=a,+l , s=a +l, t=p,, u=Il , v=I[, w=l, areall elementsofdomain GF (24 ) .Then
it can be expressed as:

fo=(a, +1,) x p,+(a, +1,)x(a, +1,)+(a, +1,)
—_—
dml dm?2 dm3

+(a, +1,)x1,+(a,+1,)x1,

A )

(40)

+12 xp0+12+l <l +1,
Hr—/ %,_1 \.v_z
[ 04 Cs K3

In the inverse derivation process, the introduction of the correction function fa,fb,fc,fd, function
dmi, 1=1,2,3,4,5, said the masked intermediate data, C; said that after the mask S box in the
GF(24) domain in the inverse operation of the results of adding the correction term, which
J=12,...,9 . The above derivation completes the S-box add mask from the GF(ZS) -domain
conversion to the GF(24) -domain on the inverse process, in order to further simplify the
computational complexity, the same way to add the mask after the data can be simplified from the
GF 24) -domain operation to the GF (22) -domain to complete the operation in GF(22)
multiplication of inverse operations can be equated with the squaring operation, that is:
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c+D) " =(x+1y =X+ (41)

The whole above completes the derivation of the S-box add mask in the SM4 cryptographic
algorithm, and next completes the random mask for the whole cryptographic algorithm. Let the input
128bit plaintext as X =(X, X, X0, X,s) |, XX, Xiou Xy E(Zz”% random mask

128bit M = (MO,MI,M2,M3) , My,M,M,,M, e (2232), plaintext and mask for dissimilarity to get a new
plaintext as:

X' =(X, XL, X, X,5)
=(X,OM,, X, OM, X, ,OM, X,  OM,) (+2)
The round operation after adding the mask is as follows, where i=12,..,32,
X, =X'®OT(X,©X],0X],®rk,)
=X ®L(r(X,® X, DX, ®rk,))
=X,/ ®L(r(X,9X,,0X,,®rk ®M, &M, ®M,)) (43)
=X OL(7(X,®X,,0X,,®rk)®(M,®M,®M,)44,)
=X, OM,®L(M,®M,®M,)44,)

The SM4 cryptographic algorithm with the addition of masks for round operations yields the
equation as:

(X' Xz"+2’ Xi'+3’

i+12

X.)=(X, ®OM X, ,®OM, X, ®M, X,_,
OM, ®L((M,® M, ®M,) 4 4,))

i+2

(44)

For the result of the above operation, only the mask needs to be eliminated and the other redundant
terms are subjected to the different-or operation.

3. Encryption performance and attack resistance analysis

The performance and attack resistance of the finite domain based SM4 algorithm of this paper is
verified through experiments as detailed below.

3.1. Encryption Performance Analysis

3.1.1. Diffusion rate analysis.The encryption function and decryption function only change one of
the parameters in each encryption (decryption), and the rest of the parameters have stability, and the
ciphertext (plaintext) obtained from multiple encryption (decryption) is analyzed, and the encryption
(decryption) diffusion rate is the ratio of the differences on each of the parameters. The lower the
probability that the same plaintext is the same as the ciphertext obtained after encryption with
different keys, the higher the diffusion rate is, and the better the protection for attackers to understand
the attack in the case of local keys. Diffusivity has positive correlation with cipher avalanche effect as
well as security. If the diffusion rate of the encryption algorithm is higher than 0.5, then it is in full
diffusion state.

Experiments on the encryption performance of the algorithm in this paper to implement the
simulation test, encryption group is a different bit decimal number, the number of rounds of the
implementation of encryption and decryption operations is 0 to 15 rounds, encryption group to obtain
the detection results in the 32-bit decimal number of the conditions of the test results, the encryption
process in the plaintext and the key to the ciphertext of the diffusion rate as shown in Figure 1, the
ciphertext and the key to the plaintext of the diffusion rate of the decryption process as shown in
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Figure 2. When the number of encryption rounds is higher than 7 then the diffusion is good. The key-
to-ciphertext reaches full diffusion occurs when the number of encryption rounds is higher than 5. The
complete diffusion of key to plaintext occurs when the number of decryption rounds is higher than 6.
These results fully prove that the encryption and decryption speed of the algorithm in this paper is
fast and the encryption strength is high, and the security is high.

1.0 q

0.9+ The key to the cryptographic
2038 —b— The plaintext to the cryptographic
< 0.
Bt

O«O T T T T T T T T T T T T T T
0 2 4 6 8 10 12 14

Encryption rotation

Fig. 1. Diffusion rates of plaintext and key for ciphertext during encryption process

The key to the plaintext
—$— The cryptographic to the plaintext

—_
(==}
1

it
o0
1

Decryption diffusion rate
o =]
B~ (=)}
1 1

<
)
1

—_—
0 2 4 6 8 10 12 14

Encryption rotation
Fig. 2. Diffusion rates of ciphertext and key for plaintext during encryption process

3.1.2. Encryption efficiency analysis.In this paper, several sets of test data ranging from 10~120MB
of data length (Test data 1~Test data 4) are constructed, each group of test data contains 100,000
short data, and then the encryption effect of the general SM4 algorithm and the SM4 algorithm of the
addition mask in this paper on the experimental platform is compared, and the data encryption test
results are shown in Figure 3, and (a)~(d) is the encryption time of the four sets of test data. Both the
generalized SM4 algorithm and the SM4 algorithm with additive masks in this paper, the processing
time of both for large-scale data increases linearly with the increase of data size.

When encrypting data of the same size, compared with the generalized SM4 algorithm, the
encryption rate of this paper's SM4 algorithm on Test data 1 can reach 82.51MBps, and the encryption
elapsed time decreases by 56.54% on average, while the encryption rate on Test data 2 can be as high
as 169.78MBps, and the encryption elapsed time decreases by 65.13% on average. The performance
of this paper's SM4 algorithm on Test data 3 is similar to that of Test data 1, while its performance on
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Test data 4 far exceeds that of the generalized SM4 algorithm, with its encryption rate reaching up to
478.47MBps and encryption time consumed dropping by 82.42% on average, which indicates that the
data parallel processing advantage brought by this paper's additive masks is very obvious, and it is not
only able to speed up the encryption performance of large-scale data, and is also suitable for batch

encryption of large-scale data.

0 Our SM4
I General SM4

[ Our SM4
I General SM4

33 20 009
0
2500 @ 150() §
2 0o § Q
000 S ]00 8
150, § 0§
% & Son S
1000 g 0p G
500 Q
General SM4 40 General SM4
40 .
Data sizeMB 20 Our SM4 Data size/MB Our SM4
0 0
(a) Testdata 1 (b) Test data 2
0 Our SM4 [ Our SM4
I General SM4
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3 409
2200 @ ]200 o
20§ 100y §
0o é‘ 800 %»
1]300 g fgo S
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S0 G 200 S
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40
Our SM4

Data size/MB

Our SM4 Data size/MB
0

(c) Test data 3 (d) Test data 4

Fig. 3. Data encryption test results

3.2. Anti-Aggression Analysis

3.2.1. 1st Order DPA Attack Authentication.The Hamming distance from the state output of the 8th
round to the state output of the 9th round is chosen as the leakage model, and the DPA attack is
implemented on the generalized SM4 algorithm and the SM4 algorithm of the additive mask in this
paper, with the same initial key used for encryption. The correlation curves are plotted, and the 1st
order DPA attack verification results are shown in Fig. 4, with the horizontal coordinates of the
guessing key 0 to 255 and the vertical coordinates of the corresponding Pearson correlation
coefficients.

The correlation curve for unmasked SM4 is shown in Fig. 4(a), demonstrating the results of the
attack on the extended key byte 0. It can be seen that the highest peak of the correlation occurs at
position 186, indicating that this 1 byte of the key has been successfully cracked, and in fact only 800
power consumption curves need to be analyzed to successfully crack all 16 bytes of the key. The results



4406 QI AND CHEN

of the energy analysis attack on the SM4 algorithm for the additive mask are very different, as shown
in Figure 4(b), which also demonstrates the attack on the extended key byte 0. It can be seen that the
peak of the correlation curve is not obvious and the peak occurs at position 136, which does not match
the real key and the cracking fails. In fact, even if 100000 power consumption curves are analyzed, any
one of the 16 bytes of the key cannot be successfully cracked. The above results prove that the scheme
proposed in this paper has the energy to resist the 1st order DPA attack.
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Fig. 4. The results of the first-stage DPA attack

3.2.2.  2nd Order DPA Attack Verification.To further illustrate the security of the scheme against side
channel attacks, a 2nd order energy analysis attack is implemented in this paper. Using the joint
leakage of the 8th round state output and the 9th round state output, the absolute value of the
difference is chosen as the preprocessing function for the energy trace. The 2nd order DPA analysis
attack is implemented for the 1st order mask SM4 algorithm and the SM4 algorithm of the additive
mask in this paper, and the correlation curves are plotted with the horizontal coordinates as the
sampling points and the vertical coordinates as the Pearson correlation coefficients.

The correlation curves obtained by attacking the 1st order mask SM4 algorithm are shown in Fig. 5,
demonstrating the attack on the extended key byte 7 and byte 8. The green curves are the curves
corresponding to the correct key and the blue curves are the curves corresponding to the incorrect key.
The green curve is significantly more prominent than the blue curve, indicating that this byte key was
successfully cracked. Analyzing 20000 power consumption curves, 12 bytes out of 16 byte keys can be
successfully cracked.

The results of the DPA analysis attack on the SM4 algorithm with additive masks are very different,
and Figure 6 shows the results of the attack on key byte 7 and byte 8. It can be seen that the correlation
curve corresponding to the correct key is completely masked in the blue curve and the crack fails.
Analyzing 10000 power consumption curves, it also cannot successfully crack any of the 16 bytes of
the key. Through the above comparison, it can be concluded that the SM4 algorithm of the additive
mask in this paper has a higher resistance to side-channel attack than the 1st-order mask SM4, and
can effectively defend against the 2nd-order energy analysis attack.
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Fig. 5. The results of the second-stage DPA attack first order mask SM4
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Fig. 6. The results of the second-stage DPA attack our SM4

3.3. Comparative analysis of algorithms

40 4

The traditional attack function is used to simulate the network attack function and 300 attacks are
performed on the network nodes. Comparison of encryption and decryption time of this paper's
algorithm, DES algorithm, RSA algorithm and IDEA algorithm is shown in Fig. 7 and Table 1. For the
encryption and decryption operations of the data, this paper's algorithm takes the least time to encrypt
and decrypt the key compared to DES algorithm, RAS algorithm, and IDEA algorithm, spending 3.15m:s,
and successfully fights against the attacks the most, with a defense success rate of 93.67%, which is
higher than the comparison algorithms by 5.34% to 21.00%. It fully proves that the proposed SM4
algorithm with additive mask is more secure in data information protection.
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Fig. 7. Comparison of encryption and decryption time

Table 1. Comparison of algorithms

Algorithm Update time/ ms Number of attacks Successful defense Success rate/%
Ours 38.91 300 281 93.67%
DES 85.22 300 249 83.00%
RSA 47.18 300 265 88.33%
IDEA 55.73 300 218 72.67%
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4. Conclusion

Wireless LAN shows a rapid development under the strong support of wireless communication
technology and computer technology. At the same time, its security risks are becoming more and more
prominent. In this paper, we design the SM4 algorithm protection technology of additive mask for its
information security problems, and carry out performance inspection and attack resistance analysis.
The main research results are as follows:

1) The encryption rate of this paper's SM4 algorithm with additive mask for different test data sets is
higher than that of the generalized SM4 algorithm, and the encryption elapsed time decreases by
56.54%~82.42%, which has high encryption efficiency, less computing time, and can quickly form
complex keys to ensure the security of data information.

2) The anti-DPA attack performance of the SM4 algorithm after addition mask is simulated and tested
by using first-order and second-order DPA attack respectively, and the protection scheme in this paper
can effectively resist the first-order and second-order DPA attack, which verifies the anti-attack
property of the SM4 algorithm after addition mask.

3) In the algorithm comparison experiments, the SM4 algorithm with addition mask in this paper
spends the lowest encryption and decryption time, and obtains the highest defense success rate of
93.67% in 300 attacks, which is improved by 5.34%~21.00% compared with other cryptographic
algorithms.

In this paper, the design and implementation of SM4 cryptographic algorithm is based on finite
domain and achieves better performance results. However, there are still a number of aspects for
further improvement: (1) The main work of this paper focuses on algorithm optimization, and the
exploration of GPU hardware architecture is not sufficient. (2) For the SM4 algorithm, the S-box can be
further extended and improved by using the inverse of the composite domain to reduce its area and
resource overhead, and the high throughput optimization of other state secret algorithms and
homomorphic cryptographic algorithms can be considered in the future.
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