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ABSTRACT

Adapt to the new competitive environment, the supply chain concept and management model of
horizontal integration and cooperation between enterprises have begun to rise, and continuously
demonstrate enormous competitive strength and superiority. However, the existing enterprise
supply chain management (SCM) system has problems of low security, low efficiency, and high
management costs. In view of the above problems, this paper studied the enterprise supply chain
management and its information assurance mechanism based on the error back propagation
algorithm. By analyzing the problems in enterprise supply chain management and introducing error
back propagation algorithm as an optimization method, the efficiency and accuracy of the supply
chain have been improved. At the same time, corresponding guarantee mechanisms were proposed
to address the importance of information security in the enterprise supply chain. The research
results indicated that the information leakage rate of the supply chain information protection
mechanism based on the error back propagation algorithm was below 3.21%, and the average
leakage rate of 20 experiments was 2.654%. For supplier management in enterprise supply chain
management systems, the selected users scored the system based on error back propagation
algorithm at least 8.84 points, and the average score of 10 users was 8.995 points. Enterprise supply
chain management and information assurance mechanism based on error back propagation
algorithm can effectively improve the effect of supply chain management and enhance the security of
information.

Keywords: Enterprise Supply Chain Management, Information Assurance Mechanism, Error Back
Propagation Algorithm, Supplier Management, Deep Learning

1. Introduction

Supply chain management, as a new information-based logistics management mode, cannot be
separated from the role of information guarantee mechanism. Supply chain is a functional network
structure model that connects suppliers, manufacturers, distributors, retailers, until the end users
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into a whole by controlling the information flow, logistics and capital flow around the core enterprise,
starting from purchasing raw materials, making intermediate products as well as final products, and
finally delivering the products to the consumers by the sales network [1-3]. Supply chain
management is the integration of all activities in the supply chain from the initial supplier to the
end-user with respect to the flow and transformation of logistics and information flows in order to
achieve a sustained competitive advantage. It can be seen that supply chain management involves
four main areas, supply, production planning, logistics, and demand [4-6].

By the definition and content of supply chain management can be seen, supply chain management
has two main components, materials and information, in which information is the communication
carrier of the links in the supply chain, the implementation of the supply chain is synchronized,
integrated production planning as a guide to a variety of technical support, especially information
technology as a basis for the implementation of the supply, production operations, logistics, to meet
the needs of the implementation of the [7-9]. It can be seen that the supply chain management and
information have closely related to the close connection [10].

In the traditional enterprise management model, the functional departments within the enterprise
is according to the interests of the department to carry out business activities [11]. Due to the
conflict of interests of functional departments, information exchange is not effective, it is difficult to
realize the overall goal of the enterprise optimization, enterprises and suppliers, wholesalers,
retailers and end users are also independent of each other, they are mutually antagonistic trading
relationship, the lack of necessary information exchange and sharing, according to their own
interests in business activities, easy to cause friction of interests between enterprises [12-14]. In
supply chain management, the enterprise transcends the boundaries of the organization, combines
the internal departments and nodes of the supply chain, overcomes the traditional management
defects based on functional departments, changes the traditional concept of opposing interests
between the two sides of the transaction, and establishes a collaborative partnership of common
interests within the entire supply chain, so that competitors become allies, and the logistics activities,
starting from the supplier to the end-user, are managed as a whole. Logistics activities from suppliers
to end-users as a whole for unified management, from the overall and global grasp of the activities,
so that the entire supply chain inventory level is the lowest, to achieve the optimization of supply
chain management [15-18]. It regards all the node enterprises in the supply chain as a whole, which
covers the whole logistics, from suppliers to end-users in the process of purchasing, manufacturing,
distribution, retailing and other functional areas, is based on the
“competition-cooperation-coordination” mechanism, and is guaranteed by the distribution of
enterprise integration and distribution of the operation coordination of the new enterprise
operation mode, which is mainly based on the following principles Cooperation, decision-making,
incentives, self-regulation and other mechanisms to achieve to meet customer demand, to achieve
the ultimate goal [19-22].

The supply chain management environment leads to a significant increase in information flow,
integrating three important factors: logistics, information flow, and capital flow [23]. The strength of
the supply chain depends on each node on it, which pays close attention to the mutual cooperation
and coordination among the members of the product distribution channel to maximize the smooth
flow of the three important flows [24-25]. A good supply chain is not only a material chain,
information chain and capital chain connecting suppliers to users, but also a value-added chain,
where products in the supply chain are processed, packaged, transported and other processes to
increase their value, thus bringing benefits to the whole supply chain [26-28].

Literature [29] systematically reviews the research related to Al technology in supply chain
management, identifies the main research methods and research directions, and lays the foundation
for further research on Al technology in supply chain management. Literature [30] qualitatively
analyzes the practice of integrating consulting systems into the supply chain management of
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multi-component manufacturing enterprises, and concludes that there is a need for the existence of
the most effective supply chain information to support the measurement, which involves the
identification and confirmation of the sources of supply chain uncertainty, risk, and cybersecurity,
and correspondingly proposes a solution for the security of supply chain data information systems.
Literature [31] evaluates the cyber supply chain risk management model based on data collected
from empirical investigations such as supply chain cyber risk management and confirms the validity
of the analytical model. Literature [32] conceptualized an applicable supply chain metrics framework
for industrial environments to improve the cyber information data risk in the process of digital
transformation of supply chains, as well as positively for supply chain resilience enhancement.
Literature [33] identified the logic and influencing factors of reverse logistics supply chain in the
construction industry based on the organizational information processing theory, combined with
semi-structured interview methodology, and constructed an information processing framework
based on it to assist relevant practitioners and researchers in understanding and responding to the
cognitive uncertainty of successful QA in DW RLSC. Literature [34] utilized one-on-one interviews,
self-surveys, and other methods to reveal that supply chain risk management is an important tool for
weighing supply chain performance and supply chain vulnerability.

With the rapid development of science, technology, and commerce, the form of enterprise
competition has gradually shifted from competition between markets to competition between supply
chains. In this situation, supply chain management plays an extremely important role. Supply chain
management refers to the establishment of cooperative relationships between enterprises, utilizing
advanced information technology to comprehensively restructure resources and businesses on the
chain, achieving a “seamless” connection between enterprises and providing better services. This
paper studied the enterprise supply chain management and its information assurance mechanism
based on the error back propagation algorithm, improve the efficiency and information security of
the supply chain, and enable information to be shared among all organizations in the supply chain, so
that logistics, operation status and other data can be effectively circulated in real time among all link
organizations in the supply chain, which can improve the flexibility of the entire supply chain.

2. Design of Enterprise SC Management Model

2.1. Supply Chain Management

Supply chain management refers to a management system that takes suppliers as the source,
through joint marketing, centralized circulation, and ultimately provides customers with good
service and useful products. The purpose of SC management is to promote the rational operation of
various activities such as data, information, finance, etc., to achieve truly effective cooperation among
enterprises in the supply chain, and to improve all business partnerships. SC management consists of
many business activities and processes, and the healthy development of enterprises cannot be
separated from the application of SC.

Due to the fact that SC management is a management concept based on SC theory, it can be divided
into two parts: the content of SC management and the visual management of SC management chain,
as detailed in Table 1.

Table 1. Supply chain classification table

Classification basis Name Concept

[t is aimed at the management methods of various internal
Internal SC . ) ]
SC management management functions such as production management, inventory

management
content management, warehouse management, etc.

External SC Relying on the Internet, according to the final needs of customers, it is
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management a management method that uses various information technologies to
guide the synchronization and integrated management of production
plans.
Internal and According to the internal SC and the external SC situation in which it
external SC is located, to determine the appropriate SC management strategy and
integration partner management methods.

Int Isc Through various means, the information management of internal
nterna

business processes of the enterprise is realized to meet the complex and
management
changeable customers.

Upstream and . . .
On the basis of the internal supply chain management of the
downstream SC

enterprise
. management
Visible - - - — - - -
As an intermediate link, each enterprise in the industrial chain has a
management scope of ) . . )
. . corresponding supply and demand relationship between the enterprises
supply chain Industrial supply

. in each link. It is based on the internal SC management of the enterprise,
chain management

and then expands the upstream and downstream supply chains in both

directions.
Starting from the standpoint of globalization and integration of the
Global network SC . i . )
international economy, it emphasizes the management of resource
management

acquisition and allocation among firms under global production.

2.2. Production Plan Management

The production department makes products based on customer needs. Firstly, the production
department needs to plan the raw materials required for the product. After creating the raw material
list, there are still some steps required to print the production task list. After the production task
order is printed, the production management personnel decide whether to accept the production
order and whether adjustments are needed. After confirmation, the manager signs and agrees. The
production plan management flowchart is shown in Figure 1.
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Fig. 1. Production plan management flowchart

2.3. Inventory Management

Inventory management business often involves inbound and outbound operations. The analysis of
some business processes in inventory management is as follows:

2.3.1. Warehousing Process. The business of warehousing involves a lot of content. When goods
are put into storage, it is necessary to carefully calculate the quantity of goods, and confirm and
verify the information. Only after all inspections are completed can the goods be put into storage.
This is a strict process. The inbound process diagram is shown in Figure 2.

Purchase order

'

Receipt Other storage slips

i

Purchase receipt .
«—( Inventory update <

Production inventory list

Transfer receipt

Production order T

Transfer slip

Fig. 2. Warehousing process diagram

2.3.2.  Outbound Process. The process of goods leaving the warehouse is as strict as that of goods
entering the warehouse. The responsible personnel of each department must carefully inspect each
link and ensure that there are no errors before they can leave the warehouse. The outbound business
consists of multiple elements such as sales outbound, picking outbound, and transfer outbound. The
outbound process diagram is shown in Figure 3.
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Fig. 3. Outbound flow chart
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2.4. Supplier Management

On the new page, basic information can be entered and the preliminary design can be completed
after successful submission. On the new customer page, contact information can be added, and the
supplier creation operation can be completed by adding a note and submitting it. On the inquiry page,
the seller’s information is queried by details such as the shipment order number and the supplier’s
name. The supplier information page includes basic information such as supplier name, supplier
number, short name, and contact information. On the supplier details page, people can also edit basic
information, add contact information, change important information, and add or change notes.

2.5. Procurement Management:

1) Purchase request. When certain items need to be purchased, the department must identify them
based on actual needs and list them for review by the relevant supervisory department. After the
audit is completed, the manager can verify and send the final purchase list to the purchaser to
complete the product procurement.

2) Order process. When purchasers make a purchase, they first review the merchant who purchased
the product, then analyze the merchant who decided to purchase, and finally create an order.

3) Receipt and warehousing process. After the order is created, the supplier delivers the materials
required by the enterprise on the list to its warehouse at the specified time. At this point, the
purchaser checks the goods according to the purchase order. If there is no error after verification, the
goods can be stored in the warehouse, otherwise they are returned according to the agreement. The
procurement process diagram is shown in Figure 4.
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2.6. Design of SC Management Model Database

The design of a database includes many aspects. Conceptual structure design is the key to the entire
design process, which should create specific models based on changes in requirements. The
procurement requirement management database based on error backpropagation algorithm is
shown in Figure 5.
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Fig. 5. Procurement requirements management database based on error back propagation algorithm

After the conceptual design of the database, it is necessary to display the data in the database.
There are many database information tables based on the error back propagation algorithm, which
extract product sales order tables, procurement plan tables, and supplier information tables for
introduction. The product sales order table is shown in Table 2. The procurement plan table is shown
in Table 3, and the supplier information table is shown in Table 4.

Table 2. Product sales order form

Field name Field description Data type Whether the primary key
Identity document Sales order account number Int Yes
Sales_order_id Sales item number Int No
Sales_item_number Sales contract number Var char No
Product_name Product name Var char No
Product_model Product specifications Var char No
Sales_order_status Sales order status Var char No
Unit_id Sales unit Var char No
Qty Quantity Double No
Customer_number Customer number Var char No
Customer_name Customer name Var char No
Deliver_time Delivery date Date time No

Table 3. Procurement plan
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Field name Field description Data type Whether the primary key
Identity document Purchase plan account number Int Yes
Purchase_plan_number Purchase plan number Var char No
Purchase_plan_time Procurement planning time Date time No
Employee_no Employee number Var char No
Planner Planner Var char No
Check_status Review status Var char No
Remark Remarks Var char No

Table 4. Supplier information table

Field name Field description t}l,)paeta Whether the primary key
Identity document Supplier account Int Yes
Supplier_number Supplier number Var char No
Supplier_name Supplier name Var char No
Supplier_type Supplier type Int No
Supplier_status Supplier status Int No
Leader Person in charge Var char No
Phone Contact number Var char No
Bank_name Name of the bank that opened the account Var char No
Bank_account Open an account bank account number Var char No
Address Supplier address Var char No
Email Email Var char No
Remark Remarks Var char No

3. Modeling of Supply Chain Management Based on Error Back Propagation
Algorithm

One of the most widely used neural network models at the moment is the error back propagation
technique, which is used to train multi-layer feedforward networks. The input layer, hidden layer, and
output layer are its three separate but related layers. However, without affecting the relationships
between units in the same layer, when the network is assigned to the learning model, the activation
values of neurons propagate from each intermediate layer through the input process to the output
process. Moreover, after receiving the response from the network during the output process of each
layer of neurons, the direction of reducing the error between the target output and the actual output
is determined.
The calculated values O and P for the hidden layer and output layer are:
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—h[Zml] a, J
b :ZQjmk -6,
j=1

Among them, ¢, and 6, are the corresponding thresholds for the hidden layer and output layer.
The mean squared error between the output value P and the expected output value p is:

(1)

Eyg (R)=EP-B) @)

The weighting coefficients for the hidden layer and output layer are:

my =my; +uF, (1-F)a Zm/kQNS 0 3)

Among them, H isthe learning rate.

Supply chain management typically includes manufacturers, consumers, suppliers, packaging,
recycling, and warehouses. Supply chain management is the process of creating a good supply of
goods by connecting various parts. Suppliers play an important role in traditional supply chains,
providing raw materials and products that meet business needs for their main business. In key
enterprises, the selection of suppliers always considers the commercial benefits that suppliers can
bring. Therefore, the main purpose of key enterprises is to monitor indicators such as price, quality,
and delivery. Sustainable suppliers are enterprises and manufacturers located upstream of the
supply chain system that provide environmentally friendly, cost-effective raw materials or products
based on the true needs of enterprise development.

The present flow from the collection and inspection center to the recycling, repair, and disposal
center is equal to the entire flow from the customer center to the collection and inspection center at
each period:

DX, ijm + Xj,, +> Xt Vak 4)

The average distance index between the obtained approximate optimal Pareto optimal solution set
and the ideal Pareto front is the smallest, and the specific expression is:

q*
5 fm i) f;n bj 2
Vi = m}n \/Zm:l[ ;;lnw)c _ fmmgn )] (5)

The purchase cost usually includes the cost of goods, purchase handling fees, acceptance and
warehousing fees, etc. The calculation formula for these fees is as follows:

oni[yl(gk)*gk*)(oik} (6)

Among them, F, is the order quantity of each warehouse, and X, is the purchase cost per unit
of goods.

Typically, carrying weight, transportation distance, and unit freight rate all affect the cost of
transportation. According to the assumption, the transportation cost is directly proportional to the
transportation volume:
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X, = XditdiZB (7)

i=1

Among them, d; represents the distance from the supplier to each retail point, and X, is the
transportation unit price.
Calculation formula for total storage cost:

X, Z[ P +E-Y)*q, (Y, )*XF”] (8)

P, isthe inventory quantity at the ordering time, and the storage fee per unit productis Xp,.
The size of the loss cost is closely related to the shortage of goods, and the larger the shortage, the
greater the cost. The formula for calculating the total shortage loss cost is:

Xyzg[(yi_pn_Piz)*qj(sz)*Xm] 9)

Among them, X, represents the loss of stock cost per unit of goods.
Supply chain system inventory optimization model:

min EX = ,u(ZS,d Zpkt] (EX1+ EX2) (10)

According to the change in the value of unit fitness, if the unit fitness is less than the mean of
fitness, the corresponding higher value of ¢, is taken; if the fitness is greater than the mean of
fitness, the smaller value of ¢, is taken, as follows:

- (in _qnz)(hmax - h) h > hm,g
qn = (hmin _h) (11)
q. h<h

uvg

In the formula, #, hwg, and %, respectively represent the fitness of the unit, the mean fitness
of the contemporary group, and the maximum fitness of the contemporary group.

4. Supply Chain Collaboration and Decision Support

Basically, a SC is a network formed by autonomous or semi autonomous companies. There is usually
a core enterprise in each SC, which can be a manufacturing enterprise or a retail enterprise. For the
main enterprise, the SC and its suppliers are interconnected. Each link in the chain has a
corresponding relationship between the supply side and the demand side. Therefore, there are many
interconnected but legally independent enterprises in the SC. These enterprises are centered around
a certain enterprise to meet the needs of users and enhance the value-added network of supply chain
participation in enterprise value.

4.1. Decision Model Framework for Supplier Selection

Figure 6 illustrates the decision model's structure for choosing a raw material provider.
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Fig. 6. Framework of decision model for raw material supplier selection

The main functions of each module are as follows:
1) Data search. It is used to search for information related to raw materials. Information search
receives data and information from various sources, accepts various information needs, and
conducts data retrieval from the collected information through online analysis and completion.
2) Result prediction. The prediction of results mainly comes from the processing of knowledge
management information, including knowledge bases, models, cases, and other information
databases. The knowledge base stores past experiences and decision rules, helping to complete the
work of model construction. A model library is a library composed of many models stored in a design
organization, and provides methods for extracting, modifying, accessing, and designing models.
3) Decision analysis. Based on the prediction results provided by knowledge management, the
system is optimized for processing and analysis. Then, based on business objectives, decisions are
adjusted in a timely manner to ultimately create the best decision plan.
4) Knowledge management. Knowledge management includes databases such as knowledge bases,
models, and cases. The negotiation evaluation model can be used in supplier evaluation.

4.2. Manufacturer Marketing Decision Model

Information technology and network technology provide support for the application and use of
product business decision model. The use of error back propagation algorithm is conducive to the
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application and implementation of marketing decision model, which is the premise for enterprises to
make marketing decisions. Enterprises can effectively obtain relevant information through data
warehouse technology and data mining technology, so as to improve the decision-making ability and
environmental adaptability of business decision model. The decision model architecture of

manufacturer marketing is shown in Figure 7.
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Fig. 7. Enterprise manufacturer marketing decision model architecture

Data mining refers to extracting good data from data sources such as data warehouses, mainly
used for collaboration, classification, grouping, and other aspects in decision-making. Online
analytical processing refers to the online processing and analysis of various data in a database,
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creating new data while monitoring business results to help experts analyze and managers. Decision
support refers to the integration of information databases such as model libraries, process libraries,
knowledge bases, and case studies. The knowledge base collects some experience and rules for
determining models, which helps to complete the work of building and selecting models.

5. Enterprise SC Information Assurance Mechanism

5.1. Information Risk Assessment

When conducting risk assessment research on the supply chain, experts can evaluate the risks of
members on the chain, but they should consider the existing risks of the members themselves, which
is the basis for the use of enterprise supply chain information assessment. However, due to the
differences in various aspects of each member in the chain, it is difficult to compare the information
risk coefficients obtained in this way horizontally. To this end, a differentiation factor 4 is
introduced to represent the position of members in the SC and evaluated based on their bargaining
power and the contribution of each member to the operation of the SC. The specific expression is as
follows:

H = H{*AIK
l H{*A1K+HI2*A2K+"'+H;*‘47K

(12)

Among them, H,; represents considering the impact of various factors on the entire SC system.
Comprehensive credibility of experts:

x=H (x,0%,00x, ) =1=(1=x ) (1=, )%+ *(1-x,) (13)

Among them, Z represents the comprehensive credibility of the experts.

n

5.2.  Information Security Strategies and Measures

The supply chain systemic risk is that some of its own interests can be damaged due to the
involvement of equipment, which is reflected in the resistance of enterprises to SC services and the
estimated life of enterprises to supply chain operation time. Supply chain organizational risk
management includes whether the supply chain is horizontally transferred from organizational
departments and control management.

Successful data sharing cannot be achieved overnight. Understanding the value of information in
the chain is essential to achieving information exchange, and this cannot be done without the
assistance of information technology, which is crucial for keeping an eye on every supply chain link.
There are many information technologies used by enterprises in the supply chain.

Electronic data interchange (EDI) is a crucial tool for enterprise information integration and a
productive way for business partners to share information when supply chain management is used.
Through EDL, information can be quickly obtained, and better services can be provided. Good
communication and exchange can be increased. Costs can be reduced, and good business results can
be provided.

Barcode technology is based on automatic recognition, which can quickly, accurately, and reliably
record data, achieving automatic control of warehousing, sales, and outbound. Enterprises using
barcode technology can use digital technology to track products, obtain information in real-time to
reduce uncertainty, and respond quickly and efficiently to eliminate product shortages and improve
service levels.

The development of communication technology has improved the level of supply chain
management. Because all links in the control chain are in a state of motion or looseness, information
and direction are often sent together with real activities in space and time, which affects the
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availability and accuracy of information. The use of communication technology effectively overcomes
these problems.

The scope of use of radio frequency technology is relatively small, while satellite technology can
play a role in a wide geographical area, thus compensating for the shortcomings of radio frequency
technology. The electronic ordering system utilizes computer technology and communication to
replace traditional ordering and receiving. Specifically, order information is entered into the store
and then sent via communication to the headquarters, store, or factory.

6. Experimental Verification and Evaluation of Enterprise Supply Chain
Management and Its Information Assurance Mechanism

Product, supplier, order, procurement, logistics, warehousing, procurement settlement, and sales
result management are just a few of the many management components that are typically included
in SC management of businesses. The purpose of these management features is to give users of the
corporate SC management system a better service experience. The error back propagation algorithm
is used by the corporate SC management system based on the Error Inverse Propagation (EIP)
algorithm to process and sample enterprise SC management data, giving system users higher-quality
services. Twenty consumers were chosen at random to grade, on a scale of 1 to 10, the procurement
and supplier management described in the appeal. The user assessment effect increases with the
score. The obtained results were compared with enterprise SC management systems based on deep
learning (DL), artificial neural network (ANN), genetic algorithm (GA), and machine learning (ML).
The specific comparison results are shown in Figure 8.
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Fig. 8. User ratings for different enterprise SC management systems

The x-axis in Figures 8A and B represents several enterprise SC management systems, and the
y-axis shows user scores. Figure 8 illustrates how enterprise SC management solutions based on the
EIP method scored significantly higher than other SC management system types. Whether it is
supplier management or procurement management, user ratings were higher, and the satisfaction of
evaluation was also better. As shown in Figure 8A, for supplier management in the enterprise SC
management system, the selected users scored the EIP algorithm based system at least 8.84 points,
and the average score of 10 users was 8.995 points. The extracted users’ ratings for enterprise SC
management systems based on DL, ANN, GA, and ML were below 8.66, 8.81, 8.76, and 8.46,
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respectively. Moreover, the average scores of the 10 users were 0.525 points, 0.445 points, 0.495
points, and 0.76 points lower than the system based on the EIP algorithm, respectively. The sixth
user gave the lowest score to the enterprise SC management system based on the EIP algorithm, only
8.85 points, but still scored 0.6 points, 0.05 points, 0.15 points, and 0.85 points higher than the
enterprise SC management system based on DL, ANN, GA, and ML, respectively. The 9th user gave the
highest ratings for systems based on DL and GA, with scores of 8.65 and 8.75, respectively, which
were 0.25 and 0.15 points lower than systems based on EIP algorithm. The second user gave the
highest rating to the ML based system, with a score of 8.45, but it was still 0.45 points lower than the
EIP algorithm based system.

For procurement management in the corporate SC management system, as illustrated in Figure 8B,
the selected users scored the EIP algorithm based system above 8.79 points, and the average score of
10 users was 9.015 points. The extracted users’ ratings for enterprise SC management systems based
on DL, ANN, GA, and ML were below 8.76 points, 8.71 points, 8.66 points, and 8.41 points,
respectively. Moreover, the average scores of the 10 users were 0.44 points, 0.525 points, 0.655
points, and 0.86 points lower than the system based on the EIP algorithm, respectively. The second
user gave the lowest score to the enterprise SC management system based on EIP algorithm, only 8.8
points, but still scored 0.15 points, 0.25 points, 0.35 points, and 0.8 points higher than the enterprise
SC management system based on DL, ANN, GA, and ML, respectively. The 7th user gave the highest
ratings for systems based on DL, ANN, GA, and ML, with scores of 8.75, 8.7, 8.65, and 8.4, respectively,
which were 0.2, 0.25, 0.3, and 0.55 points lower than systems based on EIP algorithm.

For the enterprise SC information assurance mechanism, its main purpose is to improve the
information security of the enterprise SC, reduce the risks existing in the enterprise, and improve the
efficiency of enterprise SC management, helping improve the confidentiality and security of
enterprise information data. The error back propagation algorithm was used to study the enterprise
SC information assurance mechanism, which effectively improved the security of enterprise SC
information. A certain amount of information data was randomly selected, and the information
assurance mechanism based on EIP algorithm was used to process these information data. After
processing for a period of time, the leakage rate of the data was studied. The lower the leakage rate is,
the higher the security of information is, and the information assurance mechanism built is effective.
Make the experiment more scientific, 20 experiments were conducted, and the experimental results
were compared with the SC information assurance mechanism based on DL, ANN, GA and ML. The
specific comparison results are shown in Figure 9.
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A: Information leakage rate of 20 experiments B: Mean leakage rate of different mechanisms

Fig. 9. Comparison of information leakage rate of SC Information assurance mechanisms of different enterprises

The number of experiments—20 in total—is shown on the x-axis in Figure 94, while the leakage
rate is shown on the y-axis. Figure 9B shows the average leakage rate on the y-axis and several
information assurance measures on the x-axis. As shown in Figure 9, the information leakage rate of
each experiment of the information assurance mechanism based on the EIP algorithm was far lower
than that of other information assurance mechanisms. As shown in Figure 94, the information
leakage rate of the SC Information assurance mechanism based on the EIP algorithm was below
3.21%. The information leakage rate of the SC information assurance mechanism based on DL, ANN,
GA and ML was more than 3.45%, 3.5%, 3.69% and 3.85% respectively. Among them, the mechanism
based on EIP algorithm had the highest information leakage rate in the 8th experiment, at 3.2%, but
it was still 0.81%, 0.68%, 0.5%, and 1.14% lower than the mechanisms based on DL, ANN, GA, and
ML, respectively. The mechanism based on DL algorithm had the lowest information leakage rate in
the fifth experiment, only 3.46%, but it was still 0.62% higher than the mechanism based on EIP
algorithm. The mechanism based on ANN algorithm had the lowest information leakage rate in the
9th experiment, only 3.51%, but it was still 0.58% higher than the mechanism based on EIP
algorithm. The mechanism based on ML algorithm had the lowest information leakage rate in the
13th experiment, only 3.86%, but it was still 1.71% higher than the mechanism based on EIP
algorithm. As shown in Figure 9B, the average information leakage rate of the mechanism based on
the EIP algorithm in 20 experiments was 2.654%, while the average leakage rate of the mechanism
based on DL, ANN, GA, and ML in 20 experiments was 3.9205%, 3.8175%, 4.11%, and 4.1855%,
respectively, which was 1.2665%, 1.1635%, 1.456%, and 1.5315% higher than the mechanism based
on the EIP algorithm.

After determining the system requirements, test data was collected and the system was configured
to verify its operation. According to the needs of the data used, test data was produced to check
whether the available functions of the system are good. This process may have many aspects, such as
requirements, design, functionality, etc. The supplier management function testing is shown in Table
5 for example.

Table 5. Test case table

Test
Use case name Precondition Expected result
results
. Through the generation of a draft sourcing
Create a sourcing strategy Have the role of buyer Pass
strategy
. L Draft existing sourcing
Edit the supplier list Added successfully Pass
strategy
o . Draft existing sourcing
Editorial review team Added successfully Pass
strategy
. o Draft existing sourcing
Edit the supplier list Added successfully Pass
strategy
) Draft existing sourcing
Edit attachment Added successfully Pass
strategy
Edit the basic information Draft existing sourcing
. Saved successfully Pass
of sourcing strategy
Announcement of The sourcing strategy has The supplier received the sourcing P
ass
Sourcing strategy been approved announcement in the portal system
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. ) . The supplier received the ) .
Supplier registration i Successful registration Pass
sourcing announcement

Sourcing strategy Release The sourcing strategy has New sourcing items have been added to P
ass
Sourcing Matters been approved the list of sourcing items
Weight of the editorial The review team has L
. The weight is set successfully Pass
review team approved

. . Sourcing monitoring can view the
. . The supplier received the o .
Supplier quotation . quotation information about the goods Pass
inquiry form

through the supplier

7. Conclusions

Since previous management models would have significantly hampered the development of
enterprises and were unable to meet the demands of contemporary enterprise development, many
small and medium-sized businesses have gradually modified their previous management systems in
order to achieve the goal of healthy and sustainable development. Many enterprises have begun to
introduce SC management systems. Despite being in use for a long time, the initial manual
management mode has gradually developed performance and safety difficulties. Therefore, it is
necessary to establish supply chain management that is in line with the actual situation of small and
medium-sized enterprises. Therefore, this paper used EIP algorithm to study the enterprise supply
chain management and its information assurance mechanism, and built a bridge between
management and information to analyze the business needs of enterprises, evaluate the business
status of enterprises, and reorganize individual chains, so as to improve the supply chain
management system.
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