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ABSTRACT 
In this paper, the weights of different risks in the management process of e-commerce platforms are 
calculated on the basis of hierarchical analysis. After that, with the help of fuzzy comprehensive 
assessment algorithm, the risk level is divided. Finally, with the assistance of decision tree, simulation 
is carried out to simulate the risk of the first-level indicators affecting the risk control of e-commerce 
platform. According to the survey results, reasonable countermeasures are given to the management 
of e-commerce platform risks. Among the first-level indicators of the five major risk categories, the 
business model risk belongs to the high-risk category of Class I, with a fuzzy comprehensive evaluation 
score of >4.5. The rest belong to the risk category of Class II, with fuzzy comprehensive evaluation 
scores ranging from 3.5 to 4.5. Among the Level II indicators, there are 6, 6 and 3 Level II indicators 
rated as high risk category, medium risk and low risk respectively, with their fuzzy composite scores 
ranging from 4.7495-5.6370, 3.6807-4.4988 and 3.1356-3.2435 respectively Between. In the 
comprehensive risk simulation prediction of the case-based e-commerce platform, only the logistics 
model risk belongs to the medium risk control strategy with a risk value of 4.8614 (day 60). The 
simulation results for the remaining four risk types were all low risk, and their risk values decreased 
(3.5 points) when the simulation time was day 60. The experimental results provide a prediction for 
the change of risk and provide reasonable countermeasures and suggestions for the risk control of e-
commerce platforms. 

Keywords: Hierarchical Analysis, Decision Tree, Fuzzy Comprehensive Assessment, E-commerce; Risk 
Control 
 

1. Introduction 

Risk management and control of e-commerce platforms are crucial to the success and development of 
enterprises. With the vigorous development of e-commerce, e-commerce platforms are facing 
increasing risks, such as data leakage, cyber-attacks, and transaction disputes. If enterprises do not 
pay attention to risk management and take corresponding measures to control, their business 

 

✉Corresponding author. 
 E-mail address: slb804@163.com (M. Shi). 
Received 22 March 2024; Revised 05 June 2024; Accepted 10 December 2024; Published Online 15 April 2025. 
DOI: 10.61091/jcmcc127a-162 
© 2025 The Author(s). Published by Combinatorial Press. This is an open access article under the CC BY license 
(https://creativecommons.org/licenses/by/4.0/). 



2862 SHI ET AL. 

 

activities may be seriously affected or even face closure [1-4]. On the one hand, the rapid development 
and change of new technologies make the risk pattern change constantly, and enterprises need to 
follow up and update the risk management measures [5-6]. On the other hand, the technical means of 
malicious attackers are also advancing, the source of risk is more diversiϐied and hidden, enterprises 
need to improve the risk prevention ability with the times. The use of decision trees for risk control in 
the ϐield of e-commerce can effectively improve the security of e-commerce platforms [7-10]. 

Decision tree is a tree-structured model that simulates the human decision-making process, it 
models decisions in the form of nodes, branches and leaf nodes. Decision tree is a very common 
machine learning algorithm, in risk management and control, decision tree can be used for network 
security, help enterprises to prevent network attacks, identify network threats [11-14]. Enterprises 
can construct decision trees through network trafϐic, ϐile attributes, user behaviour and other 
information, according to different features to determine whether there are abnormal behaviours and 
attack threats, which is of great signiϐicance for the risk control of e-commerce platforms [15-17]. 

Literature [18] created a network payment security assessment algorithm system, which can 
effectively assess the security of the network payment system and early warning of potential network 
threats, and changed the traditional network security management mode to achieve the security and 
stability of the network payment system. Literature [19] describes the characteristics of decision trees 
in detail and emphasises the importance of predicting customer credit risk in the era of big data. 
Customer credit risk on e-commerce platforms is discussed, and decision trees are constructed to 
assess customer credit rating decisions to maximise revenue. Literature [20] indicated that e-
commerce enterprises play an important role in preventing information security risks, introduced the 
form and process of information security risk assessment, and analysed technical measures such as 
network encryption, information protection technology, and digital technology. Literature [21] 
provided a risk management framework to facilitate e-commerce platform enterprises to identify risks, 
and stood for the enterprise's point of view to identify the comprehensive risks of e-commerce 
platforms using fuzzy quality function deployment. Its ϐindings show that the biggest problem of e-
commerce is operational integration weaknesses, which can lead to a number of problems such as 
unreasonable response times. Literature [22] discusses the characteristics, problems and 
improvement strategies of risk management of cross-border e-commerce platforms. Many 
optimisation measures such as strengthening compliance and risk management, improving payment 
and currency exchange systems are proposed for the stable and secure operation of cross-border e-
commerce platforms. Literature [23] explored the interaction between online retailers’ ϐinancing 
strategies and e-commerce platforms’ channel sales co-operation contracts, and concluded from the 
observation that the preferences of both parties were inϐluenced by the retailers' working capital 
levels. Literature [24] points out that data from e-commerce communication is currently vulnerable to 
attacks, which poses a signiϐicant threat to data security. Therefore, the challenges of e-commerce 
information security are analysed based on the IoT data analytics platform in order to improve the 
security of e-commerce. Literature [25] launched the evaluation of biosecurity risk of agricultural 
supply chain management in e-commerce environment, proposed the indicators of multi-dimensional 
risk evaluation, and analysed the loss and contagion aspects of risk. The results of the study showed 
that the transport and storage techniques, additive misuse, etc. of agricultural products exhibited high 
risks. 

In this paper, through the construction of risk evaluation system and risk causality analysis of 
decision management in e-commerce platform, using hierarchical analysis method with fuzzy 
comprehensive evaluation, we get the risk weights and risk levels of all levels affecting the operation 
of e-commerce platform, and use the decision tree algorithm to do the simulation prediction of the risk 
in the control of e-commerce platform, and ϐinally combined with the experimental results, we carry 
out the risk of the e-commerce platform beforehand. Early Warning. At the same time, the risk changes 
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within each time point are also simulated. Countermeasures and suggestions for risk management of 
e-commerce platforms are proposed through the analysis of the model and cases. 

2. Comprehensive assessment model of e-commerce platform operation risk 

2.1. Comprehensive determination of risk control on e-commerce platforms 

2.1.1. Determination of integrated assessment parameters: 
1) Risk level parameters. Risk control of e-commerce platform operation is a systematic and strong 
management work, which must not only take into account the possible security risks in the ϐlow of 
goods and their processing and trade, but also comprehensively consider the sensitivity of the risks as 
well as the current status of the control and management of the relevant risks, and many other factors 
that are difϐicult to accurately quantify. However, the management process must be simple and clear 
in order to facilitate accurate and effective implementation. Therefore, in combination with the 
practical needs of work, from the operational considerations, different security risks can be divided 
into three degrees, and accordingly determine the three levels of risk control strategy. The three-level 
risk control strategies are: Ⅰ, Ⅱ and Ⅲ represent high-risk control strategy, medium-risk control 
strategy and low-risk control strategy respectively, and their weights are >4.5, 3.5-4.5, and <3.5. These 
strategies can be formulated and continuously adjusted by the risk managers according to the actual 
situation. 
2) Comprehensive Security Risk Assessment Parameters. Based on the above analysis of the 
composition of security risks and the interrelationships among factors in the operation of e-commerce 
platforms, it can be seen that when assessing the security risks of speciϐic items in speciϐic products 
destined for speciϐic target markets from the perspective of an enterprise, only the management risks 
need to be considered. When, from the perspective of the government regulator, an assessment of the 
safety risk of a particular item in a particular product of a particular enterprise to a particular target 
market is considered, only the control risk needs to be taken into account. In this way, the parameters 
applicable to the assessment of risk in the operation of an e-commerce platform can be determined as 
follows: the parameter symbols A, B and C represent the inherent risk of a speciϐic item in a product, 
the control risk or management risk, and the trade risk, respectively. 

2.1.2. Integrated assessment of the risk judgement tree. The risk determination tree is shown in Fig. 
1. The risk determination tree is a qualitative analysis method, which serves to transform the abstract 
risk determination logic into a tree structure so as to facilitate the operation of speciϐic executives, so 
that different risk determination rules will produce different determination trees. Based on the 
current e-commerce platform security risk determination rules, the following indicative risk 
determination tree can be given for the two key factors A and C mentioned above. The decision 
questions for inherent risk A are shown in Table 1. The risk determination tree can assist the risk 
assessor to give a standardised risk determination for the key factors according to the established risk 
determination rules, and provide reference information for the subsequent quantitative analysis. 

Table 1. The decision issue for the inherent risk A 

Problem symbol Question 

AQ1 Is there a risk in product formation, storage, and transportation? 

AQ2 Is monitoring the risk? 

AQ3 
Does the sampling amount of the monitoring satisfy the requirements for 

reasonable judgment (≥10)? 

AQ4 Is the distribution of sampling reasonable in time and space? 

AQ5 Is there a check? 
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AQ6 Whether the mismatch rate is beyond acceptable levels (≤10%) 

Low risk High risk Medium risk

No

No

No

No

No

No

1QA

2QA

3QA

4QA

5QA

6QA

Yes

Yes

Yes

Yes

Yes

Yes

 

Fig. 1. Risk decision tree for factor A 

2.1.3. Hierarchical analysis-based risk assessment model construction: 
1) Constructing the hierarchical structure model. Based on the various types of parameters deϐined 
above for the comprehensive risk of e-commerce platform security, we can build a hierarchical model 
[26-27] assessment system based on the three criteria of A, B, and C. The hierarchical model is shown 
in Figure 2. The hierarchical model is formed by determining which security risk control strategy to 
choose among the three strategies I, II and III through the assessment and decision-making process. 

 

Select a security risk control policy

A B C

I II III

Target layer

Criterion layer

Policy level
 

Fig. 2. Hierarchical structure model 
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2) Constructing the positive inverse matrix for each level. A third-order pairwise comparison matrix 
can be constructed for the criterion level and the strategy level, respectively, on the basis of the pre-
determined intensity values of each factor (scale 1 to 9): 
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Assign intensity values to A, B, and C (or I, II, and III), respectively: 
A(or I) 1R , B(or II) 2R , C(or III) 3R . 
Then the matrix is obtained: 
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Since this matrix conforms to jik jk ia a a   and is a consistent array, the consistency test can be 
omitted in practical applications. It should be noted that: 

(1) The pre-agreed intensity values of each factor can be naturally formed into a positive inverse 
matrix [28-29] in practical use, thus omitting the calculation process of the consistency test, 
simplifying the assessment process without affecting the actual risk assessment and making the 
assessment model easier to understand and use in practice; 

(2) The advantage of adopting the scale of 1~9 is that the intensity can be naturally agreed to be 
divided into three levels, with 1~3 denoting low intensity, 4~6 denoting medium intensity, and 7~9 
denoting high intensity, thus enabling the operator to determine the intensity level before taking the 
value in the corresponding level, which can better reduce the arbitrariness of the human being when 
taking the value in a subjective manner. 

After constructing according to the above requirements, a total of four third-order positive inverse 
matrices are obtained, one of which is the criterion level matrix (A) and three strategy level matrices 

1 2 3( , , )B B B . 
(3) Hierarchical single sorting. Calculate the eigenvectors of the 4 matrices separately: 
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(4) Total hierarchical ranking. Using the resulting feature vectors of each layer, the total weight value 
of the strategy layer on the target layer is found: 
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2.2. Decision tree-based risk prediction and control 

2.2.1. Decision tree algorithm. A decision tree [30-31] is a hierarchical structure consisting of nodes 
and inquired edges and generally contains three types of nodes: 
1) Root node: no incoming edges but zero or more outgoing edges. 
2) Internal nodes: have exactly one incoming edge and two or more outgoing edges. 
3) Leaf node or end node: exactly one incoming edge and no outgoing edges. 

Starting from the root node of the tree, the test conditions are used to examine the records, and an 
appropriate branch is selected based on the test results. Reach another internal node along this branch, 
using the new test condition, or reach a leaf node. Upon reaching a leaf node, the name of the class 
item mostly represented by the leaf node is assigned to that test record. 

The Hunt algorithm is then used, which is the basis for many decision tree algorithms, including ID3, 
C4.5, and CART.In the Hunt algorithm, a decision tree is built recursively by successively dividing the 
training records into purer subsets. Let tD  be the set of training records associated with node t and 

1 2{ , , , }ny y y y   be the class label, the recursion of Hunt algorithm is deϐined as follows: 
1) If all records in tD  belong to the same class ty , then t is a leaf node, labelled with ty . 
2) If tD  contains records belonging to more than one class, select an attribute test condition that 
divides the records into smaller subsets. For each output of the test condition, create a word node and 
distribute the records in tD   into sub-nodes based on the test results. The algorithm is then used 
recursively for each sub-node. 

2.2.2. Decision Tree-Based Risk Control for E-Commerce Platforms. There can be two types of 
variables in a decision tree: 
1) Numeric: The variable type is an integer or ϐloating-point number, such as "cash" in the previous 
model. Use ">=", ">", "<", or "<=" as the segmentation conditions (after sorting, the time complexity of 
the segmentation algorithm can be optimized by using the existing segmentation cases). 
2) Nominal: Similar to the enumeration type in a programming language, variables can only be selected 
from a limited number of options, such as the "external environmental state" in the previous example, 
which can only be "good", "bad" or "intermediate". Use "=" to split. 

The basic steps for building a decision tree are as follows: 
(1) Beginning, all records are regarded as one node 
(2) Iterate through each variable of each split, ϐind the best split point 
(3) Split into two nodes 1t  and 2t  
(4) For 1t  and 2t  respectively, continue to perform steps 2-3, until each node is sufϐiciently pure 
Metrics for optimal partitioning: 
Let ( | )k i t  denote the proportion of a given node t that belongs to class i . Sometimes we omit 

node t and denote the proportion directly by ik . In a two-class problem, the class distribution of any 
node can be denoted as 0 1( , )k k , where 1 01k k  . The metric for choosing the best division is usually 
based on the degree of impurity of the child nodes after the division. The lower the degree of impurity, 
the more skewed the class distribution. Measures of impurity include: 

 
1

2
0

( ) ( | ) log ( | )
n

i

Entropy t k i t k i t




   (5) 

 2( ) 1 [ ( | )]Gini t k i t   (6) 

  ( ) 1 max[ ( | )]
t

Classificationerror t k i t   (7) 

The larger the value of the above three measures, the higher the degree of ‘impurity’, and the smaller 
the value, the lower the degree of ‘impurity’, i.e., the more ‘pure’. It has been proven that the choice of 
the three formulas does not have a signiϐicant impact on the ϐinal classiϐication accuracy, and shopping 
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malls generally tend to use the entropy formula. If you need to determine the effect of the test 
conditions, compare the degree of impurity of the parent node before the division and the degree of 
impurity of the child node after the division, the larger the difference between the two, the better the 
effect of the test conditions. 

Training records are sampled using bootstrap sampling, i.e., a record that has been selected for 
training is put back into the original set of records, and yes it has an equal probability of being re-
sampled. Since the probability of a record being sampled by bootstrap sampling is 1 (1 1 / )NN  , this 
probability is continuously approximated when N  is sufϐiciently large 11 0.632e  . Records that 
are not sampled automatically become part of the test set, and the model built in the training set is 
applied to the test set to obtain an estimate of the accuracy of the bootstrap samples j . The sampling 
process is repeated b times, yielding b bootstrap samples. Thus, the total accuracy ( )bootacc   is 
calculated from the accuracy ( )sacc  calculated from the training set containing all labelled samples: 

 
1

1
(0.632 0.368 )

b

boot j sacc acc
b

     (8) 

How to control risk after determining whether an e-commerce platform is in a risky business model 
and knowing the cause of the warning through a decision tree model? How to apply the logistics model 
to the risk control model? After predicting the business model crisis, the strategy is given in ϐive 
directions, namely, the risk of enterprise network architecture, the risk of application architecture and 
the reasonableness of management risk. According to the following ϐive attribute judgement 
conditions again as above to build a decision tree model can be: 

(1) If it is caused by the e-commerce platform business model, the business model can be tracked to 
increase business supervision to ensure the normal operation of the platform business model. 

(2) If the entrepreneurial mismanagement leads to the emergence of logistics model risk unloading 
caused by the crisis warning, can increase incentives, enhance supervision or replacement. 

(3) If it is the network architecture risk problem, due to the comprehensive e-commerce platform 
operating model review, update the operating environment of the network architecture, reduce the 
platform network construction of the operational risk. 

(4) If it is a problem with the application architecture, aim to adjust the application architecture 
amount   to * ( )  , such as upgrading  , and if it is not possible to achieve, terminate the project 
and stop the loss in a timely manner. 

(5) If it is a management risk problem, a multi-party supervision model can be carried out to attach 
great importance to the problematic links, and at the same time, an emergency treatment programme 
process can be formulated in case of emergencies. 

2.3. Comprehensive risk assessment models in e-commerce platforms 

Using the above risk determination and assessment methods, a comprehensive risk assessment model 
for e-commerce platforms is obtained as shown in Figure 3. 
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The criterion layer matrix is determined 
and the eigenvector value is calculated
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according to the overall ranking

The decision tree or other decision rules 
are used to provide reference for assigning 

strength value to the policy layer

 

Fig. 3. Comprehensive risk assessment model of export aquatic food 

3. Decision Tree-based Comprehensive Risk Assessment and Response for E-
commerce Platforms 

3.1. E-commerce platform risk management 

The results of the e-commerce platform system risk weights are shown in Table 2. According to the 
hierarchical analysis method, the risk weight categories are: business model risk, logistics model risk, 
network architecture risk, application architecture risk and management risk, and the ϐive risk factors 
ranked in the top of these ϐive categories are: the impact of international exchange rate ϐluctuations, 
the sustainability of the policy dividend, the timeliness of the express logistics, the efϐiciency of the 
data access, and bonded warehousing inventory.The weights of these ϐive risks are 0.1327, 0.1138, 
0.1014, 0.0801 and 0.0762, respectively. The corresponding weights of the ϐive major risks are 0.1327, 
0.1138, 0.1014, 0.0801 and 0.0762, respectively.The high-risk factors obtained by analysing the above 
methodology are used to update the risk management register and formulate corresponding risk 
response plans. 

Table 2. The risk weighting of the electronic commerce platform system 

Risk category Risk factor Weighting Sort 

Risk of business model 

Policy dividend sustainability 0.1138 2 

International exchange rate fluctuations 0.1327 1 

The establishment of a profit model 0.0492 11 

Competitors' development 0.0549 9 

Risk of logistics model 

Supplier stability 0.0533 10 

Bonded warehouse storage 0.0762 5 

Delivery limitation 0.1014 3 
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Network risk 

Data leakage possibility 0.0468 12 

Disaster readiness scheme completeness 0.0669 7 

Network communication robustness 0.0625 8 

Applied framework risk 
Architecture implementation complexity 0.0727 6 

Data access efficiency 0.0801 4 

Management risk 

Management support 0.0298 14 

Managerial ability 0.0374 13 

Team member collaboration efficiency 0.0223 15 

3.2. Risk evaluation results and analyses 

Using the hierarchical analysis method combined with the fuzzy comprehensive evaluation method to 
carry out the comprehensive evaluation of e-commerce platform risk, with the help of hierarchical 
analysis software Yaahp to determine the weights of the second-level risk evaluation indexes, and then 
carry out the risk calculation step by step. The fuzzy comprehensive evaluation vector of each indicator 
is obtained, and the risk level evaluation results of indicators at all levels are ϐinally obtained based on 
multi-level fuzzy calculation. The analysis and summary of the evaluation results can guide the risk 
control and future development of the industry in which the case is located. This paper takes cross-
border e-commerce enterprise system risk management as the research object to carry out research. 

3.2.1. Comprehensive risk evaluation of e-commerce platforms for tier 1 indicators. The results of 
the fuzzy comprehensive evaluation of e-commerce platform level risk indicators are shown in Table 
3. It can be seen that in the e-commerce platform system, the fuzzy comprehensive evaluation score of 
the business model risk is 5.9925, which belongs to Class I high-risk control strategy in the risk 
classiϐication. The rest of the fuzzy comprehensive evaluation scores for “logistics model risk, network 
architecture risk, application architecture risk, and management risk” are 4.3159, 3.8938, 3.7861, and 
3.6875 respectively, which belong to medium-risk control strategy (Class II) in the risk classiϐication. 
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Table 3. Fuzzy comprehensive evaluation of level 1 risk index of e-commerce platform 

Risk category 
Fuzzy comprehensive evaluation 

score 
Risk level 

Risk of business model 5.9925 Ⅰ 

Risk of logistics model 4.3159 Ⅱ 

Network risk 3.8938 Ⅱ 

Applied framework risk 3.7861 Ⅱ 

Management risk 3.6875 Ⅱ 

3.2.2. Comprehensive risk evaluation of e-commerce platforms for secondary indicators. The 
results of the comprehensive risk evaluation of the e-commerce platform's secondary indicators are 
shown in Table 4. The results show that the secondary indicators rated as high risk are international 
exchange rate volatility, policy dividend sustainability, delivery constraints, data access efϐiciency, 
bonded warehouse, and architectural implementation complexity, with corresponding fuzzy 
composite scores of 5.6370, 5.4091, 5.3254, 5.1928, 4.8341, and 4.7495, respectively, whereas the 
secondary indicators of moderate risk are The fuzzy composite scores for “disaster preparedness, 
program integrity, network communication robustness, competitor development, supplier stability, 
establishment of a proϐit model, and leakage likelihood” are 4.4988, 4.3918, 4.2513, 3.9666, 3.7969, 
and 3.6807, respectively. There are three secondary indicators of risk, which are management ability, 
management support and team member collaboration efϐiciency, and their fuzzy composite scores 
are 3.2435, 3.2161 and 3.1356, respectively.This suggests that the e-commerce platform industry is 
an industry where there is a high level of risk. E-commerce platforms should be made to balance the 
advantages of all parties while working more closely together. In the new e-commerce platform 
decision-making and management process, efforts should be made to improve the e-commerce 
platform's cooperation mode innovation, so that it has a closer cooperation, thus balancing the risks 
of all parties. 

Table 4. The second level risk comprehensive evaluation of e-commerce platform 

Secondary indicator 
Fuzzy comprehensive 

evaluation score 
Risk assessment 

International exchange rate fluctuations 5.6370 Ⅰ 

Policy dividend sustainability 5.4091 Ⅰ 

Delivery limitation 5.3254 Ⅰ 

Data access efficiency 5.1928 Ⅰ 

Bonded warehouse storage 4.8341 Ⅰ 

Architecture implementation complexity 4.7495 Ⅰ 

Disaster readiness scheme completeness 4.4988 Ⅱ 

Network communication robustness 4.3918 Ⅱ 

Competitors' development 4.2513 Ⅱ 

Supplier stability 3.9666 Ⅱ 

The establishment of a profit model 3.7969 Ⅱ 

Data leakage possibility 3.6807 Ⅱ 

Managerial ability 3.2435 Ⅲ 

Management support 3.2161 Ⅲ 

Team member collaboration efficiency 3.1356 Ⅲ 
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3.3. Decision Tree-Based Risk Simulation Prediction for E-Commerce Platforms 

This paper uses Vensim software to simulate the risk of the constructed e-commerce platform. For the 
case of cross-border e-commerce risk control cycle is characterized by one month to two months, the 
degree of change in the risk value is recorded in terms of months. Finally, the decision on the direction 
of risk control of e-commerce platform is made according to the degree of change. 

3.3.1. Change in the level of business model risk. In the case-based e-commerce platform risk 
simulation run, the results of the business model risk level change are shown in Figure 4. In the case-
based business model risk simulation run, its risk level gradually decreases in the ϐirst month and 
reaches the bottom on the 30th day. At this point, the business model risk value is 0.1435, which is 
5.849 lower than the initial risk value of 5.9925.Subsequently, the business model risk of the case 
slowly increases over time. By day 60, the business model risk level of the case reaches about 3.0876, 
but it is still lower than its initial value, and according to the risk level classiϐied by the decision tree, 
it is found that the business model risk of the e-commerce platform belongs to the low risk zone. 

 

Fig. 4. Business model risk level changes 

3.3.2. Changes in the level of risk in the logistics model. In the case-based e-commerce platform risk 
simulation run, the results of logistics model risk changes are shown in Figure 5. It is found that the 
reduction of the logistics model risk is all negative, which is indicated by the fact that the macro and 
industry risks are in the state of increasing. Therefore, in the whole simulation process, the logistics 
model risk is in the state of slow and uniform increase, and its risk value rises from the initial 4.3159 
to 4.8614, the risk value increases by 0.5455. According to the risk level of the decision tree, the e-
commerce platform logistics model risk is classiϐied as a high-risk zone, which should be highly valued 
in the subsequent operation and management of the platform. 
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Fig. 5. Logistics model risk change results 

3.3.3. Changes in the level of network architecture risk. The results of the change in the network 
architecture risk level during the case-based e-commerce platform risk simulation are shown in Figure 
6. The simulation results show that the network architecture risk value is reduced from the initial 
3.8938 to 0.4315 (day 60), which is 3.4623 compared to the initial one, and the network architecture 
risk level decreases gradually and almost uniformly and rapidly over time. And from day 4 onwards, 
the network architecture risk is at a low risk level. The predicted trend shows that the level of credit 
risk reaches its lowest value when the value of network architecture risk reduction starts to be 
negative at the previous point in time. The result of decision making for network architecture risk is 
low risk, and the network architecture risk of the e-commerce platform will not be a big problem in 
the later operation as long as the right operator is chosen. 

 

Fig. 6. Network architecture risk level changes 
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3.3.4. Changes in application architecture risk levels. In the case-based e-commerce platform risk 
simulation process, the results of the application architecture risk level change are shown in Figure 7. 
The experimental results show that the supply chain risk level decreases uniformly and gradually over 
time because the value of the reduction of supply chain relationship risk at each time point is higher 
than the supply chain relationship risk level credit value, and the difference between the two values is 
large. From the 3rd day, the risk value of architecture risk level is 3.2400 < 3.5, which is a low risk area. 
And in one month the value of supply chain relationship risk level has been reduced to a very low level, 
in the 60th day, the risk value is only 0.1167, which belongs to a very low risk level. The results of the 
decision tree determination of the e-commerce platform application architecture risk are consistent 
with the results of the determination of the network architecture risk and the solution measures. 

 

Fig. 7. Application architecture risk level changes 

3.3.5. Managing changes in risk levels. The results of the change in the level of management risk 
during the case-based simulation of e-commerce platform risk are shown in Figure 8. The increase of 
management risk is all negative, which is indicated as the decrease of management risk. So the 
management risk level is decreasing during the simulation process. By the end of the ϐirst month the 
management risk value is only 0.2808, which is a small risk. By the 60th day, the risk value is even 
smaller, only 0.1020. At this time, the decision tree's determination of the management risk of e-
commerce platform is low risk, which indicates that as long as the management of the early stage is in 
place, the operation risk of the platform in the later stage will be extremely low. 
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Fig. 8. Managing risk levels of changes 

3.4. Risk Management Response Measures and Recommendations for E-Commerce Platforms 

When risks are identiϐied, a dedicated person arranges for the collation of a list of risks into a risk 
register. The risk register is categorized according to the list of identiϐied risks and the list of potential 
countermeasures, and the corresponding management register is adopted. After the risk analysis, the 
most likely risks are known and protective measures can be taken to make it difϐicult for the risks to 
occur, thus protecting the decision-making of the e-commerce platform. 

3.4.1. Risk management responses for e-commerce platforms: 
1) The impact of international exchange rate ϐluctuation can take measures such as negotiating with 
suppliers to settle payment in RMB and shortening the payment cycle. 
2) Policy risk can be taken to standardize the current system architecture, advance the interconnection 
with the customs system, and take the initiative to incorporate the customs supervision and other 
effective measures. 
3) Data access efϐiciency can take measures such as caching part of the data through the use of data 
caching servers, the use of data caching software. In addition and then save the picture in the ϐile server, 
thus effectively improving the efϐiciency of data access by purchasing a server in an off-site location of 
Ali Cloud, regular backups, and improve the security of the cross-border e-commerce platform. 
4) Customs commodity inspection clearance timeliness of the measures taken to: improve the stocking 
in the bonded area to avoid the depletion of the safety stock, to ensure the quantity and stability of the 
source of goods. 
5) Bonded warehousing inventory can take the following measures: sign a long-term cooperation 
agreement to protect the stability of cooperation between the two sides, and strengthen the 
supervision of third-party logistics enterprises to prevent the misdelivery of goods leakage and other 
aspects of the problem. 

3.4.2. Suggestions for Risk Management Responses on E-commerce Platforms: 
1) Strengthening quality training. Strengthening the quality of all employees of participating 
enterprises should be carried out in terms of both training of employees' business skills and cultivation 
of their moral standards. Regularly organizing business and technical training for employees in 
management knowledge, ϐinancial knowledge, risk knowledge and computer technology can improve 
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the technical level of employees in the actual operation of the business and reduce the risks arising 
from operational errors. 
2) Enhancement of business level. In the design of the e-commerce platform process, the business 
operation process design, position design, formation of professional risk management department, 
improvement of risk management system and reϐinement of job division of labor should be carried out 
according to the characteristics of the online platform. 
3) Upgrade the technical level. After upgrading the information management system of the 
participating enterprises, the third-party B2B e-commerce platform can establish an effective 
information platform to comprehensively manage the information, logistics and capital ϐlows in the e-
commerce platform with the active cooperation of all parties. Encourage the participating enterprises 
to invest in hardware equipment, develop software and train professional personnel, establish 
information sharing mode and mechanism, cultivate risk management awareness of information 
platform, and strengthen the exchange of various information among enterprises. Transfer the risk of 
platform funds to members outside the platform through insurance channels to ensure that the risk of 
e-commerce platform funds occurring in a closed environment is controllable. 
4) Establishment of credit mechanism. In order to improve their own credit level and credit rating, 
enterprises should take the initiative to cooperate with the third-party B2B e-commerce platform and 
commercial banks in their ϐinancing review work, and take the initiative to transmit their own ϐinancial 
information and business information in a timely manner. It is also necessary to achieve full sharing 
and smooth transmission of information to prevent misunderstanding caused by information 
asymmetry. E-commerce platform can also integrate its information system with logistics enterprises 
to keep the logistics information smooth. 
5) Improve the risk warning system. E-commerce platform to improve the risk warning system, ϐirst 
of all, the establishment of monitoring and early warning system, followed by the establishment of 
emergency warning mechanism, again the establishment of risk standard example library, and then 
also establish the risk of emergency plan library, in addition to the establishment of early warning 
coordination mechanism, and ϐinally to establish the risk of stop-loss control mechanism. 

4. Conclusion 

In this paper, hierarchical analysis and fuzzy comprehensive evaluation method are used to get the 
weights and risk levels of risk control factors in e-commerce platform. After that, under the decision 
tree assisted algorithm, it simulates and predicts the ϐirst-level risk results in the e-commerce platform, 
and according to the prediction results, it gives the appropriate risk countermeasures and response 
suggestions. 
1) The top 5 risk factors derived from hierarchical analysis in this paper are: the impact of 
international exchange rate ϐluctuations, sustainability of policy dividends, express logistics timeliness, 
data access efϐiciency and bonded warehouse inventory. The corresponding weights are 0.1327, 
0.1138, 0.1014, 0.0801 and 0.0762 respectively. Business model risk belongs to the high-risk category 
of level I, with a fuzzy comprehensive evaluation score of 5.9925. The rest belong to the risk category 
of level II. There are 6 Level II indicators rated as high risk category and their fuzzy composite scores 
range from 4.7495 to 5.6370. There are also six secondary indicators of medium risk, with their 
respective corresponding fuzzy composite scores ranging from 4.4988, 4.3918, 4.2513, 3.9666, 3.7969, 
and 3.6807 in descending order.There are three secondary indicators of Class III risk, with their fuzzy 
composite scores ranging from 3.1356-3.2435. 
2) In the case-based business model risk, network architecture risk, application architecture risk and 
management risk to the 60th day, their initial values of risk are all reduced to 3.0876, 3.4623, 0.1167 
and 0.1020, respectively, which are all low risk. The logistics model risk, on the other hand, is in a state 
of slow and even increase, with its risk value rising from the initial 4.3159 to 4.8614, which is a medium 
risk control strategy. 
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