
 
J. COMBIN. MATH. COMBIN. COMPUT. 127a (2025) 2035--2054 

 

 

  

Journal of  Combinatorial Mathematics and 
Combinatorial Computing 
www.combinatorialpress.com/jcmcc 

 

Intelligent Review Mechanism for Legal Compliance in Public 

Security Forensic System Based on Blockchain Technology 
 
Chenyue Hui1,✉ 

 
1 Shaanxi Police College, Xi’an, Shaanxi, 710021, China 

 

ABSTRACT 

The legal positioning of  blockchain technology applied to evidence and its attributes are the basis for its 

evidence review and rule design. This paper starts from analyzing the evidence attributes of  blockchain 

electronic data, combines relevant regulations and judicial interpretations, and clarifies the legal effect of  

blockchain electronic data. Combined with the judicial application of  blockchain evidence at home and 

abroad, it points out the specialized review rules of  blockchain evidence. Obtain the blockchain access 

evidence process, and propose the block file storage method based on RS code as well as the decryption 

outsourcing attribute-based encryption scheme with the same sub-policy to improve the CP-ABE 

encryption scheme. Explore the rules for blockchain deposits and clarify the rules and institutional value 

of  blockchain deposits for admissibility. Analyze the theoretical and practical operational performance of  

the improved attribute-based encryption algorithm. Optimize the evidence storage capacity of  blockchain, 

and analyze the performance of  the blockchain technology scheme designed in this paper in the intelligent 

review of  access evidence. In the forensic scenario run by the algorithm in this paper, the stored evidence 

data is reduced by 1417 characters, the transaction response time is shortened by 175.361ms on average, 

and the block size is reduced by about 4 times. It proves that the blockchain algorithm scheme proposed in 

this paper can shrink the cost of  depositing evidence, reduce the time of  depositing evidence, and improve 

the efficiency of  depositing evidence in the public security forensic system. 

Keywords: attribute-based encryption; CP-ABE; corrective deletion code; blockchain evidence; censorship 

rules 

 

1. Introduction 

With the increasing maturity of Internet technology and the arrival of the information age, public security 

departments have gradually realized the challenges and opportunities of the digital era, and started to 

improve the efficiency of case handling and enhance the quality of public security work with the help of 

scientific and technological innovations, in which blockchain technology has received more and more 

attention [1-4]. Blockchain technology, as a new type of computer technology, has the technical 
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characteristics of distributed data storage, encryption algorithm, consensus mechanism, peer-to-peer 

transmission, etc., and can provide the characteristics of anti-tampering, traceability, and shared distributed 

bookkeeping, etc. These characteristics make blockchain technology meet the needs of public security 

organs' forensic work to prevent the data from being tampered with or deleted [5-8]. 

First, blockchain technology provides an innovative solution for the authenticity and integrity of 

electronic evidence. In the traditional forensic process, the authenticity and integrity of evidence are often 

challenged by various factors, such as evidence being tampered with and forged [9-12], while the non-

tamperable characteristics of blockchain technology make the electronic evidence stored on blockchain 

have a very high degree of trustworthiness, which greatly reduces the risk of the evidence being tampered 

with or forged, and provides the public security organs with a more reliable and powerful technological 

guarantee for the forensics [13-16]. Secondly, blockchain technology improves the traceability of 

electronic evidence, enabling public security organs to comprehensively track the source and flow path of 

evidence. In the traditional forensic process, the source and flow path of evidence are often difficult to fully 

trace [17-20], which brings certain difficulties to the forensic work, while the traceability characteristics 

of blockchain technology enable public security organs to clearly grasp the source and flow path of evidence, 

which provides a more comprehensive and accurate information support for the forensic work [21-23]. 

This paper distinguishes the evidence attributes of blockchain electronic data, clarifies the working 

principle of blockchain deposit, and proposes the main technical architecture of blockchain electronic data. 

It proposes and improves the corrective deletion code technology and attribute-based encryption 

technology for the censorship rules of blockchain evidence, and proposes the encoding/decoding, storage 

and recovery technology for block files based on RS code, respectively. Optimize the CP-ABE scheme and 

design a decryption outsourcing attribute-based encryption scheme based on the same sub-policy. Give the 

evidence rules of blockchain deposit, including the admissibility rules and institutionalized value analysis. 

Carry out the comparison algorithm to analyze the performance of the outsourced attribute-based 

encryption scheme updated with the strategy proposed in this paper from both theoretical and 

experimental aspects. Establish the dual-chain blockchain storage architecture and analyze the access 

efficiency of blockchain technology in the public security forensic system. 

2. Analysis of the legal compliance of blockchain technology in public security 
forensics 

2.1. Technical architecture of blockchain evidence 

2.1.1. Evidentiary Properties of Blockchain Electronic Data. In the case of “Information Network 

Dissemination Case of an Internet Court”, the Court, in determining the electronic data stored and fixed 

by blockchain technology, considered three aspects, namely, the qualification of the depository platform, 

the degree of completeness of the blockchain's custody of the electronic data, and the trustworthiness of 

the technological means used for forensics. The validity of the electronic data involved in the case was 

finally affirmed. As a result, the nature of blockchain evidence is clear, blockchain evidence is functionally 

an electronic data storage method, and is essentially electronic data [24-25]. 

2.1.2. Technical architecture of blockchain electronic data. The use of blockchain technology for the 

deposit of electronic data does not mean that the blockchain is used as a medium for the transmission of 

electronic data. In fact, what is stored in the blockchain is not the original electronic data itself. If there is 

a misunderstanding of the relationship between the two will not be able to explain the technical advantages 

of the blockchain. As a special kind of electronic data, the uniqueness of blockchain evidence lies firstly in 

its special storage mechanism. 

In fact, although blockchain technology can be applied in many fields with rich meanings, the following 

are the main ones applied to the storage of electronic data, i.e. chain storage, distributed multi-node 
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processing, and data encryption technology. For better understanding, the above three technologies are 

briefly explained. 

1) Understanding chained storage is fundamental to understanding blockchain depository technology. 

Data can consist of blocks of different forms, types or origins, where any one block represents a unique 

identifier for that data. The data unit of the blockchain is the “block”, which is interconnected with shared 

data and encrypted information (hashes) from previous blocks to form the “chain”. Blocks can be split into 

parts and combined in different ways to form a chain structure with certain rules. 

2) The blockchain network consists of multiple nodes that form the system architecture. Each node in 

the blockchain has its own independent key and stores itself in its own corresponding storage space. The 

data recorded in all nodes is the same, and the data in any node cannot be modified separately. 

3) Encrypted data storage is the most prominent feature of blockchain evidence and what distinguishes 

it from traditional electronic data. 

Blockchain technology brings the benefit of being able to authenticate and protect electronic data from 

unauthorized tampering during multiple transmissions. The authentication does not require the parties or 

the judge to have special skills in relation to blockchain, and can be accomplished by simply checking the 

hash value. 

2.2. Rules for Specialized Review of Blockchain Evidence 

2.2.1. Specific review norms for blockchain evidence. Domestic and foreign countries have placed the 

application of blockchain evidence in the judicial field in an important position, and have begun to pay 

attention to the application of blockchain evidence in the field of litigation, and have continuously increased 

the review and research efforts on blockchain evidence. At the same time, the application advantages of 

blockchain evidence and judicial jurisprudence are highlighted in the National Informatization Plan to pave 

the way for enhancing the proof ability of blockchain evidence. Countries are strengthening and 

popularizing the use of blockchain evidence in the judicial field, but how the review of blockchain evidence 

in terms of authenticity, relevance and legitimacy should be required, and how to formulate a unified review 

standard, need to start from the blockchain review standard, review rules and other review and application 

of the issue, which will be a relatively tricky international problem in the long term future. 

2.2.2. General Rules for Examining Blockchain Evidence. The relevant provisions state that “for the 

first time, blockchain information technology and technical means such as time stamps and digital 

signatures are explicitly combined with electronic data. And for the first time, the content of the 

authenticity review at the stage of generating and storing electronic data is confirmed, and the 

authentication standards and specific forms of verification that need to be confirmed are clarified”. The 

rules have landed, making the legal effect of blockchain deposits in the Internet Court a more objective 

basis. 

1) Principle of Blockchain Evidence. Blockchain evidence uses blockchain technology to deposit and 

forensic the corresponding electronic data, and once the data enters the blockchain system, it can ensure 

that the relevant data information will not be tampered with. Among them, blockchain forensics is the 

process of using blockchain technology to forensically examine electronic data, and this forensic method 

has higher security and tamper-proofness compared to traditional notary forensics and third-party forensic 

forms. 

2) Blockchain access process. At the same time, whether the access environment is clean is an important 

determinant of the authenticity of blockchain evidence, and it is the proof factor of the standardization of 

the blockchain evidence access process, but all the factors in the process of uploading the chain will pose a 

threat to the stability of the electronic data depository equipment and the proving power of the deposited 

data. 
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The blockchain evidence access process is shown in Figure 1. 
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Fig. 1. Block chain access verification process 

2.3. Blockchain-based electronic data depository 

2.3.1. Deletion techniques. Corrective Deletion Code (CDC) is a data redundancy mechanism that 

ensures high data availability, and its applications have been universally recognized. Its applications 

include, but are not limited to, improving data reliability in storage systems and reducing the risk of data 

loss in network transmission. 

The main use of a deletion correction code is to create n blocks which contain data blocks and parity 

check blocks (coded blocks), making it possible to still recover the original data when any block is lost. In 

(n, k) deletion codes, the original file is split into k blocks and then encoded. The final result is k equal-

sized data blocks and m parity blocks, i.e., a total of n coded blocks. Assume that the number of lost data 

blocks is t, as long as t <= m. Then the remaining (n-t) blocks are sufficient to reconstruct the entire 

original file. This kind of coding is called Maximum Distance Divisible (MDS) coding.MDS coding satisfies 

Singleton bounds and provides optimal storage efficiency.Reed-Solomon code is the classical MDS 

algorithm and the corrective censoring code used in this paper is RS code. 

A blockchain contains multiple block files and a block file contains multiple blocks. The block file is 

encoded by using the corrective code technology to generate multiple code segments, which are evenly 

distributed to the nodes in the group. When recovery is required, the coded segments stored by all the 

nodes in the group are integrated together for decoding to a complete block chain. 

1) Encoding and decoding of block file. A block file iB  consists of several complete blocks, let the size of 

this block file is iS . The block file iB  is divided into k  fixed-size data segments 1 2( , ,..., )i kD d d d , the 

size of each data segment ( 1,2,..., )id i k  is /iS k . ( , )n k RS deletion coding technique is used to encode 

these k  data segments to obtain the checksum segment 1 2( , , , )i rC c c c  . In turn, n  fixed-size coded 

segments { , }i i iR D C  are obtained, of which k  are data segments and r  are checksum segments. And 

r n k  . We denote the generating matrix B  of a ( , )n k RS corrective censoring code as Equation (1): 
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where the upper matrix of the generating matrix B  is a unit matrix of order k , which ensures that the 

original data segmentation can still be read directly after encoding. 

The encoded segments can be obtained by calculating the product of the generating matrix B  and the 

data segments 1 2( , ,..., )i kD d d d , Equation (2) is given below: 
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When a node needs to recover the corresponding block file, it sends a recovery request to other nodes 

in the group, and the other nodes transmit the relevant coded segments they have stored to the requesting 

node. According to the Maximum Distance Separable (MDS) property of the deletion correction code, 

when the requesting node receives more than k  coded segment, it can recover the original block file. The 

specific operation is to find the inverse matrix 1B  of the generation matrix B , and multiply it with the 

received z  coded segments to get the original data segments. Equation (3) is as follows: 
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Where, ( )x y z    and z k  . After each node stores the encoded segments of the block file, the 

original block file is deleted to reduce the occupation of storage space. Meanwhile, the hash value of the 

original block file needs to be calculated and stored when encoding is performed to provide checksum 

comparison for subsequent decoding. 

2) Storage and recovery of block files. Each group needs to store a complete block file, i.e., ( )k r  coded 

segment i tR R . Given that the number of nodes in the group is n , then each node in the group needs to 

store ( ) /k r n  or ( ) / 1k r n   coded segments. 
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The process is as follows: 

Ⅰ, the master node M  in the current group obtains the ( 1)L  nd block file in the current block chain, 

and segments and encodes it to obtain the corresponding ( )k r  encoded segments i tR R . Number the 

nodes in the group from 0 to 1n  . Let the first node of this storage segmentation be numbered 

, [0, 1]x x n  . 

Ⅱ, then number the coding segments in sequence from 0 to ( 1)k r  , and set a mark to distinguish 

the data segments from the checksum segments. 

Ⅲ, finally, it is necessary to determine which nodes store check segments, if the node stored coded 

segments have serial numbers greater than 1k  , then the node stores check segments. Press for each 

node stored coding segment collection 
j

iR  ( i  is the belonging block file flag, j  is the belonging node 

flag, 
1 2 3{ , , }n

i i i i iR R R R R   ) design a variable flag to indicate whether it contains check segments, 

including check segments with flag = 1 said, otherwise with flag = 0 said. If none of the flags of the collected 

set of coded segments is 1, i.e., the set of coded segments flag=0, and the number of codes is greater than 

k , the block file can be recovered without decoding. 

2.3.2. Attribute-Based Cryptography Related Techniques: 

1) Bilinear mapping. Bilinear mapping is an important application direction of attribute-based 

cryptography, which is defined as follows. 

Definition 1 (Bilinear mapping): let 1 2, , TG G G  be a group of three multiplicative cycles of order prime 
p . Define a bilinear mapping 1 2: Te G G G   and satisfy the following properties: 

(1) Bilinearity: for any 1 2, , , , ( , ) ( , ) ( , )a b b a ab

pa b Z x G y G e x y e x y e x y     . 

(2) Non-degeneracy: there exists 1 2,x G y G   such that ( , ) 1e x y  . 

(3) Computability: for any 1 2,x G y G  , there exists an efficient algorithm to compute ( , )e x y . The 

above bilinear mapping is said to be symmetric if 1 2G G , otherwise it is asymmetric. 

2) Difficult problems. Let ,G G  be two multiplicative cyclic groups of order prime p  and generating 

element g . Define a bilinear mapping :e G G G   and the associated difficulty problem is described 

as follows: 

Definition 2 Discrete Logarithm Problem (DL Problem): choose h G  at random and given g  and 

h , the goal of the DL problem is that output pa Z  satisfies ah g . 

Definition 3 Computational problem (CDH problem): choose 1 2, pt t Z   at random and given 
1 2( , , )t tg g g , compute the value of 2''g . 

Definition 4 Deterministic problem (DDH problem): choosing 1 2, , pt t z Z   at random, given 
1 2( , , , )t tg g g g   and 1 2 1 2( , , , )t t t tg g g g  , an attacker without probabilistic polynomial time is able to 

distinguish 2tg  and g   with a non-negligible advantage. 

Definition 5 Deterministic bilinear problem (DBDH problem): 

Choosing 1 2 3, , , pt t t z Z   and TR G   at random, given 31 2( , , , )
tt tg g g g  , an attacker without 

probabilistic polynomial time is able to distinguish with a non-negligible advantage between tuple 
3

131 2 2, , , , )( ( , )
btt tg g g g e g g


  and the random tuple 

 31 2( , , , , )
tt tg g g g R  (4) 

Definition 6 Deterministic q -parallel bilinear problem ( q -parallel BDHE problem): randomly choose 

1, , , , q ps a b b Z  and TR G  if given the following parameters: 
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An attacker without probabilistic polynomial time is able to distinguish tuple 
1

( , )
qa s

Te g g G


   from 

random element TR G  with a non-negligible advantage. 

3) Ciphertext Policy Attribute-Based Encryption. The algorithm of CP-ABE is suitable for access class 

applications such as private data sharing, e.g., encrypted storage and fine-grained sharing of data in cloud 

environments, which is defined as follows: 

(1) (1 ) ( , )Setup Pk Msk  : System initialization No. 1 method to generate public key Pk  and master 

key Msk with security parameter   as input. 

(2) ( , , ) sKeyGen Pk Msk S SK : Key generation algorithm to generate private key sSK  with key Pk  

and Msk and attribute set S  as input. 

(3) ( , , )Enc Pk M CT   : Encryption algorithm that encrypts plaintext M   to generate ciphertext 

CT  according to the specified access structure  . 

(4) ( , , )SDec Pk CT SK M  : Decryption algorithm that gives the public key Pk  and ciphertext CT , 

and private key sSK  . If the submitted attribute set satisfies the access policy, it can be successfully 

decrypted to get plaintext M . 

4) Decrypted outsourced attribute-based encryption scheme based on the same sub-policy. By optimizing 

the encryption and decryption algorithms of CP-ABE scheme, this paper proposes a decryption 

outsourcing attribute-based encryption scheme based on the same sub-policy, which achieves the 

improvement of the overall performance of the scheme and reduces the computational overhead of the user 

side. 

This scheme mainly consists of system initialization, key generation, encryption algorithm based on 

access policy merging, decryption algorithm supporting decryption outsourcing, and the variable symbols 

involved in the design process of the scheme and the specific meanings they represent are shown in Table 

1. 
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Table 1. Symbolic specification 

Symbol Concrete meaning 

MK  Master key 

PK  System public key 

SK  User attribute private key 

TK  Transformation key 

UK  User decryption key 

S  User attribute set 

1 2,m m  Plaintext 

1 2,T T  Access strategy 

oT  Same substrategy 

IC  Intermediate message 

1 2,CT CT  cryptographic 

Ⅰ, system initialization 

( , ) ( , )Setup U PK MK  : The authorization center runs the initialization algorithm to carry out the 

initialization operation for the system, inputs the security parameters   as well as the set of attributes 

U , and inputs the public key of the system PK  and the master key that needs to be kept secretly MK . 

First, let 0 1,G G   be two cyclic groups of order p   and g   be the generating element of the group. 

Define 0 0 1:e G G G   as a bilinear mapping and 1 0:{0,1}*H G  as a hash function. Two parameters 
, pZ    are chosen randomly and are computed to yield PK  and MK , where PK  is released as a 

public parameter and MK  needs to be kept secret. Namely: 

 0( , , , ( , ) ), ( , )PK G g g e g g MK g     (6) 

II. Key Generation 

( , , ) ( , , )Keygen PK MK S SK TK UK   The key generation algorithm is executed by the Trusted 

Authorization Center by inputting the system public key PK  and the system master key MK  and the 

set of user attributes s , which can be calculated to produce the attribute private key SK , the conversion 

key used to convert the ciphertext into the intermediate ciphertext TK  and the user decryption key UK . 

The authorization center chooses a random parameter 
*

pr Z , for each attribute j  there is j S , and 

then for each attribute j  in the attribute set  S  there is a random choice 
*

j pr Z , which can be computed 

to yield the SK  parameters as follows: 

 ( )/( , : ( ) , )j jr rr r

x jSK D g j S D g H j D g          (7) 

Choose a random parameter 
*

pn Z  and compute to get TK  and UK . i.e.: 
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D g UK n

  





 

   

 

 (8) 

The authorization center sends the conversion key TK  to the CSP to be stored in the conversion key 

library, and sends the user decryption key UK  to the data accessor over a secure channel. 

III. Encryption Algorithm Supporting Access Policy Consolidation 

First, define a polynomial xq   for each node x   in access strategy 1 2,T T  , where the order xd   of 

polynomial xq  is related to the threshold value xk  of node x  as 1x xd k  . Using the root node o  of 

the same sub-strategy as the initial node, choose any random parameter ps Z   and define (0)oq s  . 

Since ,p q  is the father node of o  the following equation can be derived by utilizing the correspondence 

between the father node and the child node: 
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 (0) ( ( )) ( ( ))o p qq q index o q index o   (9) 
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The root nodes o  of the same sub-policy all have index value 1 in the access control tree 1 2,T T , and 

according to Eq. Thus, we have (1) (1)p qs q q   . Equation 

1 1 0 1 1 0... , ...
p q qd p d d ds p p p p s q q q q            can be derived from Eq. (10) as well as Eq. (11). 

which in turn can be derived: 

 0 1 1( ... )
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 0 1 1( ... )
q qd dq s q q q      (13) 

Then, multiple other polynomial coefficients are randomly selected, and the values of 0p  and 0q  can 

be calculated according to Eq. (12) and Eq. (13), and polynomials ( )pq x   and ( )qq x   can be finally 

determined by 0p  and 0q . 

By accessing the tree structure 1 2,T T  the ciphertext 1 2,CT CT  corresponding to the plaintext 1 2,m m  

can be calculated respectively as follows: 
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Where, let 0( )Y T   is the set of leaf nodes of the same sub-strategy 0T  , for the set 0( )Y T   in the 

calculation of the ciphertext 1 2,CT CT   needs to be calculated only once, avoiding the additional 

computational overhead caused by repeated calculations. 

IV. Decryption algorithms supporting decryption outsourcing 

1( , , ) ( )Cloud Dec PK SK CT IC  : The outsourced decryption algorithm is performed by the CSP, and 

the intermediate ciphertext IC  is computed by entering the publicly available system public key PK , 

the conversion key TK , and the ciphertext CT . 

Take decrypting ciphertext iCT  as an example, the CSP verifies whether the set of sessions in TK  

satisfies iT  before performing the pre-decryption, and if it does, the pre-decryption algorithm is performed. 

The decryption algorithm can be expressed as a recursive algorithm, if x  is a leaf node in the access 

control tree 1T , then make ( )i att x  and compute: 

  
(0)
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i r q q

i x

e D C e g H i g
DecryptNode CT TK x e g g

e D C e g H att x



 


    (16) 

If x  is a non-leaf node, denote by xS  the set of all child nodes z  that will be x  and call the function 

), ,(DecryptNode CT TK z   to compute zF   corresponding to each child node z   and each node z   that 

satisfies zF  . i.e: 
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Where, ( ), { ( ) : }x xi index z S index z z S   , the computational process of root node root decryption is 

denoted as: 
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Then calculate: 
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1( ( , ) , )rqIC C m e g g A    (20) 

The calculated intermediate ciphertext is sent to the data accessor over a secure channel. 

V. User Decryption Phase 

The user decryption algorithm is executed locally by the data accessor, and the user decrypts the 

intermediate ciphertext by converting the key after getting the intermediate ciphertext from the cloud. At 

this stage, only a small amount of computation is needed to decrypt the plaintext, which reduces the amount 

of computation of the data accessor itself and saves the time cost brought by the decryption. 

1( , ) ( )User Dec UK IC m   : The data accessor executes, inputs the user key UK   as well as the 

intermediate ciphertext IC , and outputs the plaintext 1m . i.e.: 
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The data accessor can decrypt plaintext im  by performing a simple calculation with the user decryption 

key. 

2.4. Evidentiary rules for blockchain depositories 

2.4.1. Admissibility rules for blockchain depositories: 

1) Establishment of the principle of authenticity review and determination: 

(1) Improve the electronic data authentication method. The evidence qualification determination of 

blockchain deposit is different from the traditional rules of evidence in the original determination theory 

and the original carrier review method, both of which are closely related to the authenticity review. 

The essential requirement of electronic data deposit is to ensure the continued authenticity of electronic 

data, and continuous verifiable. The authenticity review of blockchain deposit breaks the old pattern, with 

advanced technology and reliable deposit system to realize the online identification of evidence, this way 

is the substantive review of electronic data. 

(2) Construct the original electronic data review rules. Guarantee the authenticity of the blockchain 

deposit first to determine that the parties have submitted the original form of evidence, construct the 

original form of the examination rules to clarify two points of content, respectively, the scope of the replica 

deemed to be the original definition and whether the judge of the specific case of the deposit of evidence 

technology to explain the description. 
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2) The review of the blockchain depository rules of determination. The reason why the blockchain evidence 

deposit platform will have a prominent impact on the traditional rules of evidence is not only due to the 

unique attributes of blockchain technology, but also due to the fact that the judiciary has made a new 

interpretation of the evidence admissibility and forensics to keep abreast of the times. 

The construction of objective authentication rules for blockchain deposited evidence can be considered 

from two aspects: the relevance of the supplementary evidence and the credibility of the source of the 

evidence. 

The review of the blockchain certificate of deposit recognition standards need to consider the 

authenticity of the review and integrity and reliability of the review of the two aspects. 

2.4.2. The Institutionalized Value of Blockchain Depositories: 

1) Blockchain Deposit Realizes Judicial Governance of the Internet. Based on “blockchain + judicial justice”, 

the Internet Court traces network information through blockchain technology to become judicial evidence 

to combat piracy and protect intellectual property rights. “Blockchain +” can also be applied to the union 

of notaries, enterprises, forensic institutions, courts, and arbitration institutions to promote the continued 

authenticity of electronic data deposits and fixed certificates. For the time being, it seems that it is crucial 

to standardize the review and judgment method of electronic data access evidence as well as the principle 

of legal applicability, and blockchain electronic data deposit can promote the judicial field to keep abreast 

of the times, and become the basis for a better solution to the cases of Internet disputes, and it can also 

sound the rules of electronic data deposit and forensic evidence and improve the level of judicial governance 

more quickly. 

2) Achieving decentralization in the judicial field. In judicial practice, the concept of decentralization 

represented by blockchain has highlighted the advantages. Compared to the traditional evidence 

preservation and forensic procedures, blockchain depository in terms of application, can separate the 

evidence itself from the technology, the depository platform directly marks the evidence, by comparing the 

hash value recorded on the node on the blockchain chain, you can confirm the completeness and 

authenticity of the electronic data, so as to show a verified piece of evidence in the courtroom, and the judge 

for the determination of the evidence can focus on the factual aspects of the case, and Explore whether it 

has sufficient relevance. 

3) Improve the judicial forensics program. For the forensics of electronic data, can be reviewed through 

the computer environment beforehand, data preservation, notarization and appraisal of the way, will be 

generated in the judicial process of electronic data, such as authentication information, electronic archives, 

etc. for preservation. 

3. Intelligent review performance of blockchain technology in public security 
forensics 

3.1. Performance analysis of attribute-based encryption algorithms 

3.1.1. Theoretical analysis. This section compares the scheme with related schemes in terms of its 

functionality, encryption computation time, ciphertext length, and interactive data length. 
The function of the comparison scheme mainly considers whether it supports outsourced encryption 

function, policy update function and ciphertext correctness verification function. The encryption efficiency 

comparison mainly considers the local encryption time in the outsourced encryption scheme, and the 

combined encryption time of local and outsourced encryption. If the scheme supports ciphertext 

correctness verification, the computation time of different schemes in verifying the ciphertext is also 

compared. The ciphertext length and interaction length mainly compare the communication cost of the 



2046 C. HUI 

schemes, and the interaction length refers to the length of the interaction data between the data owner and 

the outsourced service during the outsourced encryption process. 

The local encryption and aggregate encryption time comparisons are shown in Table 2, which include 

Scheme Ⅰ: cloud storage oriented attribute-based encryption scheme with support for full outsourcing, 

Scheme Ⅱ : single-server based power-index secure outsourcing computation scheme on the swarm, 

Scheme Ⅲ: verifiable ciphertext policy attribute-based encryption secure outsourcing scheme, Scheme Ⅳ: 

semi-policy hidden attribute-based encryption scheme with support for dynamic policy updating, Scheme 

Ⅴ: support for policy Scheme V: Multi-agency attribute-based encryption scheme supporting dynamic 

policy update. 

It can be seen that the local encryption computation overhead of this paper's scheme is 2 Exp  . If 

outsourcing computation is not used, the encryption overhead rises to (3 1)l Exp . It can be seen that by 

outsourcing computation, the data owner does not need to construct the exponential operation with linear 

growth, which alleviates the computational pressure on the local terminal. The combined encryption time 

of this paper's scheme is (3 1)l Exp  , which is slightly larger than the local overhead without using 

outsourced encryption computation, and the redundant computation is small, which has little impact on 

the overall efficiency. 

Table 2. Local encryption and check encryption time contrast 

Scheme 
Outsourced 

encryption 

Policy 

update 

Cryptographic 

validation 

Local 

encryption 

Total 

encryption 

Scheme Ⅰ √ × × 5 Exp  (12 3)l Exp  

Scheme Ⅱ × × × 8 Exp  (5 6)l Exp  

Scheme Ⅲ √ √ √ 3 Exp  (4 4)l Exp  

Scheme Ⅳ √ √ × 4 Exp  (3 2)l Exp  

Scheme Ⅴ √ √ × 5 Exp  (12 3)l Exp  

Programme of  

this article 
√ √ √ 2 Exp  (3 1)l Exp  

Comparison of ciphertext length and interaction data length is shown in Table 3, which shows that the 

scheme in this chapter adopts the lightweight attribute-based encryption scheme, and the ciphertext length 

is smaller than Scheme Ⅰ , Scheme Ⅱ , Scheme Ⅳ , and Scheme Ⅴ . In the process of outsourcing 

encryption, the amount of interaction data between the data owner and the outsourcing cloud server is also 

an important indicator for evaluating the efficiency of the scheme. The interaction length of this paper's 

scheme is smaller than Scheme Ⅰ, Scheme Ⅳ, and Scheme Ⅴ. Scheme IV results in a significantly larger 

interaction length than the other schemes due to the fine-grained verifiable security outsourcing approach. 
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Table 3. Contrast length and interaction data length 

Scheme 
Outsourced 

encryption 
Policy 

update 
Cryptographic 
validation 

Text length Interaction length 

Scheme Ⅰ √ × × 3 2 pl G l Z
 

3 4 pl G l Z
 

Scheme Ⅱ × × × 2l G
 

l G
 

Scheme Ⅲ √ √ √ l G
 

2l G
 

Scheme Ⅳ √ √ × 3l G
 

25 16 pl G l Z
 

Scheme Ⅴ √ √ × 2 2 pl G l Z
 

2 5 pl G l Z
 

Programme of  this 
article 

√ √ √ l G
 

2 pl G l Z
 

The main scheme for the time comparison of ciphertext correctness verification methods is Scheme III, 

which uses a packetized verification algorithm. The time comparison of ciphertext correctness verification 

is shown in Table 4. From the table, it can be seen that the efficiency of the efficient verification algorithm 

in this paper's scheme is significantly higher than that with Scheme Ⅲ, and the efficiency of the strict 

verification algorithm is comparable to that of Scheme Ⅲ, but higher than that of Scheme Ⅲ. Therefore, 

the ciphertext correctness verification method proposed in this paper can meet the requirement of efficient 

verification for data owners. 

Table 4. The accuracy of the information is compared 

Scheme 
Outsourced 

encryption 

Policy 

update 

Cryptographic 

validation 
Verification time 

Scheme Ⅲ √ √ √ 
2 2l Exp l Pair  

 

Efficient validation algorithm 

for this article 
√ √ √ 3Pair  

Rigorous validation algorithm 

for this article 
√ √ √ 

2l Exp l Pair  
 

3.1.2. Experimental analysis. To realize the program, the experimental equipment model is a laptop of 

a brand with 16G RAM. Where the operating system is Win10 64-bit, CPU is I7-6200U, programming 

language used is Java language and cryptography library used is JPBC. 

The experimental results are shown in Fig. 2, where the encryption time is shown in Fig. (a), as the 

number of attributes increases, the encryption time of this scheme also increases similarly, this is because 

there is a linear relationship between the encryption time and the number of attributes. In the decryption 

phase, since this scheme outsources the decryption overhead to the cloud server, the decryption time is 

independent of the number of attributes of the user and is at the constant level, therefore, in Fig. (b), it can 

be clearly observed that the decryption time of this scheme is the least, with an average decryption time of 

8.8ms and the longest decryption time of no more than 12ms. 

In addition, observing Fig. (c) tracking time and Fig. (d) update time, it can be observed that the tracking 

time of this scheme is also lower than Scheme Ⅲ, Scheme Ⅳ and Scheme Ⅴ. The update time also 

remains stable and efficient, as the number of attributes increases, the update time of the attribute-based 

encryption algorithm proposed in this paper is always 25ms. 
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(a) Encryption time        (b) Decryption time 

 

(c) Trace time         (d) Update time 

Fig. 2. Experimental results 

3.2. Blockchain technology for managing access to electronic evidence 

3.2.1. Test environment. The hardware environment of this paper consists of two physical hosts, and 

the specific host information is shown in Table 5. 

Table 5. Host information 

CPU Memory Store 

Intel(R)Core(TM)i5-3317U CPU 1.70GHz 8G 32G 

Intel(R)Core(TM)i5-3317U CPU 1.70GHz 4G 32G 

The software environment of this paper is shown in Table 6. The system interaction mainly refers to 

the interaction between the front-end and the Ethernet smart contract layer, using the interface provided 

by web3.js to realize the display of user information and the operation behavior of the smart contract layer 

under the Express framework of Node.js. 
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Table 6. Software usage 

Software use Software name Version 

Operating system Windows10 64 Corporate edition 

Development tool Node.js 5.7.1 

Development framework Express 4.15.6 

Database MongoDB 3.4.15 

Etheric client GETH 1.8.3 

3.2.2. Tests of depository efficiency. Before the distributed storage of smart contracts on the original 

data, this paper first fingerprints the original files of different file formats through the GridFS file storage 

driver of the MongoDB database, and extracts the file ID and MD5 values as the data fingerprints that 

identify the original files. With the addition of this process, the system in this paper reduces the cost of 

block deposit and improves the efficiency of data deposit compared to ordinary Ethernet deposit. In this 

section, the performance efficiency of the system is tested. 
The test data in this section is selected as a 1024-byte jpeg image file, and the test scenarios are defined 

as two kinds, and the difference between scenario 1 and scenario 2 is that scenario 1 does not fingerprint 

the original data. The test method is as follows: 

1) Scenario I In order to realize the transmission of images in the blockchain network, it is necessary to 

represent the binary data using 64 printable characters through base64 encoding to get the identification 

information of 1524 characters. 

Scenario II fingerprints the original file by the method proposed in this paper, and obtains the identification 

information of 107 characters containing the file ID and MD5 value. 

2) Login to the system as a super user and enter the front-end interface of the distributed depository module. 

Scenario 1 and Scenario 2 respectively enter their respective identification information, and then click on 

the “Deposit” button to call the contract method to generate the deposit transaction. At this time, the front-

end interface to get their respective transaction hash, the background monitoring the response time to 

generate new transactions, the unit is milliseconds. 

3) In the GETH client to complete the transaction to generate a new block, according to the transaction 

hash to locate the block, record the value of Gas consumed in the mining process and the block size. 

The results of the performance indicators are shown in Table 7, which records the average value of each 

performance indicator for Scenario I and Scenario II tested 100 times respectively. 

According to the test results, Scenario 2, compared with Scenario 1, the deposit data is reduced by 1417 

characters, and the transaction response time is shortened by 175.361 milliseconds on average. The process 

of deposit transaction saves 420,000 Gas values, and the block size is reduced by about 4 times. The above 

test results demonstrate that the system proposed in this paper reduces the deposit cost, shortens the 

deposit time, and improves the efficiency of the system deposit. 

Table 7. Performance indicator results 

Performance indicator Character number Trading response time(ms) Gas consumption Block size 

Scene one 1524 711.365 956321 12433 

Scene two 107 536.004 531579 3256 

Difference value 1417 175.361 424742 9177 

3.2.3. Certificate-Oriented Dual-Chained Storage Architecture: 

1) File slicing test. This paper uses blockchain technology to realize the access management of electronic 

evidence, and designs a double-chain storage architecture when storing data, which improves the storage 

efficiency of data and optimizes the off-chain storage. In this section, file sharding, load balancing and other 

aspects will be tested. 
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Under the dual-chain storage architecture in this paper, large files are stored in FastDFS cluster in slices, 

and the hash summaries, storage addresses and other information of the files are stored on the chain. Firstly, 

in order to verify whether storing files in pieces can improve the storage efficiency of files. Secondly to 

select the appropriate file slice size. For this purpose, storage comparison experiments are carried out 

between file slice storage and non-slice storage at different data sizes. 

In the experiment, 10M, 50M, 100M, 250M, 500M, 750M, 1000M files are selected, and the upload 

speed of the files in the case of file storage without slicing and splitting the files into 1M, 5M, 10M, 50M 

file slices respectively. 

The speed of direct file upload is shown in Table 8, when the file reaches 500M and above, the average 

time consumed for five experimental times of direct file upload is 91.4s~172.7s. 

If the file is not uploaded in pieces, then the time for the file to be uploaded to the system is linearly 

increasing, and the larger the file block is, the longer it takes to upload. In the table, the file is not sliced, 

only one thread uploads the file, and when uploading concurrently, multiple threads upload the file at the 

same time, so the uploading rate of the file is greatly improved. 

At the same time, it is found that splitting the file into small pieces and uploading them concurrently 

can greatly improve the file uploading rate compared to uploading them directly with a single thread. 

However, for some small files, the uploading rate increase effect of splitting files is not obvious. 

Combined with the above analysis, and at the same time to reserve a certain amount of performance 

space to ensure the stable operation of the system. In the end, this paper adopts single-threaded direct 

upload for files below 50M when uploading data. For files between 50M and 100M, the file is split into 5 

pieces. For files from 100M to 250M, 10 threads are utilized for uploading. For files above 250M, they are 

split into 15 chunks for uploading. 

Table 8. File direct upload speed 

File size 1 2 3 4 5 Block number 

10 M 1.96s 1.99s 2.04s 2.15s 2.67s 1 

50 M 10.54s 11.24s 11.36s 12.57s 14.01s 1 

100 M 21.55s 22.33s 24.15s 25.91s 26.75s 1 

250 M 46.79s 49.22s 50.75s 52.49s 55.64s 1 

500 M 85.43s 89.63s 92.47s 93.71s 95.86s 1 

750 M 125.47s 128.41s 129.98s 131.24s 135.44s 1 

1000 M 167.98s 168.72s 172.34s 175.06s 179.61s 1 

2) Load balancing test. In this paper, in order to improve the storage efficiency of FastDFS storage cluster, 

the storage cluster load balancing algorithm is optimized for the deficiencies that exist in the storage 

cluster load balancing algorithm. In order to test the effectiveness of the load balancing algorithm, the 

following experiments are designed for this purpose. First the configuration environment of the storage 

cluster is shown in Table 9. 
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Table 9. FastDFS storage node configuration 

Memory node Hard disk Memory Bandwidth CPU 

S1 30G 1G 80M Double nucleus 

S2 30G 2G 80M Double nucleus 

S3 60G 6G 100M Double nucleus 

S4 60G 3G 100M Mononuclear 

S5 120G 1G 120M Mononuclear 

S6 120G 5G 120M Mononuclear 

3) Comparison of space utilization. In order to verify the effectiveness of the improved scheme, the polling 

scheduling algorithm, the minimum number of connections algorithm, and the scheduling algorithm 

designed in this paper were run in the above experimental environments for comparison experiments. A 

total of 120 files are prepared before the experiment, and the total size of these files is nearly 150GB, and 

their disk space utilization is recorded by simulating users uploading these data to the storage server. Then 

calculate the standard deviation value of cluster space utilization, the smaller the value indicates the more 

uniform cluster data storage. 

The comparative analysis of space utilization is shown in Figure 3. The space utilization of polling load 

algorithm is shown in Fig. (a), from the calculation of the figure, it can be seen that with the polling 

scheduling algorithm for file uploading, the average space utilization of each storage node is 0.842, 0.854, 

0.458, 0.434, 0.254, 0.25, then the calculation of the standard deviation can be obtained as 0.52397. 

The space utilization of minimum number of connections is shown in figure (b). From the data in the 

figure, it can be seen that the space utilization of S1, S2, S3, S4, S5, and S6 using the minimum number of 

connections algorithm is 0.934, 0.954, 0.46, 0.45, 0.256, and 0.242, respectively, and then the computation 

gives its standard deviation as 0.51904. 
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(a) Polling load algorithm 

 

(b) Minimum connection number 

Fig. 3. Comparative analysis of space utilization 

The space utilization of this paper's load algorithm is shown in Table 10, with this paper's algorithm, 

the space utilization of S1, S2, S3, S4, S5, and S6 are 0.658, 0.648, 0.444, 0.464, 0.342, and 0.262, respectively. 

Then the calculation gives a standard deviation of 0.37483. Then according to the data in the table, the 

standard deviation of space utilization using the improved algorithm in this paper is significantly lower 

than the other two loading algorithms. Therefore it can show that the effectiveness of the improved 

algorithm in this paper. 

Table 10. The spatial utilization of load algorithm in this paper 
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 S1 S2 S3 S4 S5 S6 

First time 0.68 0.64 0.43 0.42 0.28 0.25 

Second time 0.66 0.62 0.48 0.46 0.34 0.29 

Third time 0.67 0.65 0.43 0.47 0.35 0.24 

Fourth 0.65 0.66 0.41 0.48 0.36 0.26 

Fifth 0.63 0.67 0.47 0.49 0.38 0.27 

Mean value 0.658 0.648 0.444 0.464 0.342 0.262 

4. Conclusion 

In this paper, blockchain technology is used to deposit electronic data and analyze the legitimacy of the use 

of blockchain electronic data evidence. It proposes corrective code technology and attribute encryption 

technology to optimize the blockchain access evidence technology, and tests the intelligent review 

performance of blockchain technology in public security forensic links. 

1) The decryption outsourcing attribute-based encryption scheme based on the same sub-strategy 

proposed in this paper has comparative advantages in encryption time, decryption time, tracking time, and 

updating time in practical use, which meets the intelligent censorship requirements in the public security 

forensics system. 

2) Jointly based on the file storage method of RS corrective deletion code and the decryption outsourcing 

attribute-based encryption scheme with imposed policy, the blockchain technology designed in this paper 

is able to obtain a transaction response time of 536.004ms in multiple scenarios of deposit test, which 

reduces the cost of depositing the evidence and the time of depositing the evidence. Optimize the load 

algorithm space utilization and improve the problem of weak blockchain storage capacity. 
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