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abstract

This work introduces two algebraic variants of the Massey-Omura cryptosystem based

on newly de�ned generalized (k, t)-Jacobsthal p-numbers and their extensions to �nite

groups. We �rst generalize the classical Jacobsthal recurrence and establish structural

properties including periodicity, invertibility conditions, and recurrence behavior mod-

ulo �nite integers. These results are then extended to group-theoretic settings, where

we construct the corresponding (k, t)-Jacobsthal sequences in speci�c �nite groups and

derive their sequence periods. Leveraging these algebraic foundations, we propose two

Massey-Omura-type encryption schemes in which private exponents are selected from the

generalized Jacobsthal sequences. We formally prove the correctness of both construc-

tions and analyze the implications of periodicity on exponent invertibility and protocol

feasibility. The proposed schemes do not introduce new hardness assumptions beyond

those inherent in the underlying platform group. Instead, they provide a mathematically

structured alternative to classical exponent selection in three-pass protocols. The results

highlight a new connection between recurrence-de�ned sequences and multiplicative ex-

ponentiation in �nite groups, o�ering an algebraically motivated direction for exploring

generalized exponent families in symmetric and non-abelian cryptosystems.
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1. Introduction

Cryptography plays a central role in securing modern communication systems, enabling

con�dentiality, authenticity, and integrity in the presence of adversaries with increasing

computational capabilities. Many cryptographic constructions, both classical and modern,

draw deeply on algebraic structures, including number-theoretic sequences, �nite �elds,

and groups. Recurrence-de�ned sequences such as the Fibonacci, Pell, and Jacobsthal

numbers have been used in pseudorandom number generation, key-scheduling mecha-

nisms, algebraic code constructions, and various symmetric and asymmetric schemes.

Their predictable recurrence relations and well-de�ned behavior modulo integers or within

�nite groups make them attractive for both theoretical study and potential cryptographic

applications.

The Jacobsthal sequence {Jn} is de�ned as

Jn = Jn−1 + 2Jn−2, n ≥ 2,

with initial conditions J0 = 0 and J1 = 1 [17]. In 2008, the Jacobsthal Lucas E-matrix and

R-matrix were given which are similar to the Fibonacci Q-matrix [18]. In [3], Gaussian

Jacobsthal sequences were introduced and the corresponding generating functions were

given. Generalized Jacobsthal sequences were introduced in [10] and the k−Jacobstal se-
quences in [27]. In [1], the Jacobsthal-Padovan p-sequences in �nite groups were presented,

and the orbits of these groups were given.

The Jacobsthal numbers have been generalized in several ways [6, 7]. One of these

generalizations is as follows. For n ≥ 0 and k ≥ 2, the generalized Jacobsthal sequence

J(k, n) is de�ned as

J(k, n) = (k − 1)J(k, n− 1) + kJ(k, n− 2) for n ≥ 2,

with initial conditions J(k, 0) = 0 and J(k, 1) = 1 [5]. For example, if k = 2, we have

J(2, n) = J(2, n− 1) + 2J(2, n− 2) for n ≥ 2,

and thus {J(2, n)}∞0 = {0, 1, 1, 3, 5, · · ·}.
Algebra, in particular group algebra, plays an important role in modern encryption. The

properties of groups and rings have been used to create public and private keys [4, 13, 20,

21, 24, 23]. In 1986, the Massey-Omura cryptosystem was introduced [19]. It has become

one of the most well-known private key cryptosystems [2, 11, 28]. In [26], a Massey-

Omura cryptosystem was developed in GF (2m). The Massey-Omura algorithm was used

for a three-pass protocol in [25]. In [12], Massey-Omura encryption was considered using

symmetric groups.

In this paper, we de�ne the generalized (k, t)-Jacobsthal p-numbers, analyze their mod-

ular periodic behavior, and then extend the construction to selected �nite groups. The

resulting algebraic framework is used to build two Massey�Omura-type protocols in which

the private exponents are chosen from recurrence-de�ned families rather than from un-

restricted residue classes. Our aim is not to claim a stronger cryptosystem than the
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classical Massey�Omura scheme, but to study how structured exponent families interact

with correctness, invertibility, and e�ective keyspace in �nite-group settings.

The remainder of this paper is organized as follows. Section 2 introduces the generalized

Jacobsthal recurrence and studies its modular behavior. Section 3 de�nes the correspond-

ing sequences in �nite groups and specializes them to Gm and H(t,l,m). Section 4 presents

two Massey�Omura-type constructions based on these sequences, and Section 5 discusses

their scope, limitations, and keyspace implications. Finally, Section 6 summarizes the

main conclusions and possible extensions.

2. The generalized (k, t)-jacobsthal p-numbers

In this section, we introduce the generalized (k, t)-Jacobsthal p-numbers and study their

modular recurrence properties. We �rst record the de�ning recurrence and then examine

the periodic behavior that arises after reduction modulo a positive integer. These results

will be used later in the group-theoretic and cryptographic constructions.

De�nition 2.1. For integers k ≥ 1, p ≥ 1 and t ≥ 2, the generalized (k, t)-Jacobsthal

p−numbers denoted {Jp
n(k, t)} are de�ned as

Jp
n(k, t) = kJp

n−1(k, t) + 2Jp
n−p−1(k, t) + Jp

n−p−2(k, t) + · · ·+ Jp
n−p−t(k, t), n ≥ t+ p+ 1,

(1)

where Jp
0 (k, t) = Jp

1 (k, t) = · · · = Jp
t+p−1(k, t) = 0 and Jp

t+p(k, t) = 1.

Note that De�nition 2.1 can be rewritten as

Jp
n(k, t) = kJp

n−1(k, t) + 2Jp
n−p−1(k, t) +

t∑
r=2

Jp
n−p−r(k, t), n ≥ t+ p+ 1. (2)

For example, if p = 1 and k = 3, from De�nition 2.1 we have

J1
n(3, t) = 3J1

n−1(3, t) + 2J1
n−2(3, t) + · · ·+ J1

n−1−t(3, t), n ≥ t+ 1. (3)

Table 1 gives J1
n(3, t), for 0 ≤ n ≤ 10 and 2 ≤ t ≤ 8.

The generalized (k, t)-Jacobsthal p-numbers modulo m are

{Jp,m
i (k, t)} = {Jp,m

0 (k, t), Jp,m
1 (k, t), · · · , Jp,m

n (k, t), · · ·},

where i ≥ 0 and Jp,m
i (k, t) ≡ Jp

i (k, t) (mod m).

Theorem 2.2. For t ≥ 2, the generalized (k, t)-Jacobsthal p-numbers {Jp,m
n (k, t)} are

eventually periodic modulo m.

Proof. Consider the state vector

Sn := (Jp,m
n (k, t), Jp,m

n+1(k, t), · · · , J
p,m
n+t+p−1(k, t)) ∈ Zt+p

m .
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Because the recurrence in De�nition 2.1 depends only on the previous t + p terms, the

state vector Sn uniquely determines the next value Jp,m
n+t+p(k, t) and hence the next state

vector

Sn+1 := (Jp,m
n+1(k, t), J

p,m
n+2(k, t), · · · , J

p,m
n+t+p(k, t)).

Thus the sequence of states evolves under a deterministic map

Sn+1 = F (Sn),

for some function F : Zt+p
m −→ Zt+p

m . Since each coordinate of Sn lies in Zm, there are only

mt+p possible state vectors. Therefore the in�nite sequence S0, S1, S2, . . . must contain a

repeated state, say Si = Sj with 0 ≤ i < j. By determinism, this implies Si+r = Sj+r for

every r ≥ 0. Hence the state sequence is periodic from index i onward, and the original

scalar sequence {Jp,m
n (k, t)} is eventually periodic modulo m.

Table 1. J1
n(3, t) for 0 ≤ n ≤ 10 and 2 ≤ t ≤ 8

n J1
n(3, 2) J1

n(3, 3) hJ1
n(3, 4) J1

n(3, 5) J1
n(3, 6) J1

n(3, 7) J1
n(3, 8)

0 0 0 0 0 0 0 0

1 0 0 0 0 0 0 0

2 0 0 0 0 0 0 0

3 1 0 0 0 0 0 0

4 3 1 0 0 0 0 0

5 11 3 1 0 0 0 0

6 40 11 3 1 0 0 0

7 145 40 11 3 1 0 0

8 526 146 40 11 3 1 0

9 1903 532 146 40 11 3 1

10 6921 1939 533 146 40 11 3

Whenever the initial state reappears, we write hJp
m(k, t) for the least positive return

length. The values listed below were computed from the �rst return of the initial state

and serve as a small-parameter validation of the modular behavior discussed above.

Table 2 gives hJ1
m(k, 2) for 2 ≤ m ≤ 10 and 2 ≤ k ≤ 7. The data show that the observed

return lengths vary substantially with both m and k and need not behave monotonically.

This variability is important later, because it indicates that the e�ective exponent space

induced by the recurrence may di�er considerably across parameter choices even for small

moduli.
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Table 2. hJ1
m(k, 2) for 2 ≤ m ≤ 10 and 2 ≤ k ≤ 7

m hJ1
m(2, 2) hJ1

m(3, 2) hJ1
m(4, 2) hJ1

m(5, 2) hJ1
m(6, 2) hJ1

m(7, 2)

2 3 7 3 7 3 7

3 13 8 4 13 8 4

4 6 14 6 14 6 14

5 8 5 31 20 31 8

6 39 56 12 51 24 28

7 57 42 48 8 21 16

8 12 32 12 28 12 28

9 39 24 12 39 24 12

10 24 35 93 140 93 56

Lemma 2.3. Assume that hJp
m(k, t) is the least positive return length of the initial state

modulo m. Then for integers s, n and m ≥ 2, we have

(i) Jp
hJp

m(k,t)+n
(k, t) ≡ Jp

n(k, t) (mod m),

(ii) Jp
s×(hJp

m(k,t))+n
(k, t) ≡ Jp

n(k, t) (mod m).

Proof. Part (i) follows directly from the de�nition of hJp
m(k, t). For Part (ii), we have

Jp
s×(hJp

m(k,t))+n
(k, t) ≡J(hJp

m(k,t))+(s−1)×(hJp
m(k,t))+n(k, t)

≡Jp
(s−1)(hJp

m(k,t))+n
(k, t)

≡...
≡Jp

n(k, t) (mod m),

which gives the result.

Lemma 2.4. Assume that hJp
m(k, t) exists. Let n be an integer and m ≥ 2 be a positive

number. If 

Jp
n(k, t) ≡ 0 (mod m),

Jp
n+1(k, t) ≡ 0 (mod m),

...

Jp
n+t+p−2(k, t) ≡ 0 (mod m),

Jp
n+t+p−1(k, t) ≡ 0 (mod m),

Jp
n+t+p(k, t) ≡ 1 (mod m),

then hJp
m(k, t) | n.

Proof. There exists 0 ≤ i ≤ hJp
m(k, t) such that n = t × (hJp

m(k, t)) + i. Then for all

0 ≤ j ≤ t+ p, Jp
n+j(k, t) ≡ Jp

i+j(k, t) (mod m), we have
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

Jp
i (k, t) ≡ 0 (mod m),

Jp
i+1(k, t) ≡ 0 (mod m),

...

Jp
i+t+p−2(k, t) ≡ 0 (mod m),

Jp
i+t+p−1(k, t) ≡ 0 (mod m),

Jp
i+t+p(k, t) ≡ 1 (mod m).

Thus, i is a period of the generalized (k, t)-Jacobsthal p-numbers modulom so hJp
m(k, t) |

i. Since 0 ≤ i < hJp
m(k, t), we have that i = 0, and the result follows.

3. The generalized (k, t)-Jacobsthal p-numbers in a �nite group

We now de�ne the generalized (k, t)-Jacobsthal p-numbers in a �nite group and examine

the periodic behavior induced by the �nite-state recurrence. We then specialize the con-

struction to Gm and H(t,l,m), where explicit normal forms make it possible to write the

sequence terms in closed algebraic form.

De�nition 3.1. For integers k ≥ 1, p ≥ 1 and t ≥ 2, the generalized (k, t)-Jacobsthal p-

numbers in a �nite group is a sequence of group elements x0, x1, · · · , xn, · · · for which, given
�nite group generators X = {a0, a1, · · · , aj}, the elements are x0 = a0, x1 = a1, · · · , xj =

aj and

xn =

{
x0x1 · · · xn−3x

2
n−2x

k
n−1, for j < n < t+ p,

xn−p−t · · · xn−p−2x
2
n−p−1x

k
n−1, for n ≥ p+ t.

(4)

The (k, t)-Jacobsthal p-numbers in a group are denoted by Qk,t
p (G,X) and the corre-

sponding sequence period is denoted by JQk,t
p (G,X).

Theorem 3.2. The generalized (k, t)-Jacobsthal p-numbers in a �nite group are even-

tually periodic. If the initial generator tuple reappears, the resulting sequence is purely

periodic.

Proof. Let G be a �nite group with |G|= m. The recurrence in De�nition 3.1 is deter-

mined by the current (t+p)-tuple of consecutive group elements. Since there are onlymt+p

such tuples, the in�nite sequence generated by Qk,t
p (G,X) must contain a repeated state.

Once a state repeats, the determinism of the recurrence implies that all subsequent states

repeat as well. Hence the sequence is eventually periodic. If one of the repeated states is

the initial generator tuple (x0, x1, . . . , xt+p−1), then the sequence is purely periodic from

the beginning.

For m ∈ N, consider the �nitely presented group Gm given by

Gm =< a, b|am = bm = 1, [a, b]a = [a, b], [a, b]b = [a, b] >,m ≥ 2.
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Lemma 3.3. [9] Every element of Gm may be uniquely presented by arbs[a, b]t where

0 ≤ r, s, t ≤ m− 1, and | Gm |= m3.

For p = 1 and t = 2, we de�ne the sequences Un(2) and wn(2) as follows

U0(2) =1,

U1(2) =0,

U2(2) =2,

Un(2) =Un−3(2) + 2Un−2(2) + 2Un−1(2), n ≥ 3.

w0(2) =w1(2) = w2(2) = 0,

wn(2) =wn−3(2) + 2wn−2(2) + 2wn−1(2)− (Un−2(2)J
1
n−1(2, 2) + (J1

n−1(2, 2)

+ J1
n(2, 2))Un−2(2) + (J1

n−1(2, 2) + 2J1
n(2, 2))Un−1(2)

+ (J1
n−1(2, 2) + 2J1

n(2, 2) + J1
n+1(2, 2))Un−1(2)), n ≥ 3.

Lemma 3.4. Every element of Q2,2
1 (Gm, X) can be expressed as

xn = aUn(2)bJ
1
n+2(2,2)[a, b]wn(2), n ≥ 3.

Proof. For n = 2 and n = 3, we have x2 = x2
0x

2
1 = a2b2 and x3 = x0x

2
1x

2
2 = a5b6[a, b]−12,

respectively. Then by induction on n, we have

xn = xn−3(xn−2)
2(xn−1)

2

= aUn−3(2)bJ
1
n−1(2,2)[a, b]wn−3(2)(aUn−2(2)bJ

1
n(2,2)[a,b]

wn−2(2)

)2(aUn−1(2)bJ
1
n+1(2,2)[a,b]

wn−1(2)

)2

= aUn−3(2)+Un−2(2)bJ
1
n−1(2,2)+J1

n(2,2)[a, b]wn−3(2)+wn−2(2)−Un−2(2)J1
n−1(2,2)aUn−2(2)bJ

1
n(2,2)[a,b]

wn−2(2)

(aUn−1(2)bJ
1
n+1(2,2)[a,b]

wn−1(2)

)2

= · · ·

= aUn−3(2)+2Un−2(2)+2Un−1(2)bJ
1
n+2(2,2)

[a, b]wn−3(2)+2wn−2(2)+2wn−1(2)−(Un−2(2)J1
n−1(2,2)+(J1

n−1(2,2)+J1
n(2,2))Un−2(2)+(J1

n−1(2,2)+2J1
n(2,2))Un−1(2)

[a, b]−(J1
n−1(2,2)+2J1

n(2,2)+J1
n+1(2,2))Un−1(2)+···+(J1

n−1(2,2)+2J1
n(2,2)+(2−1)J1

n+1(2,2))Un−1(2))

= aUn(2)bJ
1
n+2(2,2)[a, b]wn(2),

and the assertion holds.

For p = 1 and t = 2, we de�ne the sequences Un(k) and wn(k) as follows

U0(k) =1,

U1(k) =0,

U2(k) =2,

Un(k) =Un−3(k) + 2Un−2(k) + kUn−1(k), n ≥ 3.

w0(k) =w1(k) = w2(k) = 0,

wn(k) =wn−3(k) + 2wn−2(k) + kwn−1(k)− (Un−2(k)J
1
n−1(k, 2) + (J1

n−1(k, 2)

+ J1
n(k, 2))Un−2(k) + (J1

n−1(k, 2) + 2J1
n(k, 2))Un−1(k) + (J1

n−1(k, 2) + 2J1
n(k, 2)
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+ J1
n+1(k, 2))Un−1(k) + · · ·+ (J1

n−1(k, 2) + 2J1
n(k, 2)

+ (k − 1)J1
n+1(k, 2))Un−1(k)), n ≥ 3.

Lemma 3.5. Every element of Qk,2
1 (Gm, X) can be expressed as

xn = aUn(k)bJ
1
n+2(k,2)[a, b]wn(k), n ≥ 3.

Proof. For n = 2, we have x2 = x2
0x

k
1 = a2bk. Then by induction on n, we have

xn = xn−3(xn−2)
2(xn−1)

k

= aUn−3(k)bJ
1
n−1(k,2)[a, b]wn−3(k)(aUn−2(k)bJ

1
n(k,2)[a,b]

wn−2(k)

)2(aUn−1(k)bJ
1
n+1(k,2)[a,b]

wn−1(k)

)k

= aUn−3(k)+Un−2(k)bJ
1
n−1(k,2)+J1

n(k,2)[a, b]wn−3(k)+wn−2(k)−Un−2(k)J1
n−1(k,2)aUn−2(k)

bJ
1
n(k,2)[a,b]

wn−2(k)

(aUn−1(k)bJ
1
n+1(k,2)[a,b]

wn−1(k)

)k

= · · ·
= aUn−3(k)+2Un−2(k)+kUn−1(k)bJ

1
n+2(k,2)

[a, b]wn−3(k)+2wn−2(k)+kwn−1(k)−(Un−2(k)J1
n−1(k,2)+(J1

n−1(k,2)+J1
n(k,2))Un−2(k)

[a, b]+(J1
n−1(k,2)+2J1

n(k,2))Un−1(k)+(J1
n−1(k,2)+2J1

n(k,2)+J1
n+1(k,2))Un−1(k)

[a, b]+···+(J1
n−1(k,2)+2J1

n(k,2)+(k−1)J1
n+1(k,2))Un−1(k))

= aUn(k)bJ
1
n+2(k,2)[a, b]wn(k),

and the assertion holds.

Lemma 3.6. If JQk,2
1 (Gm, X) = s, then s is the least integer such that



Un(k) ≡ 1 (mod m),

Un+1(k) ≡ 0 (mod m),

Un+2(k) ≡ 2 (mod m),

J1
n+2(k, 2) ≡ 0 (mod m),

J1
n+3(k, 2) ≡ 1 (mod m),

J1
n+4(k, 2) ≡ k (mod m),

wn(k) ≡ 0 (mod m),

wn+1(k) ≡ 0 (mod m),

wn+2(k) ≡ 0 (mod m),

hold. Further, hJ1
m(k, 2) | JQ

k,2
1 (Gm, X).

Proof. By Lemma 3.3, we obtain that xn = aUn(k)bJ
1
n+2(k,2)[a, b]wn(k). Since xs = a,
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xs+1 = b and xs+2 = a2bk, by the de�ning initial conditions we have

Us(k) ≡ 1 (mod m),

Us+1(k) ≡ 0 (mod m),

Us+2(k) ≡ 2 (mod m),

J1
s+2(k, 2) ≡ 0 (mod m),

J1
s+3(k, 2) ≡ 1 (mod m),

J1
s+4(k, 2) ≡ k (mod m),

ws(k) ≡ 0 (mod m),

ws+1(k) ≡ 0 (mod m),

ws+2(k) ≡ 0 (mod m).

Then Lemma 2.4 gives that hJ1
m(k, 2) | JQ

k,2
1 (Gm, X).

For t, l,m ∈ N, consider the Heisenberg group H(t,l,m) given by

H(t,l,m) =< a, b, c|at = bl = cm = 1, [a, b] = c, [a, c] = [b, c] = 1 > .

Lemma 3.7. [22] Element H(t,l,m) of the Heisenberg group can be written uniquely in the

form aibjck where 0 ≤ i ≤ t− 1, 0 ≤ j ≤ l − 1 and 0 ≤ k ≤ m− 1.

For p = 1 and t = 2, de�ne the sequences Tn(2) and gn(2) as follows

T0(2) =0,

T1(2) =1,

T2(2) =0,

Tn(2) =Tn−3(2) + 2Tn−2(2) + 2Tn−1(2), n ≥ 3.

g0(2) =g1(2) = 0, g2(2) = 1,

gn(2) =gn−3(2) + 2gn−2(2) + 2gn−1(2)− (Tn−3(2)J
1
n−4(2, 2) + (Tn−3(2) + Tn−2(2))J

1
n−4(2, 2)

+ (Tn−3(2) + 2Tn−2(2))J
1
n−3(2, 2) + (Tn−3(2) + 2Tn−2(2)

+ Tn−1(2))J
1
n−3(2, 2)), n ≥ 3.

Lemma 3.8. Every element of Q2,2
1 (H(t,l,m), X) can be expressed as xn = aJ

1
n−2(2,2)bTn(2)cgn(2),

n ≥ 3.

Proof. For n = 3 and n = 4, we have x3 = x0x
2
1x

2
2 = ab2c2 and x4 = x1x

2
2x

2
3 = a6b14c−19,

respectively. Then by induction on n, we have

xn = xn−3(xn−2)
2(xn−1)

2

= aJ
1
n−5(2,2)bTn−3(2)cgn−3(2)(aJ

1
n−4(2,2)bTn−2(2)cgn−2(2))2(aJ

1
n−3(2,2)bTn−1(2)cgn−1(2))2

= aJ
1
n−5(2,2)+J1

n−4(2,2)bTn−3(2)+Tn−2(2)cgn−3(2)+gn−2(2)−(Tn−3(2)J1
n−4(2,2))aJ

1
n−4(2,2)

bTn−2(2)cgn−2(2)(aJ
1
n−4(2,2)bTn−1(2)cgn−1(2))2

= aJ
1
n−5(2,2)+2J1

n−4(2,2)bTn−3(2)+2Tn−2(2)



196 mehraban et al.

cgn−3(2)+2gn−2(2)−(Tn−3(2)J1
n−4(2,2)+(Tn−3(2)+Tn−2(2))J1

n−4(2,2))

(aJ
1
n−3(2, 2)bTn−1(2)cgn−1(2))2

= · · ·
= aJ

1
n−2(2,2)bTn(2)cgn−3(2)+2gn−2(2)+2gn−1(2)c−(Tn−3(2)J1

n−4(2,2)+(Tn−3(2)

× cTn−2(2))J1
n−4(2,2)+(Tn−3(2)+2Tn−2(2))J1

n−3(2,2)+(Tn−3(2)+2Tn−2(2)+Tn−1(2))J1
n−3(2,2))

= aJ
1
n−2(2,2)bTn(2)cgn(2),

and the assertion holds.

For p = 1 and t = 2, we de�ne the sequences Tn(2) and gn(2) as follows

T0(k) =0,

T1(k) =1,

T2(k) =0,

Tn(k) =Tn−3(k) + 2Tn−2(k) + kTn−1(k), n ≥ 3.

g0(k) =g1(k) = 0,

g2(k) =1,

gn(k) =gn−3(k) + 2gn−2(k) + kgn−1(k)− (Tn−3(k)J
1
n−4(k, 2) + (Tn−3(k)

+ Tn−2(k))J
1
n−4(k, 2) + (Tn−3(k) + 2Tn−2(k))J

1
n−3(k, 2)

+ (Tn−3(k) + 2Tn−2(k) + Tn−1(k))J
1
n−3(k, 2) + (Tn−3(k) + 2Tn−2(k)

+ 2Tn−1(k))J
1
n−3(k, 2) + · · ·+ (Tn−3(k) + 2Tn−2(k)

+ (k − 1)Tn−1(k))J
1
n−3(k, 2)), n ≥ 3.

The proof of the following lemma is similar to that for Lemma 3.6 and so is omitted.

Lemma 3.9. Every element of Qk,2
1 (H(t,l,m), X) can be expressed as xn = aJ

1
n−2(k,2)bTn(k)cgn(k),

n ≥ 3.

Lemma 3.10. If JQk,2
1 (H(t,l,m), X) = i, then i is the least integer such that

J1
n−2(k, 2) ≡ 1 (mod t),

J1
n−1(k, 2) ≡ 0 (mod t),

J1
n(k, 2) ≡ 0 (mod t),

Tn(k) ≡ 0 (mod l),

Tn+1(k) ≡ 1 (mod l),

Tn+2(k) ≡ 0 (mod l),

gn(k) ≡ 0 (mod m),

gn+1(k) ≡ 0 (mod m),

gn+2(k) ≡ 1 (mod m),

holds. Moreover, hJ1
t (k, 2) | JQ

k,2
1 (H(t,l,m), X).
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Proof. By Lemma 3.7, we obtain that xn = aJ
1
n−2(k,2)bTn(k)cgn(k). Since xi = a, xi+1 = b

and xi+2 = c, the explicit representation above yields

J1
i−2(k, 2) ≡ 1 (mod t),

J1
i−1(k, 2) ≡ 0 (mod t),

J1
i (k, 2) ≡ 0 (mod t),

Ti(k) ≡ 0 (mod l),

Ti+1(k) ≡ 1 (mod l),

Ti+2(k) ≡ 0 (mod l),

gi(k) ≡ 0 (mod m),

gi+1(k) ≡ 0 (mod m),

gi+2(k) ≡ 1 (mod m).

Then from the return condition encoded in the displayed congruences,

hJ1
t (k, 2) | JQ

k,2
1 (H(t,l,m), X).

4. Massey-Omura encryption with the generalized

(k, t)-Jacobsthal p-numbers

In this section, we present two Massey�Omura-type encryption algorithms based on gener-

alized Jacobsthal exponent families. The emphasis here is on algebraic correctness rather

than on claiming a security advantage over the classical protocol.

Algorithm 1

1: Alice and Bob agree on a public key (m, J1
n(k, 2)).

2: Alice chooses a, b ∈ J1
n(k, 2) such that ab ≡ 1 (mod m).

3: Bob chooses c, d ∈ J1
n(k, 2) such that cd ≡ 1 (mod m).

4: Alice sends a message Y ∈ Qk,2
1 (Gm, X) to Bob by computing Y a (mod m).

5: Using c, Bob obtains Y ac (mod m) and sends it to Alice.

6: Alice uses b and sends the ciphertext Z = Y acb (mod m) to Bob.

7: Bob decrypts Z and obtains the message Y .

Alice and Bob �rst agree on public parameters (m, J1
n(k, 2)). They then choose ex-

ponents a, b, c, d from the Jacobsthal-derived set so that ab ≡ 1 (mod m) and cd ≡
1 (mod m). In other words, the admissible exponents are restricted to sequence values

that satisfy the invertibility condition required by the three-pass protocol. In Algorithm

1, the message space is Qk,2
1 (Gm, X). Alice sends a message Y ∈ Qk,2

1 (Gm, X) to Bob

by computing Y a (mod m), Bob returns Y ac (mod m), and Alice then uses b to ob-

tain Z = Y acb ≡ Y c (mod m). Bob �nally decrypts with d and recovers Y because

cd ≡ 1 (mod m). All computations are performed in the relevant group using the normal
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form with exponents reduced modulo m. The algorithm steps are given in Algorithm 1

and illustrated in Figure 1.

Fig. 1. A �owchart of Algorithm 1

Lemma 4.1. The original message Y is obtained by Bob after decrypting the ciphertext

Z.

Proof. We show that Zd = Y . We have that

Z = (Y ac)b ≡ Y acb (mod m).

Using ab ≡ 1 (mod m), we obtain Z = Y c (mod m), and Bob decrypts using d. Since

Y ∈ Qk,2
1 (Gm, X), Lemma 3.3 and the fact that cd ≡ 1 (mod m) give

Zd = Y cd ≡ Y (mod m).

Consider the following example.

Example 4.2. Let p = 1, t = 2 and k = 2.

1. Alice and Bob agree on a public key (7, J1
n(2, 2)).

2. Alice chooses a := J1
4 (2, 2) = 2 and b := J1

14(2, 2) = 70032 such that ab ≡ 1 (mod 7).

3. Bob chooses c := J1
6 (2, 2) = 3 and d := J1

10(2, 2) = 1090 such that cd ≡ 1 (mod 7).

4. Alice sends the message Y = a5b6[a, b]2 ∈ Q2,2
1 (Gm, X) to Bob by computing

(a5b6[a, b]2)2 = (a5b6[a, b]2)(a5b6[a, b]2) = a10b12[a, b]−26 ≡ a3b5[a, b]2 (mod 7).

5. Using c, Bob obtains (a3b5[a, b]2)3 = a2b1[a, b]3 (mod 7) and sends it to Alice.

6. Using b, Alice sends the ciphertext Z = (a2b1[a, b]3)70032 = ab4 (mod 7) to Bob.

7. Bob decrypts Z as Z1090 = (ab4)1090 := a5b6[a, b]2 (mod 7) and obtains the message

Y .



massey-omura encryption in finite groups 199

Consider the Heisenberg group H(t,l,m) and suppose that t = l = m. Algorithm 2 is

similar to Algorithm 1 but Qk,2
1 (H(t,m,l), X) is used for the message.

Algorithm 2

1: Alice and Bob agree on a public key (m, J1
n(k, 2)).

2: Alice chooses a, b ∈ J1
n(k, 2) such that ab ≡ 1 (mod m).

3: Bob chooses c, d ∈ J1
n(k, 2) such that cd ≡ 1 (mod m).

4: Alice sends a message Y ∈ Qk,2
1 (H(t,m,l), X) to Bob by computing Y a (mod m).

5: Using c, Bob obtains Y ac (mod m) and sends it to Alice.

6: Alice uses b and sends the ciphertext Z = Y acb (mod m) to Bob.

7: Bob decrypts Z and obtains the message Y .

The algorithm steps are illustrated in Figure 2. In this algorithm, the message Y is

obtained by Bob after decrypting the ciphertext Z. Since the veri�cation is analogous to

that of Lemma 4.1, we record the argument below only for completeness.

Fig. 2. A �owchart of Algorithm 2

Lemma 4.3. The original message Y is obtained by Bob after decrypting the ciphertext

Z.

Proof. We show that Zd = Y . We have that

Z = (Y ac)b ≡ Y acb (mod m).

Using ab ≡ 1 (mod m), we obtain Z = Y c (mod m), and Bob decrypts using d. Since

Y ∈ Qk,2
1 (H(t,m,l), X), Lemma 3.7 and the fact that cd ≡ 1 (mod m) give

Zd = Y cd ≡ Y (mod m).

Consider the following example.
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Example 4.4. Let p = 1, t = 2 and k = 2.

1. Alice and Bob agree on a public key (5, J1
n(2, 2)).

2. Alice chooses a := J1
6 (2, 2) = 17 and b := J1

7 (2, 2) = 48 such that ab ≡ 1 (mod 5).

3. Bob chooses c := J1
14(2, 2) = 70032 and d := J1

15(2, 2) = 198273 such that cd ≡
1 (mod 5).

4. Alice sends a message Y = ab2c2 ∈ Q2,2
1 (H(t,m,l), X) to Bob by computing (ab2c2)17 ≡

a2b4c2 (mod 5).

5. Using c, Bob obtains (a2b4c2)70032 ≡ a4b3c (mod 5) and sends it to Alice.

6. Using b, Alice sends the ciphertext Z = (a4b3c)48 ≡ a2b4c2 (mod 5) to Bob.

7. Bob decrypts Z as Z198273 = (a2b4c2)198273 ≡ ab2c2 (mod 5) and obtains the message

Y .

5. Security considerations and limitations

This section discusses the security-related aspects of the proposed constructions. We

emphasize that the primary contribution of this work is algebraic and structural, rather

than the establishment of a cryptosystem with modern, provable security guarantees.

Accordingly, the discussion is framed to clarify correctness, assumptions, and limitations,

and to position the proposed schemes as mathematically motivated variants of the classical

Massey-Omura protocol.

5.1. Comparison with classical Massey-Omura

The proposed constructions should be understood as algebraic variants of the classical

Massey-Omura protocol, rather than as replacements or improvements in a security-

theoretic sense. While the use of structured exponent sequences introduces novel mathe-

matical behavior, no claim is made that the resulting schemes provide stronger security

guarantees than the original Massey�Omura protocol. Any comparisons are limited to

algebraic structure and correctness properties, and not to resistance against cryptanalytic

attacks. We now consider attacks on the proposed Massey-Omura encryption with the

generalized (k, t)-Jacobsthal p-numbers and compare it with the original Massey-Omura

encryption. The original Massey�Omura encryption is implemented in Z∗
p, so Alice chooses

private exponents eA, dA such that eAdA ≡ 1 (mod p− 1) and Bob chooses private expo-

nents eB, dB such that eBdB ≡ 1 (mod p − 1). Thus the admissible exponents are units

modulo p − 1, and their number is φ(p − 1). In the proposed construction, Alice selects

a and b from values of Jp
n(k, t) satisfying ab ≡ 1 (mod m), while Bob selects c and d

satisfying cd ≡ 1 (mod m). The crucial di�erence is therefore not the logical structure

of the three-pass protocol, but the restriction of the exponent set to a recurrence-de�ned

family that must still satisfy the same invertibility requirement.
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5.2. Threat model and scope

The security considerations of the proposed constructions are analyzed within the same

conceptual framework as the classical Massey�Omura three-pass protocol. In this setting,

the communication channel is assumed to be observable, and an adversary may obtain all

transmitted group elements exchanged between legitimate parties. The purpose of this

work is not to introduce a new adversarial model or to rede�ne security notions, but rather

to study the algebraic behavior and correctness of Massey-Omura-type protocols when

private exponents are selected from structured recurrence-based sequences. Accordingly,

the analysis focuses on algebraic feasibility, invertibility conditions, and the preservation

of the protocol's functional properties under such constraints.

5.3. Underlying hardness assumptions

As in the classical Massey-Omura protocol, the security intuition underlying the proposed

schemes relies on the assumed hardness of the discrete logarithm problem (DLP) in the

chosen platform group. Speci�cally, given a group element g and an exponentiated ele-

ment gx, it is assumed to be computationally infeasible for a passive adversary to recover

x without additional information. The present work does not introduce new computa-

tional hardness assumptions beyond this classical setting. However, it is important to

note that the constructions employ �nite groups with speci�c algebraic structure, includ-

ing nilpotent and class-2 groups. From a security perspective, both approaches rely on

exponentiation in �nite groups and do not introduce fundamentally di�erent hardness

assumptions. The structured nature of the Jacobsthal-based exponent selection primarily

a�ects the algebraic form and distribution of admissible keys rather than the underly-

ing attack model. No claim is made that the structured key selection provides increased

resistance to cryptanalytic attacks compared to the classical setting. Instead, the contri-

bution of the proposed schemes lies in demonstrating that Massey-Omura encryption can

be realized using recurrence-de�ned exponent sequences in �nite groups while preserving

functional correctness and algebraic feasibility. The resulting constructions thus extend

the classical protocol framework in an algebraic direction without altering its foundational

security assumptions.

5.4. Periodicity and keyspace considerations, complexity estimates and attack costs

Although the de�ning sequences are in�nite over the integers, all cryptographic operations

take place in �nite groups or modulo �nite integers. As a result, the induced exponent

sequences are periodic on a �nite state space, and the e�ective cryptographic keyspace

is �nite. The in�nitude of the underlying integer sequence therefore does not imply an

in�nite cryptographic keyspace. Instead, the security-relevant parameters are determined

by the order or exponent of the underlying group, the period of the recurrence modulo the

relevant modulus, and the subset of sequence values satisfying the required invertibility

conditions. The variability already visible in Table 2 provides a small computational

illustration of this point. We now analyze the computational hardness of recovering

private exponents or plaintexts from the publicly transmitted values in the proposed
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Massey�Omura-type protocols. As in the classical three-pass protocol, a passive adversary

observes the values Y a, Y ac, and Y acb, all lying in G, where G is either Gm or H(t, ℓ,m).

The security of the scheme therefore depends on the di�culty of recovering exponents

from group exponentiation and on the e�ective size of the exponent space induced by the

generalized (k, t)-Jacobsthal p-numbers.

5.4.1. Cost of recovering exponents in the underlying group. Let g ∈ G be a group gen-

erator and suppose an adversary attempts to recover the exponent a from ga. In general,

nilpotent groups of class 2, the discrete logarithm problem (DLP) does not have known

polynomial-time solutions, and the best generic attacks (e.g., adaptations of Pollard's rho

or baby-step/giant-step) run in time O(
√
|G|). Thus, if exponents were chosen uniformly,

recovering a or c would require O(
√
m) group operations. Since the proposed scheme

preserves the same exponentiation structure as the classical Massey-Omura protocol, it

inherits this attack complexity provided that the exponent space is su�ciently large.

5.4.2. E�ective keyspace induced by Jacobsthal periodicity. In the present construction,

private exponents are not arbitrary residues modulo m, but are selected from the gen-

eralized (k, t)-Jacobsthal p-sequence reduced modulo m. Because this sequence is ulti-

mately periodic with period hJp
m(k, t), the total number of admissible exponents is at

most K = hJp
m(k, t). Therefore, an adversary needs to search only this set, and the cost

of a brute-force exponent-recovery attack reduces to O
(√

hJp
m(k, t)

)
. If hJp

m(k, t) ≪ m,

then the e�ective exponent entropy is signi�cantly reduced, and the protocol becomes

easier to attack than the classical Massey-Omura scheme.

The recurrence de�ning the generalized Jacobsthal numbers has order t + p, and its

reduction modulo m is periodic. Although an upper bound on the maximum possible

period is m t+p, the actual period may be much smaller for certain moduli, particularly

those with small prime factors or special algebraic properties. If hJp
m(k, t) is small, then

• the entropy of private exponents decreases to log2(hJ
p
m(k, t));

• brute-force exponent enumeration may be feasible;

• the protocol's security degrades below that of the classical three-pass scheme.

Thus, periodicity plays a central role in the practical security of the proposed method.

5.4.3. Practical implications for parameter selection. To maintain security comparable

to the classical Massey-Omura protocol, the parameters (k, t, p,m) must be chosen so that

the Jacobsthal period hJp
m(k, t) is large. In particular

• the modulus m should avoid values known to induce short recurrence periods;

• the recurrence order t+ p should be su�ciently large to support long periods;

• the actual period hJp
m(k, t) should be estimated or empirically validated for any

proposed parameter set.

The computational cost of attacking the proposed schemes is dominated by exponent

recovery. However, because exponents are drawn from periodic Jacobsthal sequences, the

e�ective keyspace is hJp
m(k, t), not m. Consequently, attack costs scale as O(

√
hJp

m(k, t)),

emphasizing the importance of ensuring that the Jacobsthal period is su�ciently large.



massey-omura encryption in finite groups 203

6. Conclusions

In this work, we introduced the generalized (k, t)-Jacobsthal p-numbers and analyzed their

structural properties in both integer and �nite-group settings. We established modular

periodicity results, derived recurrence relations for the induced group sequences, and ex-

tended the construction to the speci�c �nite groups Gm and H(t, ℓ,m). These algebraic

foundations enabled the formulation of two Massey�Omura-type encryption mechanisms

in which private exponents are drawn from recurrence-de�ned sequences rather than from

unrestricted residue classes. We proved the correctness of the proposed schemes and clar-

i�ed how periodicity controls both the feasibility of invertible exponent selection and the

size of the e�ective keyspace. The contribution of the paper is therefore algebraic: it

shows that structured exponent families arising from generalized Jacobsthal recurrences

can be incorporated into three-pass protocols without changing the underlying security

assumptions. At the same time, the analysis in Section 5 makes clear that the result-

ing constructions should be viewed as mathematically motivated variants of the classical

Massey�Omura scheme, not as universally stronger replacements. Similar ideas may also

be explored with other recurrence families, including Fibonacci- and Pell-type sequences

on �nite groups [8, 14, 15, 16], which may further illuminate the mathematical and prac-

tical implications of recurrence-based exponent selection in cryptographic protocols.
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